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FIG. 3

301 - Higher authority decides that a new end device Is to be added to an existing
sub-network.

302 - Higher authority pre-configures the new end device with permanent |D, local
ID, firmware (boot sequence and operating system) on ROM.

303 - Higher authority informs core network about the new end device's |D and
properties and tasks.

304 - Higher authority indicates to the hub device, through the base station, the
permanent |ID and properties and tasks of the new end device.

1 305 - The hub device adjusts its own codes and settings to accommodate the new

' end device, and to Include the new data into tasks supervised by the hub device.

306 - The new end device is put In place, within radio range of the hub device, and
IS powered up.

307 - The hub device tests the new end device by transmitting instructions and
checking reply data.

: 308 - The hub device instructs the new end device to perform security tests.
| Hub monitors the test results, and records a baseline for future comparisons.
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FIG. 4

413 - ROM
401 - End
412 - Micro-controller 414 - Transceiver 415 - Antenna Device

I
411 - Sensor/Actuator !
I

405 - Restricted Link—"'"i
\/ 402 - Hub
|

I 425 - Antenna !
Optional Second antenna-——-"""’" -----------

408 - Managed 5G/6G Channel |

FIG. 5

500 - End 501 - End 502 - Hub 503 - Base
Device-1 Device-2 Device Station

510 - Base Station tells Hub to take data.

511 - Hub triggers End Device-1. ===~ "
512 - End Device-1 sends data to Hub. |~~~ ~

513 - Hub triggers End Device-2.
514 - End Device-2 sends data to Hub.

515 - Hub analvzes data, sends report to Base.

516 - End Device-1 sends thermal alarm to
Hub. Hub informs the Base Station. |" 7~ ==~~o_o_ | _ \

517 - Hacker attacks End Device-2. 5720 .

518 - End Device-2 sends bogus data.

519 - Hub isolates Device-2 and requests
maintenance check of End Device-2.
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FIG. 6
601 - Higher authority decides that nformation is needed from sub-network.

602 - Higher authority transmits a message, via the base station, to hub device,

601 - Higher authority decides that information is needed from sub-network.

requesting the information.

603 - Hub device decides which end device(s) can provide the needed information.

604 - Hub device transmits instructions downcast to the end device(s).

F-____--____--————--————---——— I I I N S S S S S S S S S S S S S B S BB B S S S S S S -

| 606 - Optionally, end device(s) may perform initial analysis or processing of the 1
l
I

605 - End device(s) perform the requested measurements.

measurement data. |

607 - End device(s) transmit measurement results upcast to the hub device.

608 - Hub device performs further analysis and processing of the measurement
results, prepares a summary report including the needed information.

609 - Hub device transmits the summary report to the base station, addressed to
the higher authority.

610 - Base station or core network passes the summary report to the higher
authority.

611 - Optionally, end device(s) may perform the requested measurements
periodically without further prompting, If instructed to do so by the hub device. End
devices may transmit each measurement, or a running average, or other basic
derivation of the measurements, to the hub device If instructed to do so.
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FIG. 7

/01 - Higher authority specifies a schedule or a trigger situation in which a

particular work needs to be done. A hub device Is responsible for getting it done.

702 - Hub device detects that the trigger situation has occurred, or that the
scheduled time has arrived.

/03 - Hub device decides which end device(s) can perform the needed task.

704 - Hub device transmits instructions downcast to the end device(s).

705 - End device(s) perform the tasks.

i 706 - Optionally, end device(s) may perform measurements related to the actions
1 Of other end devices, such as a sensor-type end device verifying that a switch was
: correctly opened or closed by an actuator-type end device.

|

/707 - End device(s) transmit data message upcast to the hub device, indicating
that the task was performed, and optionally the verification resuilts.

/708 - Hub device transmits further instructions to further end device(s).

/709 - The further end device(s) perform the tasks or measurements and report
pback to the hub device.

/710 - Hub device analyzes the task results from all these end devices, and their
measurement results, verifying that the overall task was properly completed.

: /11 - Optionally, if the task was not completed to the satisfaction of the hub
: device, the hub device may revise the instructions and transmit the revised
| Instructions to the end devices, for a second attempit.

N

712 - Optionally, the hub device may prepare a summary report indicating that the
. task was successfully completed, and may transmit the summary report to the
| higher authority via the base station, If a response is desired.
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FIG. 8A

801 - THREAT TYPES 802 - SUB-NETWORK SECURITY

Arbitrary code execution The microcontroller cannot execute code

from RAM because there is no executable

Ad d istent threat
vanced persistent threa RAM

Zombie (under control of attacker)

Backdoor (unsecured access) The microcontroller boots from ROM and

Rootkits, bootkits operates code only from ROM.

Polymorphic (hidden in other code) ROM cannot be altered by wireless

ignals.
Drive-by download >BTdIS

Hardware backdoor or circuit flaw Op-code is simple, single-task on ROM.

Op-code can be tested.
Hardware trojan (malware in chip) P

Keyloggers (copy keystrokes) End device does not have keys.

Fraudulent dialers End device does not have phone access.
Privilege escalation End device does not use privileges.

Shellcode (start new command shell) End device does not use shells.
Cryptojacking End device does not use crypto.

Email fraud (fake offers, etc.) End device does not have access to email.

Email spoofing (fake return address)

Phishing (deception or impersonation)

Screen scraping (collect data from user display) End device does not have a display.

Adware (on-line advertising) End device is not on the Internet.
Denial-of-service attack (message clogging)

Spamming (sending many unwanted messages)

Botnet (armyv of corrupted transmitters)

Social engineering (trickery, manipulation) End device is not in contact with people.

Scareware (false alerts, threats)
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811 - THREAT TYPES 812 - SUB-NETWORK SECURITY

Logic bombs (triggered by a condition) End device has no executable RAM and no

Time bombs (triggered by time) hard-drive.

End device has no access to any other

Fork bombs (self-replicating code} system

Zip bombs {intended to crash system) End device has no 5G or 6G capability

Worms (self-replicating code . ..
( P 2 ; End device has no communication

Viruses (self-replicating intrusion malware) software other than the restricted link to

. - . Hub device.
Code-injection (hiding malware in data) b device

Trojan horses (code hidden inside code) Hub device interprets all messages as

L . . measurement data.
Code-injection (hiding malware in data)

Hub device alters all data before passing

Ransomware (demanding money) .
to base station.

Rogue security software End device does not have security
software. Firmware is on ROM.

Remote access trojans End device does not have remote access.

Cross-site scripting (inject code into website) End device does not have a website.

Web shells {code using website code)

Fake Browser-helpers (DLL objects) End device does not use DLLs.
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FIG. 9

901 - Hacker somehow Invades the sub-network and infects an end device.

902 - When prompted for a measurement, the infected end device transmits
something unexpected, such as wild data, wrong format, etc.

903 - Hub device receives the transmission, becomes suspicious.

904 - Hub device quarantines the end device, and does not send the bogus data to
the 3GPP network. Instead, the hub device transmits a pre-configured alarm to
the base station, indicating that a malfunction or an attack exists. After that, the

hub device transmits nothing to the base station, to avoid any possibility of
spreading the infection.

905 - Hub device then performs one or more tests, such as requesting a status
report from the end device, repeating the measurement, etc.

906 - Hub device may Instruct the end device to re-boot and report when done.

907 - After re-boot, hub device instructs end device to perform additional security
tests, such calculating a parity or hash of the re-booted operating system and
transmitting the result to the hub. End device does not have pre-knowledge of the
correct answer.

N 908 - Security checks ok? X

910 - Hub device extends the quarantine, accepts 909 - Hub device
Nno more upcast messages from the end device, and resumes communication
transmits a maintenance request to the base station. with base station and
files complete report.

911 - Hub device tries to adapt other end devices In
the sub-network to do the tasks that the infected one
was doing, so that the overall operation can go on

while waiting for a maintenance check.




Patent Application Publication  Sep. 19, 2024 Sheet 9 of 17 US 2024/0314572 Al

1012 - End Device local ID
1016 - Payload (instruction or data)
Format-1
1021 - demod
1023 - End Device local ID 1026 - Payload
Format-2 1024 - Hub Device local ID
1031 - Start demod
1032 - Gap
~ 1036 - Payload
1033 - End Device local ID Y 1037 - End demod
Format-3 1035 - Flags
= N
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Format-6 1061 - Pre-polling 1069 - Post-polling

SR SR 1) e R AR

1071 - End device ID
1072 - Type=Update

1073 - Index
1074 - Password 1076 - Scrambling code

1077 - Error-detection code

Format-/ 1075 - Firmware

I e
—

1078 - Encrypted section
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FIG . 1 1A TRANSMITTER ELECTRONICS
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FIG. 13

1301 - The electrical power of an established end device Is turned back on.

1302 - Automatic, analog delay prevents digital activity until power has stabilized.

1303 - End device begins executing boot sequence ROM code beginning at
predetermined address, such as hex-000100. The first 256 addresses are
reserved.

1304 - Boot sequence resets registers, erases RAM If present, then initiates
security self-checks.

1305 - Begin running the operating system, which sits in ROM contiguous with the
boot sequence.

1306 - Optionally, transmit pre-configured message to hub device announcing that
the end device has come on-line.

. 1307 - Run more security checks. If any irregularities were seen in the self-check :
| sequences, end device Informs hub device at this time. :

1308 - If the operating system Includes periodically recurring actions, such as a
periodic measurement or a periodic sleep cycle, begin automatically.

1309 - When awake, monitor the restricted link to detect new instructions from the
hub device.

1310 - Upon an instruction to re-boot, then set the instruction counter back to hex-
100 and begin executing as usual. Since the boot sequence starts at the first
executable location (here hex-100), this automatically runs the boot sequence, and
then the regular system code which sits immediately after the boot sequence.
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FIG. 14 1401 -

1402 - 1403 - 1409 -
END HUB BASE HIGHER
DEVICE DEVICE STATION  AUTHORITY
1411 - Higher Authority writes new == CEEEEEE
operating system firmware for end device, 1437 - 1431 - New
ds to hub device. :
sends to nu evice E.ncrypted frrmware.
1412 - Hub encrypts firmware using single- f'r\r-nware'
use key, sends with scrambling code, index. jd===*=""""
1413 - End device receives message,
immediately turns off receiver. 1433 - End
1414 - End device finds single-use key using device is
index, unscrambles key using code. " isolated.
1415 - End device decrypts firmware
using single-use key. |
1416 - End device enables PROM writing
using the installation message.
1417 - End device erases the used single-
use key from key table. 1434 - Receiver
1418 - End device decrypts firmware, ’I;urns on during
copies into PROM, and re-boots. — boot sequence.
1419 - During re-boot, end device _7 _______
calculates hash of firmware, sends to hub. 1435 - Hash
1420 - Hub checks hash. If ok, done.
1421 - If hash check FAILS, hub sends alert 1436 - Alarm.
message to base station on possible
intruder, then encrypts the firmware i
again using a different key, and sends to 1437 -
end device for a second attempt. .
Opsys again.
1422 - End device again Kkills the receiver,
unscrambles the new key, decrypts the
firmware, enables write mode, erases the 1438 - End
new key, installs the firmware, erases device is
RAM, re-boots, and calculates new hash. icolated.
1441 -

o Status:
1423- This time the hash checks ok. Hub "=~~~ ____ A1l ok
cancels the alarm, sends status to higher '

. . 1439 - Hash f=———tX{____
authority, approves the end device, and - ==t
done. -~ X
1442 -

approval
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FIG. 15

1501 - End device Is pre-configured with a table of N single-use keys, each key

scrambled by a different scrambling code, and stored in PROM at non-execution
addresses.

1502 - Higher authority says to update the operating system in the end device.

1503 - Hub device transmits, to end device, instructions to do the update, the
sequence number of the single-use key In the key table, the scrambling code
specific to that single-use key, and the updated firmware.

1504 - If any reception problem, end device sends NACK, and hub device re-
sends the message - but selecting a different single-use key from the table, and a
different key-specific scrambling code.

1505 - End device recelves the message and then disables the recelver, to
prevent attacker from interfering while the update is in progress.

1506 - End device finds the Indicated single-use key In the table, unscrambles the

single-use key with the scrambling code.

1507 - Using the single-use key, the end device activates the write function in the
PROM, writes the single-use key table back into the lowest addresses (but with the
used key now erased).

1508 - End device decrypts the new boot+operating system code using the single-
use key, stores in RAM.

1509 - End device writes the decrypted boot+operating system starting at location

hex-100, disables the write-enable function, erases all RAM, triggers a re-boot.

1510 - The re-boot automatically returns the receiver to service, again erases
registers and RAM, and calculates hash of the boot+operating system.

1511 - End device transmits a message to the hub device indicating the hash.
Hub device checks it. If all ok, the sub-network resumes normal operation with the
updated end device. If the check fails, the hub device quarantines the end device.
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FIG_ 16A 1600 - PROM

1602 - 1603 - 1604 -
Boot Op System Blank or NOP

1601 - Key Table

FIG 168 1610 - PROM 1615 - UROM

1612 - | 1613 - Op System 1614 - 1616 -
"Y’| Boot no update code Blank or NOP Update code

1611 - Key Table

FIG. 16C 1620 - PROM 1625 - UROM

1622 - 1623 - 1624 - 1621 -
Boot Op System Blank or NOP Key Table

FIG. 16D 1630 - PROM

/
1632 - 1633 - 1634 - 2
Boot Op System Return to O 1631 - Key Table
FIG. 16E 1643 - Op System 1640 - PROM

1642 - 1644 -
Boot Blank 1647 - Tell Hub

1646 - Skip-ahead 1641 - Key

FIG_ 16F 1650 - PROM

1653 - Op System| 1654 - 1652 - | 1656 - 1657 -
no update code | Go to 1000 Boot | Update | Go to 0000
—

1658 - First half 1659 - Second half

1651 - Key Table

FIG. 16G 1660 - PROM-1 1669 - PRO{-Z

1666 - 1661 -
Update code Key table

1663 - Op System 1664 -

no update code Return to 0000
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FIG. 17
G 1730 - Higher Authority
* 1703 - Base Station
1708 - Core Network
1707 - 5G/6G Link 1733 - link

!‘\-/1731 - Higher Authority
D D¢

77 N
1709 - NON-3GPP link
( 1722 - User Device
-

.............. I
Y P

1709 - NON-3GPP link

1702 - Hub Device 1

1706 - Restricted Link

1701 - End Devices ; O 5
1704 - Sub-Network 1—--= *.5\1714 - Sub-Network 2

\1710 - NON-36PP Network
i 1712 - Hub Device 2

FIG. 18

1800 - Hub-1 1801 - Hub-2 1802 - UD 1803 - BS
1811 - Higher Authority, thru base station,

orders synchronous data acquisition from el
Hub-1 and Hub-2.
1821 - Order 1822 - Order

1812 - Hub-1 tells Hub-2, via base station,
to get ready for synchronization pulse.

e

1823 -
Ge} ready

Synch pulse

1813 - Hub-1 sends first synch pulse to

Get read
Hub-2, via real-time network. Y

1825 - AT1
1814 - Hub-2 sends second synch pulse

after predetermined AT2, via real-time | 1832
network, waits another AT2, takes data. A
} 1828 - AT3
1815 - Hub-1 receives second synch D E K
pulse, at time AT1 after transmitting,

waits AT3=AT1-AT2, then takes data.
1816 - Hub-1 and Hub-2 sequentially send
their data to another user device for
analysis via the real-time network.

1817 - User device sends report to Higher

L . The data === SN S———.
Authority via base station.
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1902 - An end device detects an upcast message with its identification code, which
It did not send. Transmits message to hub device indicating address conflict.

1903 - Hub device Instructs increasing to 16-bit identification codes.

1904 - Hub device detects a downcast message, that it did not send, containing
the 16-bit identification code of one of its end devices, another address conflict.

1905 - Hub device Instructs that each upcast and downcast message will include
the 16-bit iIdentification codes of the end device AND of the hub device.

A 1906 - Another address conflict? Y

1908 - Hub device continues to monitor 1907 - Hub device sends alarm
traffic for presence of the second sub- message to base station indicating

network. possible cyber attack.

A 1909 - Second sub-network remains?

1911 - Hub device requests, and obtains, 1910 - Continue using 16-bit
permission from larger network, to reduce identification codes and including

iIdentification requirements. the hub code.

1912 - Hub device Instructs that each

upcast and downcast message will
INclude the 8-bit identification code of the
end device only, and will not include the

hub device identification.
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FIG. 20
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SUB-NETWORK TOPOLOGY FOR
CYBERSECURE 5G AND 6G
COMMUNICATIONS

PRIORITY CLAIMS AND RELATED
APPLICATIONS

[0001] This application 1s a continuation of U.S. patent
application Ser. No. 18/497,631, entitled “Cybersecure
Low-Complexity 10T Sub-Networks for 3G/6G”, filed Oct.
30, 2023, which claims the benefit of U.S. Provisional Patent
Application Ser. No. 63/591,038, entitled “Cybersecure
Low-Complexity 10T Sub-Networks for 3G/6G”, filed Oct.
17, 2023, and U.S. Provisional Patent Application Ser. No.
63/588,678, entitled “Cybersecure Low-Complexity IoT
Sub-Networks for 5G/6G”, filed Oct. 6, 2023, and U.S.
Provisional Patent Application Ser. No. 63/578,649, entitled
“Intrinsically-Secure Low-Complexity IoT Sub-Networks
tor 5G/6G”, filed Aug. 24, 2023, all of which are hereby

incorporated by reference in their entireties.

FIELD OF THE INVENTION

[0002] The disclosure pertains to network architecture,
and more particularly to local networks of low-complexity
IoT devices.

BACKGROUND OF THE INVENTION

[0003] Most wireless devices 1n future 5G and 6G net-

works are expected to be low-cost, reduced-capability
devices of the IoT (Internet of Things), such as sensors and
actuators, configured to perform certain predetermined tasks
and communicate infrequently. However, the huge number
of IoT devices planned in the coming years may clog the
networks and interfere with regular users such as cellphones
and Internet users. In addition, current standards are so
complex and demanding, many valuable applications
involving low-cost, low-complexity devices may be
excluded. Of even greater concern, the vast array of IoT
devices represent an easily breached attack surface for
hackers worldwide. What 1s needed 1s means for providing
primitive IoT devices with the minimal communications that
they need, while avoiding interference with other high-
demand users and maintaining the same high level of
cybersecurity.

[0004] This Background is provided to introduce a brief
context for the Summary and Detailed Description that
follow. This Background 1s not intended to be an aid in
determining the scope of the claimed subject matter nor be
viewed as limiting the claimed subject matter to implemen-
tations that solve any or all of the disadvantages or problems
presented above.

SUMMARY OF THE INVENTION

[0005] In a first aspect, there 1s a wireless network com-
prising a base station in signal communication with a
plurality of user devices, wherein: a particular user device of
the plurality comprises a hub device of a sub-network, the
sub-network comprising a plurality of end devices, each end
device comprising a sensor or actuator, and the hub device
comprising a gateway device between the end devices and
the base station; wherein each end device 1s configured to
communicate wirelessly with the hub device and to avoid
communicating with the base station; wheremn each end
device comprises a read-only memory (“ROM”) containing

Sep. 19, 2024

a boot sequence and an operating system, the operating
system comprising instructions enabling the end device to
perform sensor measurements or actuator actuations, and the
boot sequence comprising instructions for restoring the end
device to a predetermined state; wherein each end device 1s
configured to execute the boot sequence upon receiving a
re-boot instruction from the hub device; and wherein each
end device 1s further configured to transmit a message to the
hub device, during or after executing the boot sequence,
indicating that the end device 1s executing or has executed
the boot sequence.

[0006] In another aspect, there 1s a wireless network
comprising a base station 1n signal communication with a
plurality of user devices, wherein: a particular user device of
the plurality of user devices comprises a hub device of a
sub-network, the sub-network comprising a plurality of end
devices, each end device comprising a sensor or actuator,
and the hub device comprising a gateway device between
the end devices and the base station; wherein a particular end
device of the plurality of end devices 1s configured to set an
actuator to a particular state, of a plurality of predetermined
states, and to record the particular state 1n a “state” memory
of the end device; wherein the particular end device 1is
turther configured to determine, at a later time, whether the
actuator 1s still set to the particular state; wherein, upon
determining that the actuator 1s still set to the particular state
at the later time, the particular end device 1s configured to do
nothing until instructed by the hub device to set the actuator
to a diflerent state; and wherein, upon determining that the
actuator 1s set to any state different from the particular state
at the later time, the particular end device 1s configured to
transmit a message to the hub device indicating that the
actuator has spontaneously changed.

[0007] In another aspect, there 1s a wireless network
comprising a base station 1n signal communication with a
plurality of user devices, wherein: a particular user device of
the plurality of user devices comprises a hub device of a
sub-network, the sub-network comprising a plurality of end
devices, each end device comprising a sensor or actuator, the
hub device comprising a gateway device between the end
devices and the base station; wherein the particular hub
device 1s configured to instruct a particular end device to
perform a seli-test and then transmit a report message to the
hub device indicating a result of the self-test; wherein the
hub device 1s further configured to compare the result of the
seli-test to a predetermined value, thereby determining
whether the result of the seli-test 1s correct; wherein the hub
device 1s further configured to measure an elapsed time
between 1nstructing the particular end device to perform the
seli-test and receiving the report message, and to compare
the elapsed time to a predetermined time, thereby determin-
ing whether the elapsed time 1s consistent or inconsistent
with the predetermined time; and wherein the hub device 1s
turther configured, upon determining that the elapsed time 1s
inconsistent with the predetermined time, to transmit an
alarm message to the base station, the alarm message
indicating that the particular end device 1s experiencing
either a malfunction or a cyber attack.

[0008] This Summary 1s provided to introduce a selection
of concepts 1n a simplified form. The concepts are further
described 1n the Detailed Description section. Elements or
steps other than those described in this Summary are pos-
sible, and no element or step 1s necessarily required. This
Summary 1s not itended to identity key features or essential
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teatures of the claimed subject matter, nor 1s it intended for
use as an aid 1n determining the scope of the claimed subject
matter. The claimed subject matter 1s not limited to 1mple-
mentations that solve any or all disadvantages noted 1n any
part of this disclosure.

[0009] These and other embodiments are described 1n
turther detail with reference to the figures and accompany-
ing detailed description as provided below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 1s a schematic showing an exemplary
embodiment of sub-networks connected to a larger managed
network, according to some embodiments.

[0011] FIG. 2 1s a schematic showing an exemplary
embodiment of communication between an end device, a
hub device, a base station, and a higher authority, according,
to some embodiments.

[0012] FIG. 3 i1s a flowchart showing an exemplary
embodiment of a procedure for adding an end device to an
existing sub-network, according to some embodiments.
[0013] FIG. 4 1s a schematic showing an exemplary
embodiment of a sub-network communicating with a larger
managed network, according to some embodiments.
[0014] FIG. 5 1s a schematic showing an exemplary
embodiment of two end devices 1n a sub-network commu-
nicating with a hub device, according to some embodiments.
[0015] FIG. 6 1s a flowchart showing an exemplary
embodiment of a procedure for prompting a sub-network to
acquire sensor data, according to some embodiments.
[0016] FIG. 7 1s a flowchart showing an exemplary
embodiment of a procedure for prompting a sub-network to
perform a task with an actuator, according to some embodi-
ments.

[0017] FIGS. 8A and 8B are schematics showing an exem-
plary embodiment of sub-network features that prevent
various types of cyber attacks, according to some embodi-
ments.

[0018] FIG. 9 1s a flowchart showing an exemplary
embodiment of a procedure for detecting and mitigating a
cyber attack on a sub-network, according to some embodi-
ments.

[0019] FIG. 10 i1s a schematic showing an exemplary
embodiment of various formats of messages between an end
device and a hub device of a sub-network, according to some
embodiments.

[0020] FIG. 11A 1s a schematic showing an exemplary
embodiment of low-complexity transmitter electronics for
QPSK messaging, according to some embodiments.

[0021] FIG. 11B 1s a schematic showing another exem-
plary embodiment of low-complexity transmitter electronics
for QPSK messaging, according to some embodiments.
[0022] FIG. 12A 1s a schematic showing an exemplary
embodiment of low-complexity receiver electronics for
QPSK messaging, according to some embodiments.

[0023] FIG. 12B 1s a schematic showing another exem-
plary embodiment of low-complexity receiver electronics
for QPSK messaging, according to some embodiments.
[0024] FIG. 13 1s a flowchart showing an exemplary
embodiment of a procedure for a sub-network to autono-
mously re-boot, according to some embodiments.

[0025] FIG. 14 1s a schematic showing an exemplary
embodiment of a procedure for updating the firmware oper-
ating system of an end device wirelessly, according to some
embodiments.
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[0026] FIG. 15 1s a flowchart showing an exemplary
embodiment of a procedure for securely updating firmware
in an end device, according to some embodiments.

[0027] FIG. 16A-16G are charts showing various exem-

plary embodiments of a memory configuration in an end
device, according to some embodiments.

[0028] FIG. 17 1s a schematic showing an exemplary
embodiment of hub devices belonging to multiple networks,
according to some embodiments.

[0029] FIG. 18 1s a chart showing an exemplary embodi-
ment of communications between hub devices belonging to
multiple networks, according to some embodiments.

[0030] FIG. 19 1s a flowchart showing an exemplary

embodiment of a procedure for selecting identification
codes, according to some embodiments.

[0031] FIG. 20 1s a chart showing an exemplary embodi-
ment of interference signals from phase-modulated subcar-
rier signals, according to some embodiments.

[0032] Like reference numerals refer to like elements
throughout.

DETAILED DESCRIPTION
[0033] Systems and methods disclosed herein (the “sys-

tems” and “methods”, also occasionally termed “embodi-
ments” or “arrangements” or “versions” or “examples”,
generally according to present principles) can provide
urgently needed wireless communication protocols to
accommodate large numbers of specialized IoT (Internet of
Things) devices, efliciently and economically, while avoid-
ing interference with other wireless users, and while retain-
ing the high level of cybersecurity demanded of next-
generation communications. Disclosed are examples of
“LC-10T” (low cost, low complexity, low-communication,
low-current, low-crosstalk, Internet of things) sub-networks
of wireless devices. LC-IoT sub-networks disclosed herein
are designed to provide wireless access to reduced-capabil-
ity devices, such as basic sensors and actuators, connected
through a manager/gateway node to a larger network such as
a 3GPP (Third-Generation Partnership Project) based net-
work.

[0034] Prior-art protocols allegedly designed for reduced-
capability IoT devices include NB-IoT (narrow-band IoT),
5G-Light, LTE-M (long-term evolution-machine), eMTC
(enhanced machine-type commumnications), among others;
industrial controls such as wireless HART (highway
addressable remote transducer), Modbus, IWSN (Industrial/
Intelligent wireless sensor network), CAN (controller area
network), LIN (local interconnect network), Fieldbus, and
others; and non-3GPP protocols such as Wi-F1, ZigBee,
Sigkox, Bluetooth, ZeroMQ and others. While these proto-
cols have their place m applications with intermediate-
capability devices, many security vulnerabilities remain, and
the level of complexity required 1s still far beyond the
capabilities of many low-cost IoT use cases.

[0035] Protocols disclosed herein may provide secure
communication options that may enable billions of basic,
low-cost wireless devices to perform myriad valuable appli-
cations, without compromise in cybersecurity. As detailed
below, LC-IoT sub-networks may be fully cybersecure,
meaning that hackers are physically prevented from breach-
ing the LC-IoT devices, and if they do, they are physically
prevented from infecting the manager/gateway node, and 1t
they do, they are physically prevented from infecting the
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larger network. Embodiments may thereby provide cyber-
security at or above the level of the larger managed net-
works.

Sub-Network Topology

[0036] In some embodiments, the sub-network may be
configured 1n a “hub-and-spoke” or “star” topology, 1n
which a number of IoT “end devices”™ may communicate
exclusively with a single manager/gateway “hub device”.
For example, the end devices may be basic IoT sensors and
actuators, communicating with the hub device, which man-
ages the end devices and receives their data. The hub device
may also be a regular member of a larger network, such as
a 3GPP-based network or a future non-3GPP network. The
hub device may communicate with the base station of the
larger network on “managed” channels, 1n which all com-
munications are scheduled by a base station, on predefined
frequencies, according to 5G or 6G standards, for example.
The hub device may recerve task orders via the base station,
and may upload summary reports based on sensor data via
the base station.

[0037] In some embodiments, the larger network may be
managed or directed by a “higher authority” such as a plant
operator, or an operations manager, or the owner, or an
autonomous entity such as an Al-based controller, or a
remote director such as a cloud-based system model. The
higher authority may provide general planning and direction
to the base station or core network of the 3GPP network,
which can then transmit work orders to the hub device. The
hub device can then transmit specific task mstructions to the
end devices, which do the actual work. The end devices can
then transmit data or acknowledgements back to the hub,
which may may accumulate or process the data and then
transmit summary reports to the base station or core net-
work. The base station or core network may then pass
occasional status reports up to the higher authority when
needed.

[0038] In some embodiments, the various tasks and
responsibilities may be passed down to the lowest entity
capable of doing them. For example, the hub device may be
relieved of responsibility for carrying out the actual mea-
surements or pulsing the actuators, because the end devices
know exactly how to do 1t, and the hub device doesn’t. The
base station and core network of the larger network may be
relieved of responsibility for real-time micromanagement of
the wvarious sub-networks, because the hub devices are
handling all of that autonomously. The higher authority may
be relieved of responsibility for routine plant operations that
the core network 1s supervising, and thus may be able to
focus on future planning, strategy, policies, external inter-
ests, and (hopefully rare) crisis management.

[0039] In some embodiments, on the other hand, the
higher authority, or 1ts agent in the core network of the larger
network, may choose to closely manage the tasks that the
sub-networks are to accomplish. In that case, the hub device
may serve as a relay between the higher authority (or its
agent) and the end devices, with decision-making and plan-
ning largely retained by the higher authority or its agent.
Even when the higher authonty is participating directly 1n
managing the sub-network activities, for security the end
devices may be prohibited from communicating directly
with the base station or any other entity other than the one
hub device that they are assigned to. In addition, all com-
munications to the end devices may be required to pass
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through the hub device, for further security. With such
restrictions on communication, the hub device may serve as
a firewall, protecting the larger network from cyber attacks
even 1f an end device were somehow compromised.
[0040] In some embodiments, the internal sub-network
operations may be configured independently of the type of
larger network involved. That 1s, a pre-configured sub-
network may be added to any of a variety of plant-wide
networks with little or no modification, as long as the hub
device can provide gateway service between the sub-net-
work and the larger network. For example, sub-network
protocols may be developed independently of 3GPP stan-
dards, so that any sub-network may be readily connected
with any of a wide variety of network types, imncluding but
not limited to 3GPP networks of various generations, and
non-3GPP networks of various types. The hub device may
be registered as a regular user of the larger network, and may
also 1nclude protocols for communicating with its end
devices. Usually the sub-network communications, between
the hub and end devices, uses much simpler commumnication
techniques than the larger network. Such autonomous sub-
networks may then be connected to a variety of types of
larger networks as needed, with little or no adaptation of the
sub-network, other than registering the hub device as a user
device of the larger network. The umversality of the sub-
network interface may thereby save substantial development
costs, especially when diverse applications call for difierent
types of tasks, as listed in examples below.

Restricted Links

[0041] In some embodiments, the end devices may com-
municate with the hub device on “restricted links”. A
restricted link 1s a communication channel that provides
suilicient connectivity for the end devices to perform all of
the tasks that the end device 1s required to do, and no more.
For example, the end devices may be configured to com-
municate solely with their hub device on the restricted link,
and with no other wireless enftity. Likewise, the hub device
may be configured to communicate with 1ts own end devices
on the restricted links, but may be unable to access the end
devices of other sub-networks. In addition, communications
on the restricted links may be configured to provide only the
necessary connectivity. For example, on the restricted links,
the hub device may communicate only instructions to the
user devices, using predetermined formats for all messages
to the end devices. The end devices may be permitted to
transmit only data or certain predetermined short messages,
such as acknowledgements, to the hub device, on the
restricted links. In communicating with the base station,
however, the hub device may use the regular managed
channels of the larger network, such as the regular PDCCH
and PUSCH channels and so forth, of the 5G/6G network,

for example.

[0042] In some embodiments, each sub-network message
may be “unicast” or intended for a single specific entity,
such as a specific end device or the hub device. In some
embodiments, all the messages may be addressed to the
recipient and/or signed by the sender’s identification code.
In other embodiments, no such identification may be needed
since the recipient can determine the sender’s identity 1n
some other way, such as by frequency. To clarily the
sub-network communications herein, messages from an end
device to the hub device are termed “upcast” herein, and
messages from the hub to the end devices are “downcast™.
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(This terminology 1s to contrast with the “uplink” and
“downlink” communications of the larger network.)

[0043] In some embodiments, all communications on the
restricted links may be limited to the specific message types
required for the end devices to perform their specific tasks.
Each end device may do different tasks, and therefore may
use different message types, depending on what communi-
cations they need. The restricted link protocols may provide
specific immutable forms and formats for each communi-
cation between the end devices and the hub device. For
example, all messages from the hub to an end device may be
in the form of mstructions, and configured according to a
pre-configured format. All messages from an end device to
the hub may be formatted as numerical data or pre-config-
ured replies. In that case, an end device may recognize only
certain pre-configured commands 1n messages from the hub
device, rejecting all other communications. Likewise, the
hub device may treat all messages from the end devices as
raw measurement data, or one of the pre-configured replies,
and may reject any other transmissions that fail to comply.

[0044] In some embodiments, each end device may be
pre-configured to recognize and to transmit only the specific
message types that 1t needs. Alternatively, 1n other embodi-
ments, each end device may be capable of multiple message
types, but may be restricted, by a command from the hub
device, to reject all but a few types that are needed for
immediate tasks. In some embodiments, those limitations or
conventions may be erased each time the end device re-
boots; therefore the end devices may be configured to inform
the hub device of the current message type restrictions as
soon as the end device 1s fimished re-booting, and the hub
device may be configured to refresh the restrictions and
conventions at that time. Thus the end devices can remain
current as to communication options. In addition, an end
device that receives a message allegedly from the hub, but
using one of the excluded message types, may alert the hub
device that a hacker may be involved. In addition, the hub
device that receives a message allegedly from one of the end
devices, but using an excluded message type, may require
the end device to re-boot, or other defensive measure.

[0045] In some embodiments, the sub-network may be
“closed”, whereby each end device and the hub device may
reject or 1ignore all attempts to join the sub-network. An end
device recerving such an entry request or illegal communi-
cation attempt may transmit an alarm message to the hub
device, indicating that a possible cyber attack has been
detected. Likewise, the hub device may respond to any entry
request or illegal communication attempt on the sub-net-
work frequencies by transmitting an alarm message to the
base station. For example, the hub device may i1gnore or
reject any communication not signed by one of the regis-
tered end devices, or if 1t 1s signed with an incorrect
end-device 1identification code, or 1s otherwise faulty, even 1f
the message 1s received on the correct sub-network frequen-
cies, modulation, format, etc. Likewise, the end devices may
1gnore or reject any communication attempts not signed by
their hub device. By restricting the sub-network communi-
cations to those pre-configured messages and formats nec-
essary for the end devices to perform their work, and
preventing unauthorized entry into the sub-network, the
network may obtain greatly enhanced resource efliciency,
energy etliciency, and reduced background generation. Even
more importantly, the restricted-link protocols may provide
cybersecurity equivalent to the 3GPP standards, without the
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complex security software and complex procedures required
for security on the larger network, as detailed below. Thus
the closed end devices may serve as a first firewall inhibiting
hackers, and the restricted links may serve as a second
firewall due to their tightly controlled content, and the hub
devices may serve as a thurd firewall shielding the larger
network from attack.

[0046] In some embodiments, the restricted links may
include predetermined formats for upcast data messages and
pre-configured 1instructions for downcast messages. For
example, each downcast message can include an 1dentifica-
tion code of the intended end device, 1n which case the end
devices can 1gnore all wireless messages that fail to provide
their correct identification code. Each upcast message may
also include the transmitting end device’s i1dentification, so
that the hub device can determine which end device trans-
mitted the message. In some cases, it may be unnecessary to
include the hub device’s 1dentification code 1n the messages,
since there 1s only one hub per sub-network. However, 11
another sub-network comes within radio range, and 11 1t uses
some ol the same local identification codes as the first
sub-network, then an address conflict occurs whenever
either sub-network attempts to communicate with one of the
local identification codes that they both recognize. To miti-
gate such address contlicts, the hub device may require that
all upcast and downcast messages include both the end
device’s 1dentification code and the hub device’s 1dentifica-
tion code, thereby resolving the addressing conflict. Other
strategies are discussed below.

[0047] In some embodiments, a “reserved” interval may
be 1mposed aiter each downcast message, to allow the
recipient end device to acknowledge or reply without con-
tention. However, the reply message must begin within the
reserved 1nterval to maintain non-contention status. In addi-
tion, the reply message may not need the identification of the
replying end device, because that end device 1s the only one
permitted to begin transmitting during the reply interval. For
example, responsive to a downcast order for a measurement,
the indicated end device may then make its measurement,
craft a reply message around the measurement result, and
transmit the upcast reply message starting within the
reserved interval, while all other end devices are expected to
remain silent during the reserved interval to avoid conten-
tion. In a similar way, the hub device may reply to an upcast
message without contention as long as the reply message
starts within the reply interval.

[0048] In some embodiments, the sub-network tratlic may
be so light that a single subcarrier may be suflicient for both
upcast and downcast time-spanning messages between the
hub device and its end devices. Collision avoidance may be
by carrier sensing during an LBT (listen before talk) inter-
val, with a random backofl delay when the subcarrier 1s
found to be busy. In addition, a suilicient reply interval may
be 1mposed after each transmission, to give the recipient
time to acknowledge without contention. Emergency mes-
sages, such as alarm messages, may be permitted to violate
those requirements, for example by transmitting as soon as
a previous message 1s seen to have ended, and/or to repeat
an alarm message twice or multiple times, without honoring
such a reply interval, to ensure that the alarm 1s received.

[0049] In some embodiments, each end device may be
assigned a diflerent subcarrier or frequency, which may be
used for both downcast and upcast communications between
the hub and that end device. The end device can then

e
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recognize that all instructions from the hub device are
intended for that end device when they are received on the
frequency assigned to the end device. In addition, the hub
device can determine which end device 1s transmitting each
upcast message, according to the frequency. In this case, the
sub-network messages may not be required to include the
end device’s or hub device’s identification codes, unless
another sub-network encroaches and uses the same subcar-
rier frequencies, 1n which case the identification codes may
be required.

[0050] In some embodiments, the hub device may be
configured to receive a sulliciently wide bandwidth that all
of the individual subcarriers assigned to 1ts end devices are
included in the hub device’s recetved bandwidth. In that
case, the hub device can receive messages from multiple end
devices simultaneously, each upcast message on a different
subcarrier frequency, as in the 3GPP network. The hub
device can also transmit messages to multiple end devices
simultaneously on different frequencies. In some embodi-
ments, crosstalk between subcarrier signals from different
end devices can be mimmized by selecting the subcarrier
frequencies to ensure signal orthogonality between adjacent
subcarriers, as 1n the 3GPP network. In that case the hub
device can use the same OFDM signal processing to receive
and demodulate the multiple time-spanning sub-network
communications on adjacent subcarrier frequencies. The
hub device already has such capability because it 1s needed
for recerving the frequency-spanning downlink messages on
the 3GPP network. The end devices, on the other hand, have
no such capability, nor do they need it, since each end device
1s restricted to 1ts single assigned subcarrier, in this example.

[0051] In some embodiments, on the other hand, certain
messages between the end devices and the hub device may
occupy multiple subcarriers. For example, upcast messages
may be transmitted by the end devices 1n frequency-span-
ning OFDM symbols, by which short messages may be
contained in a single symbol-time. Downcast messages,
from the hub to the end device, may be transmitted time-
spanming on a single carrier, to simplily the reception
process for primitive IoT receivers. Transmitting frequency-
spanning messages may be easier for a reduced-capability
end device than recerving them. In that case, the upcast
messages may be transmitted frequency-spanning on mul-
tiple subcarriers, while the downlink messages may be
transmitted time-spanning on a single subcarrier.

[0052] In other embodiments, the end devices may be able
to process Irequency-spanning messages as well, in which
case the upcast and downcast messages may both be trans-
mitted frequency-spanning. In some embodiments of OFDM
reception by the end devices, protocols for the sub-network
frequency-spanning messages may be simpler than the regu-
lar 3GPP standards for the larger network. Such a simplifi-
cation may be necessary to accommodate reduced-capability
LP-IoT end devices that do not need the full-performance
3GPP network protocols, yet would benefit from faster
OFDM signaling. For example, each resource block may be
limited to a smaller number of subcarriers, such as 4 or 8
subcarriers, suitable for low-complexity transmitter and
receiver electronics. Optionally, a blank subcarrier may be
provided above and below the signal-carrying resource
block, to further assist the receiver in separating and
demodulating each message element 1in such an OFDM
signal.
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[0053] Insome embodiments, the timing of message sym-
bols 1n sub-network messages may be slower than in the
larger network. For example, a particular sub-network may
use symbol-times that are 133 microseconds long, corre-
sponding to 7.5 kHz bandwidth, yet continue touse a 15 kHz
frequency separation between subcarriers. While this may
seem like “wasting” half of the potential throughput of the
medium, it may enable simpler and lower-cost receiver
clectronics by providing ample sampling time for each
wavelorm, accommodating a larger time and frequency
margin due to low-cost low-performance clocks of the end
devices, and may also suppress residual inter-subcarrier
crosstalk and related frequency-crowding eflects that may
coniuse low-cost receivers.

[0054] In some embodiments, the amount of data to be
transierred 1s so low, and the latency demands are so relaxed,
that an even narrower bandwidth may be suflicient. For
example, an end device that needs to convey just a few bits,
on seldom occasions, may find that a single subcarrier at 1
millisecond per symbol, with very low power, fully satisfies
its modest communication needs. In such applications, there
1s no benefit to providing more communication performance
than needed.

[0055] Restricted links as described, and the other proto-
cols, may prevent an attacker from i1nvading an end device,
and if he does, the restricted links can also prevent the
attacker from using a compromised end device to propagate
the infection to the hub device or to the larger network.
Although a determined attacker might succeed 1n interfering
with the operation of a single end device, for example
causing it to transmit bogus measurement data, the harm 1s
then lmited to the operation of one end device. While
annoying, such limited interference 1s not considered a
successiul hacking attack because the attacker cannot, 1n
general, use a restricted link to penetrate the 3GPP network
by sending bogus measurement data.

ID Codes

[0056] In some embodiments, each end device may be
configured with a globally unique permanent ID code, such
as the 128-bit IPv6 1dentification, or a longer 1dentification
specified 1n a future “IPv’/7” standard, or some other standard
or convention. For normal usage, however, such a long
identification code may be cumbersome. Therefore, a
“local” 1dentification code with a smaller number of bits
may be assigned to each end device and also to the hub
device. For example, the local identification code may have
just 4, 6, 8, 12, 16, or 24 bits, or other size depending on how
many end devices belong to the sub-network. As long as no
contlict 1s detected between the the local 1dentification codes
of the sub-network and those of another sub-network, there
should be no confusion. However, 11 a second sub-network
1s within radio range of the first sub-network, such that the
messages of one sub-network are detectable by the other,
then address conflicts may occur 1f the two sub-networks
happen to use the same local i1dentification codes for some
of the end devices. Such an address conflict may be detected
when the hub device detects a downcast message that
includes the local identification code of one of its end
devices, yet the hub device did not send that message.
Likewise, an end device of one sub-network may detect an
upcast message that includes that end device’s local 1denti-
fication code, but which the end device did not send. Either
event indicates either a cyber attack or an address contlict
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with another sub-network. When any of those contlicts
occur, the hub device has several options, as follows.

[0057] In some embodiments, upon detecting an address
conflict with another sub-network, the hub device can
instruct 1ts end devices to begin using an expanded message
format. In a first option, the expanded message format may
include switching to a 32-bit local identification code instead
of the 8- or 16-bit local identification code. In a second
option, each end device and the hub device may have five
levels of 1dentification code, such as an 8-bit, 16-bit, 32-bit,
64-bit, and 128-bit code for each device. On command of the
hub device, the end devices switch to successively higher
levels to avoid address conflicts. If the conflict subsequently
subsides (due to motion or termination of the intruding
sub-network, for example) the end devices can then switch
back down to the shorter local identification codes. In a third
option, the hub device can command that each upcast or
downcast message will include both the local identification
code of the hub device and the local identification code of
the end device, further avoiding address contlicts. If con-
flicts still persist, then the hub device can change 1ts 1den-
tification code after notifying 1ts end devices. In a fourth
option, the conflicting sub-networks may switch to single-
subcarrier communication for the entire sub-network, with
cach sub-network communicating on a different frequency,
thereby providing additional segregation by frequency. As a
fifth option, 1n an extreme case of address conflict, the hub
device can order its end devices to begin using their unique
128-bit 1dentification codes, and optionally the 128-bit 1den-
tification code of the hub device as well. This should
definitively solve the address conflict problem, but at the
expense of slower communications and increased overhead
due to the longer codes; however, such extreme contlicts are
expected to be extremely rare.

[0058] In some embodiments, the various sizes of the
identification codes may be uniformly scaled. The scaling
factor may be a factor of 2, such as the sequence of: 4, 8, 16,
32, 64, 128 bits per identification code. Alternatively, the
scaling factor may be a power of 2, such as 4, resulting 1n
a sequence such as: 8, 32, 128 bits per 1dentification code.
Another scaling factor may be chosen depending on the
particular implementation. Alternatively, the various sizes of
the 1dentification codes may be linearly incremented, as in
the sequence: 8, 16, 24, 32, 40, 48, 56 bits per identification
code. The particular sizes of 1dentification codes available to
the sub-network may be determined by the number of
sub-networks connected to the larger network, the spatial
density or proximity of the various sub-networks from each
other, and/or the number of end devices 1n each sub-
network. In some embodiments, the larger network may
assign the local identification codes to the various end
devices (communicating exclusively through the hub
devices, for security), and may assign those codes to avoid
address conflicts between sub-networks that are known to be
near each other. In addition, the larger network may assign
different local 1dentification codes to the hub devices, for the
same reason.

[0059] Insome embodiments, the sub-network may switch
back to the shorter identification codes 11 the address conflict
subsides and 1s not detected again for a predetermined
amount of time. The hub device, or the larger network 1n
communication with the hub device, may determine the
amount of time to wait before switching back to the shorter
and more eflicient local 1dentification codes. The amount of
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time may be selected according to an average rate of
detecting the address conflict when it 1s present. In that case,
an infrequent but persistent contlict would require a longer
waiting time to ensure that the problem has really passed,
whereas a shorter waiting time may be suflicient for a
contlict that occurred frequently and then subsides. For
example, the waiting time to switch back to shorter ident-
fication codes may be set according to an average interval
between conflicts occurring, such as several times that
average interval. In addition, 1f the sub-network reverts to
the shorter 1dentification codes and the contlict subsequently
returns, then the hub device may decide to lengthen the
waiting time farther, to avoid again dropping the long
identification codes prematurely. In addition, the hub device
may consult with the larger network regarding address
conilicts, since the larger network may know when the
second sub-network 1s scheduled to be proximate to the first
sub-network and when they are to be beyond radio range.
The larger network may also direct that one of the conflict-
ing sub-networks 1s to use the longer identification codes
while a second sub-network may continue to use the shorter
identification codes. Such an asymmetric solution may be
suitable, for example, when the two sub-networks work on
tasks of different urgency or timing requirements. The larger
network may keep track of which sub-networks are follow-
ing which conventions regarding end device i1dentification,
and may manage such choices according to priorities of the
larger network or the higher authority, for example. An Al
model may assist 1n assigning diflerent sizes of identification
codes to the various sub-networks, and other parameters,
based for example on the priorities of the tasks performed by
each sub-network, the costs associated with conflicted mes-
sages, and the throughput requirements, among many other
possible mputs.

[0060] In some embodiments, the hub device may inter-
pret address contlicts as a possible cyber attack. For
example, 11 the hub device observes that the address conflict
persists even when the large globally-unique 1dentification
codes are 1n use, this 1s a strong indication that an attacker
1s attempting to emulate one of the end devices or the hub
device. In that case, the hub device can take further protec-
tive action such as alerting authorities 1n the larger network,
temporarily avoiding any further uplink messages on the
larger network, freezing the sub-network operations includ-
ing end device commumnications, and/or causing each end
device to do a secure re-boot from ROM as detailed below.
Optionally, the hub device may re-boot as well. (As used
herein, “reset” and “re-boot” are used interchangeably, to
indicate when a processor executes an embedded boot
sequence which restores the operating system and memory
to a previously configured state.)

[0061] In some embodiments, the hub device may ask the
larger network or the higher authonty for assistance upon
detecting the first address contlict. For example, instead of
switching to longer identifications when an address conflict
1s detected, the hub device can ask whether another sub-
network 1s within radio range using the same local i1denti-
fication codes. It so, then the hub device can begin using the
longer 1dentification codes for disambiguation, or can
request that the intruding sub-network do so, or can ask the
larger network to mediate between the two competing sub-
networks. If, however, there are no other sub-networks with
the same end user local identification codes nearby, then the
address contlict 1s likely a cyber attack. In that case, the hub
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device may order 1ts end devices to re-boot, and may take
other defensive measures as described above. An Al model
may enable improved detection of hacker signatures. For
example, a trained Al model may enable the higher authority
to determine whether the unexpected behavior 1s due to
noise, equipment malfunction, or a malevolent attack, for
example, based on the type of behavior observed, its fre-
quency of occurrence, and 1ts distribution among multiple
end devices or just a single end devices, among other input
parameters.

Contention Based

[0062] In some embodiments, communications 1n the sub-
network may be contention-based, with an LBT interval
before transmitting, and a random backofl delay 1f another
message 1s detected, as mentioned. The LBT and backoil
delay may be at least as long as a reserved acknowledgement
interval which 1s imposed following each message, so that
the recipient can acknowledge the message before another
one cuts . However, 1f the recipient transmits a non-
acknowledgement, then another delay, a reserved retrans-
mission interval, may be imposed so that the original sender
can begin retransmitting the message, contention-iree. In
such a priority scheme, an ongoing conversation may have
higher priority than new messages; hence the other members
of the sub-network remain silent until an acknowledgement
1s Tinally detected or a retransmission interval passes unused.
For brevity, a positive acknowledgement ACK may be a
single bit (that 1s, a single pulse) transmitted during the reply
interval following the message, whereas the non-acknowl-
edgement NACK may be zero bits (no transmission) within
the reply iterval. If the end device did not receive or
recognize the message at all, then of course 1t would transmit
nothing, also indicating a NACK. For this ACK/NACK
encoding, there may be no need for a demodulation refer-
ence or other calibration before the acknowledgement code,
because the difference between zero and one pulse 1s unam-
biguous. The retransmission interval 1s then imposed fol-
lowing zero-pulse NACK, during which the sender can
retransmit the message. There 1s no retransmission interval
after an ACK; hence the other members of the sub-network
are welcome to begin transmitting (after a random backofl to
avoid collisions).

[0063] In some embodiments, the random backofl
required before initiating a new transmission may be con-
figured to provide higher priority to devices that have been
previously blocked from transmitting. For example, the
backofl delay may be made longer, on average, before
transmitting a new message when the device has not yet
been blocked by another transmission, and may be made
shorter, on average, upon each instance of being blocked by
another transmission. Fairness may be provided thereby,
since each device (hub and end device) that was blocked
may then be permitted to transmait its message ahead of the
others, on average.

[0064] In some embodiments, the hub device may have
priority over transmissions of the end devices. For example,
the hub device may have a shorter backoll time, on average,
than the end devices for the mitial transmission attempt and
shorter backofl delay requirements than the end devices
upon each blocked attempt.

[0065] In some embodiments, the hub or end device may
violate the backofl delay requirement in an emergency. For
example, to transmit an alarm or other high-priority mes-
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sage, the device may transmit as soon as the previous
message has finished, without waiting for others to transmit
an acknowledgement or retransmission. To avoid colliding
with the expected acknowledgement or retransmission, the
priority device may calculate an expected ending time of
another message, based on the form of the other message for
example, and may begin transmitting immediately at the
time that the earlier message 1s expected to be finished. In
addition, the priority device may transmit noise during the
final message elements of the earlier message to ensure that
the recipient will reject the collided message, and then may
transmit the alarm message without fear of intrusion by
another device 1n the sub-network.

[0066] In some embodiments, the hub device may broad-
cast a message to all of the end devices by providing, as the
identification in the broadcast message, a predetermined
code that indicates the message 1s a broadcast message and
not a unicast message. The predetermined broadcast 1denti-
fication code may be all-zeros or all-ones or other indicator,
thereby 1ndicating that the message 1s a broadcast message
tfor all of the end devices, not addressed to just one of the end
devices. In addition, the all-zeros indicator may indicate that
no acknowledgement 1s needed, whereas the all-ones indi-
cator may 1ndicate that the end devices are requested to
acknowledge the broadcast.

[0067] In some embodiments, the end devices may
acknowledge a broadcast message, when requested, by
transmitting a single one-bit pulse at a particular time
following the broadcast message, the particular time pre-
assigned by the hub. If the end device had trouble receiving
the broadcast message, or didn’t see it at all, then the end
device would remain silent during its reply time. The hub
device can then read the series of sequential one-bit pulses
following its broadcast message, determining when the
pulses and gaps occurred. Based on the positions of the
pulses and gaps, the hub device can determine which end
devices failed to receive the broadcast. Thus each pulse 1n
the sequence indicates that the associated end device
received the broadcast message, and each gap 1n the
sequence ol pulses indicates which end device failed to
receive the broadcast message. The hub may then send the
same 1nformation unicast to any end devices that missed the
original broadcast, or other action depending on the imple-
mentation.

Message Examples

[0068] In some embodiments, the hub device can explic-
itly order each end device to perform its task. For example,
the hub device can transmit a predetermined downcast
instruction message to the end device, which the end device
1s configured to interpret by executing predetermined firm-
ware 1n the end device’s memory, which then causes the
measurement or actuation to occur. In other embodiments,
the end device may 1nitiate the measurement or action itself,
such as when certain predetermined conditions are met. For
example, the end device may be configured to make a
measurement at a pre-scheduled measurement time, or peri-
odically, until mnstructed to stop. The end device can also be
configured to communicate the results to the hub device
cach time, or it may withhold the results unless certain
conditions are met. For example, the end device may be
configured to mform the hub device if the measurement
result exceeds a threshold, and to remain silent otherwise.
Likewise, the end device may be configured to inform the
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hub device that an attempted actuation fails, or other alarm
condition, and otherwise to remain silent. The end device
can transmit a message to the hub device in case of any
problem 1n an unsolicited upcast message, which may
include the identification code of the end device so the hub
device will know which end device 1s reporting.

[0069] In some embodiments, the end device may include
pre-configured responses other than numerical values, or
both 1n a combination. For example, a downcast instruction
of “change the DRX period to 10 seconds” may elicit the
upcast response “done”, or “DRX period 1s now 10 sec-
onds”. A downcast 1nstruction of “turn off lights 2 and 3,
may get an upcast reply of “light 1 1s on, light 2 1s off, light
3 1s off”’. A downcast mstruction of “report the status of the
actuator” may elicit the upcast reply “the actuator 1s closed”
for example. On occasion, 1t may be necessary for the hub
device to provide some kind of data to the end device. In that
case, the downcast message may still be configured as a
command, such as “change threshold to: 12.3 degrees”.
(These example messages are shown as readable text for
clanity. In a practical sub-network, the messages may be
encoded 1n a terse resource-eflicient code, as discussed

below.)

[0070] In some embodiments, a sub-network may be
required to perform tasks that i1t has not previously per-
formed. For example, the end devices may be capable of
doing the new tasks, but require authorization to respond to
an associated message format such as a downcast message
instructing the end device to do the new task. For example,
an actuator may turn a switch on and off on command, but
in fact the switch has a third position such as “idle”. The end
device already has the correct firmware to set the switch to
idle, but has not been told to recognize such a command
since 1t was not needed. To solve this, the higher authority
may send a message downlink to the hub, requesting that the
switch be set to 1dle when necessary, instead of just on and
ofl. Accordingly, the hub device may inform the end device
that the end device 1s to recognize a new command, “set
switch to 1dle”, and to engage the pre-configured firmware
in response to that command. Thereafter, the end device can
invoke the predetermined firmware regarding the 1dle state
when 1nstructed.

[0071] In some embodiments, a hub device may deter-
mine, or be told, that a particular tasks 1s not expected to be
needed anymore. The hub device may then instruct the
associated end device that the command associated with the
task 1s prohibited until turther notice, and 1s to be 1gnored.
Alternatively, the hub may instruct the end device to flag the
prohibited command as a possible cyber attack, if recerved
after being prohibited. After such a prohibition, the end
device may then 1gnore any such command, or may respond
with an “illegal command™ alarm, or other reaction depend-
ing on 1mplementation.

[0072] In some embodiments, all of the tasks that a
particular end device performs may be no longer necessary.
In that case, the hub device may instruct the end device to
enter a prolonged DRX or sleep cycle, waking only occa-
sionally to see 1 the end device 1s again needed.

[0073] In some embodiments, the sub-network communi-
cations may occupy frequencies widely separated from those
of the larger network, 1n which case interference with the
larger network may be avoided naturally. For example, the
larger network may assign a separate frequency range for the
sub-networks, widely separated from that used by the larger
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network. The range assigned to the sub-networks may be the
ISM (industrial, scientific, medical) frequencies 1n the 900
and 2400 MHz regions. In some cases, the hub device may
need two antennas to detect the different frequencies of the
sub-network and the larger network. In other cases a single
antenna may be multi-tuned or sufliciently broadband to
operate on both frequency regions.

[0074] In some embodiments, the larger network may be
responsible for allocating frequencies to i1ts sub-networks
and for managing the sub-network policies, but still com-
municating with the sub-network exclusively through the
hub devices. For example, the larger network may require
that 1ts sub-networks be synchronized with the larger net-
work. For example, the sub-networks may share the same
frame and symbol boundaries as the larger network. The hub
device may then provide synchronization pulses and frame
timing messages to the end devices, thereby synchromizing
all clocks to the larger network.

[0075] In some embodiments, the larger network may
permit 1ts sub-networks to transmit internal messages (be-
tween the hub and end devices) only during certain intervals.
For example, the sub-networks may be permitted to transmut
only when the larger network 1s scheduled for uplink com-
munications. This may avoid interfering with communica-
tions on the larger network because the sub-network gener-
ally uses low power over short distances. However, the
uplink communications on the larger network may interfere
with the sub-network communications, in which case the
hub device may request a different frequency band or other
solution.

[0076] In some embodiments, the larger network may
permit the sub-networks to communicate only during inter-
vals scheduled for downlink communications on the larger
network, thereby avoiding the problem of uplink interfer-
ence on the sub-networks, but trading that for possible
interference on the sub-networks due to base station down-
link transmissions.

[0077] In some embodiments, the larger network may
allow the sub-networks to transmit only during unscheduled
intervals (that 1s, intervals when the user devices on the
larger network can both transmit and receive messages).

[0078] In some embodiments, the larger network may
permit the sub-networks to internally transmit only during
the guard-space intervals between the symbol-times of the
larger network (that 1s, during the cyclic prefix). In that case,
the sub-network communications would be limited to brief
time slots much shorter than a symbol-time, which implies
a wider bandwidth signal, during the guard spaces of the
larger network. Sub-network transmission may interfere
with the cyclic prefix of the larger network, but that may be
acceptable when the larger network 1s limited to a small
geographical area and propagation times are minimal.

[0079] In some embodiments, the larger network may
limit the sub-network communications to periods allocated
for random access or other grant-free communications on
the larger network.

[0080] In some embodiments, the larger network may
allocate certain intervals for internal sub-network commu-
nications, during which the larger network remains silent.
However, this may be a high price for a busy 3GPP network.
Nevertheless, 1t may be acceptable 11 the silent intervals
constitute a negligible fraction of the total time, or 1if the
traflic on the larger network 1s light, or if there are no
high-QoS messages on the larger network.
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[0081] In some embodiments, the hub device can broad-
cast a message to the end devices indicating when they are
permitted to transmit. A compact format may be used to
indicate the times of sub-network communications, specified
relative to frame or subiframe boundaries, for example. Other
schema for allocating times and frequencies for sub-network
communications, to minimize interierence with the larger
network, are possible and envisioned.

[0082] In some embodiments, each end device can be
configured to transmit according to a particular power level,
which may be decided according to a planned distance
between the end device and the hub device. In some embodi-
ments, the end device transmits at a single pre-configured
power level, which may be imposed upon manufacture of
the end device or upon 1nstallation of the end device within
the sub-network.

[0083] In some embodiments, each end devices may be
capable of adjusting its transmission power to various power
levels upon mstruction. For example, the hub device may
require end devices to change their transmission power level
in response to SNR or messaging reliability. For example,
the hub device may specily the transmission power level of
cach end device according to a SNR of upcast messages
received by the hub device or a frequency of failed upcast
messaging due to noise. To do so, the hub device can
transmit a power adjustment message to the end device
indicating a particular power level, or an amount of change
in the power level relative to a current power level. Alter-
natively, the hub device may indicate just a direction (in-
crease or decrease) of change, thereby prompting the end
device to increase or decrease 1ts power level by a prede-
termined increment amount, such as 1 dBm or 2% or other
increment, and continuing in the same way until the proper
power level 1s achieved. The power adjustment message
may be a separate downcast message, or 1t may be connected
with another message such as an acknowledgement mes-
sage. In a similar fashion, each end device may request that
the hub device increase 1ts downcast power levels when the
reception of that end device 1s poor, or may suggest a
decrease 1n downcast power when the received downcast
SNR 1s excessive.

[0084] In some embodiments, the larger network may
restrict the transmission power used by the sub-networks to
avold interference. For example, the larger network may
allow different power levels for the sub-network communi-
cations during the intervals scheduled for uplink and down-
link. For example, the larger network may permit higher
power levels during scheduled uplink intervals and lower
power levels during downlink intervals, or vice-versa, to
avold particular patterns of interference noted among the
user devices of the larger network. The larger network may
permit higher power levels 1n the sub-networks when tratlic
on the larger network 1s relatively light, and may require the
sub-network to use less power when trailic on the larger
network 1s heavy. The larger network may demand lower
transmission power in the sub-networks after receiving
interference complaints from users of the larger network,
and may permit higher power levels when no complaints are
received for a period of time. Likewise, the larger network
may permit higher power limits on the sub-networks after
receiving complaints from hub devices that the end devices
are experiencing insuilicient communication reliability. On
the other hand, the base station may reduce the internal
sub-network power limits when no such hub device com-
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plaints are received for a period of time. In addition, the
larger network may 1impose transmission power limits vary-
ing by time-of-day and day-of-week, or other criteria. Since
there 1s only one medium, shared by the larger network and
numerous sub-networks, the base station may attempt to
balance the power limit allocations to keep all of 1ts con-
stituents happy, or at least functioming adequately. Al may be
useful 1n optimizing such a complex problem involving
numerous competing interests.

[0085] In some embodiments, a simplified modulation
scheme may be used for messages on the restricted links. For
example, the sub-network may use phase modulation such
as BPSK (binary phase-shift keying), QPSK (quadrature
phase-shift keying), or 8PSK, and even higher-order phase
modulation if the phase noise can be sufliciently mitigated.
In some cases, the sub-networks may use phase modulation
schemes with non-power-o1-2 number of phase levels (such
as 3 or 5 phase modulation levels). The end device, or 1ts hub
device, may select the phase modulation scheme, including
a number of equally-spaced phase levels, according to a
reception reliability criterion. For example, the hub device
can select the modulation scheme to optimize messaging
throughput, or reliability, or latency among the end devices,
in view of the current phase noise. (Fewer phase levels
generally result in larger phase-noise margins.) In selecting
the modulation scheme, the hub device can prioritize end
device reception above hub device reception since hub
devices, being fully qualified on the larger network, gener-
ally have better receivers than the basic low-cost end
devices. Alternatively, the hub device can prioritize hub
device reception over the end device reception to reduce the
number ol upcast retransmissions required. Alternatively,
the hub device may use a lower-order modulation scheme
for downcast to enhance reliability of reception of the end
devices, while the end devices transmit 1n a higher modu-
lation scheme to optimize upcast throughput, such as BPSK
on downcast and QPSK on upcast for example. Al may be
useful 1n selecting the modulation scheme, bandwidths,
backoll protocols, and priorities 1n the sub-network due to
the non-linear nature of these decisions under complex
messaging scenarios and variable noise/interference condi-
tions.

[0086] In some embodiments, the upcast and downcast
messages may include a demodulation reference (or “pilot”
symbol) proximate to the message. For example, the
demodulation reference may be a “short-form™ demodula-
tion reference, which exhibits two of the phase levels of the
modulation scheme (such as the minimum and maximum
phase levels), from which all the other phase levels can be
determined by calculation. The receiver can then demodu-
late the message by comparing the phase value in each
message element to the phase levels, selecting the closest
match. For example, the hub device or the end device can
determine the phase of a recerved waveform by various
analog or digital means (digitizing, mixing with a local
oscillator, etc.) and determine the phase of the received
wavelorm without separating the in-phase and quadrature-
phase branches. Alternatively, the recerver can separate the
I and Q branches, with or without downshifting the fre-
quency, and compare the signs and amplitudes of the branch
signals to determine the wavelorm phase. In some cases,
there may be no need for quantitative amplitude measure-
ments, which are generally expensive for end devices. For
example, 1n QPSK with no phase offset (that 1s, phases of 0,
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90, 180, 270 degrees), the various modulation states may be
readily discerned without quantitative amplitude measure-
ments by determining which of the I and QQ branches has
positive, negative, or nearly zero amplitude for each mes-
sage element, using a threshold criterion or a discriminator
circuit, for example. Substantial costs may be avoided by the
end devices using such a threshold criterion instead of
measuring the value of the amplitude of recerved signals.

[0087] In some embodiments, the sub-network may use
amplitude modulation instead of phase modulation, or a
combination of amplitude and phase modulation. While
some of the examples above specily phase modulation for
clanity of explanation, each of the examples may be equally
applicable with amplitude modulation or multiplexed ampli-
tude-phase modulation. As mentioned, the hub device may
use a diflerent amplitude-phase modulation scheme for
downcast and upcast messages, due to the different capa-
bilities of the basic end devices and the more capable hub
devices. For example, reduced-capability receirvers may
struggle to demodulate amplitude levels, but basic transmit-
ters may readily transmit amplitude modulated messages;
hence the advantage of tailoring the upcast and downcast
modulation and coding scheme according to the capabilities
of the end devices.

[0088] In some embodiments, the end device can adjust 1ts
time-base according to a timestamp point in a short-form
demodulation reference from the hub. For example, the
timestamp point may be the mstant when the phase of the
signal changes from a first phase to a second phase. For
sharper timing, the short-form demodulation reference may
occupy a wider bandwidth, such as three subcarriers, or
more subcarriers. For better SNR, the demodulation refer-
ence may be extended in time, such as three symbol-times.
In other embodiments, the abrupt phase reversal may be
between symbol-times, such that a first resource element 1s
transmitted with a first phase and a second resource element
1s transmitted with a second phase opposite to the first phase.
The timestamp point then 1s the moment of phase reversal.
To negate the eflects of the limited bandwidth, a known
fractional correction to the timing may be applied to the
phase reversal detection time. In another embodiment, the
receiver may accumulate signal for both symbol-times and
adjust the ttiming until that sum signal averages to zero, due
to cancellation of the leading and trailing phase signals
before and after the phase reversal. To assist reduced-
capability receivers, the transmitter can provide a blank gap
between the demodulation reference and the beginning of
the message, thereby providing a time suflicient for the
receiver to adjust its phase modulation levels and timing
according to the demodulation reference, before starting to
receive the message 1tself.

[0089] In some embodiments, the end devices may be
close enough to the hub device that guard-spaces and cyclic
prefixes may not be needed. For example, the transmitter can
transmit each message time-spanning on a single subcarrier
frequency at low power selected according to the data rate
or signal quality required. To receive a time-spanning mes-
sage on a single subcarrier, the receiver may receive each
message element and demodulate 1t sequentially, 1n real-
time, thereby determining each set of message bits before (or
while) receiving the next message element. Real-time
demodulation may enable early determination of the desti-
nation address, thereby enabling the end device to ignore the
remaining message 11 addressed to a different end device.
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[0090] In some embodiments, the sub-network subcarriers
may have a spacing of 15 or 30 kHz, selected for example
to match the 3GPP network, yet the symbol-times may be
stretched to provide enhanced SNR and narrower band-
widths. With such a configuration, the signal processing
required of the end device’s receiver, to demodulate a
narrow-bandwidth time-spanning message element, may be
greatly simplified since low-cost logic gates may be used for
demodulation, 1nstead of expensive high-speed analog/digi-
tal components, thereby providing an important cost advan-
tage for many cost-constrained LC-IoT devices. In addition,
the ultra-narrow bandwidth of single-carrier sub-network
communications may exclude interference due to broadband
emissions and unrelated messaging in nearby subcarriers.
The ultra-narrow bandwidth may also provide similar sav-
ings and simplification for the transmitter, such as economi-
cal phase modulation by selecting a pre-configured phase
signal using logic gates, as opposed to the complex digital
wavelorm generation required for the large resource blocks
and intricate OFDM symbols 1n frequency-spanning 3GPP
communications. For applications 1n which the cost of the
end devices 1s more important than rapid communications,
such savings can be an enabling factor.

Subcarrier Mixing

[0091] In some embodiments, the sub-network communi-
cations may be configured to occupy two adjacent subcar-
riers with slightly different frequencies. The transmitter can
transmit the message time-spanning on the two subcarriers,
with the same data on the two subcarriers but with opposite
phases. The receiver can then separate the two signals by
analog or digital means using the local oscillator, and can
demodulate each signal according to a difference between
the modulation states of the two subcarrier signals. The
receiver may thereby obtain enhanced SNR since the signals
are oppositely modulated. It may be noted that this method
produces twice the voltage of a single subcarrier signal, and
substantially less noise since most of the noise 1s generally
correlated between the two subcarriers, and therefore can-
cels 1n the difference. Theretfore, the SNR improvement 1s at
least a factor of 2. In contrast, the SNR improvement
obtained by transmitting the same signal on the two subcar-
riers with the same phase, and then averaging the two
separated modulation values, would provide at most V2
improvement over a single subcarrier, because the noise
present on the two subcarriers would add as well as the
signals.

[0092] In other embodiments of subcarrier mixing, the
transmitter can transmit two signals on adjacent subcarriers,
but with a phase difference determined by the bit content of
the message. The two subcarriers, received together, gener-
ate a characteristic interference pattern that depends on the
initial phase difference between the two subcarrier signals.
Hence the interference pattern indicates the message bits.
More specifically, the phase difference profoundly aflects
the interference pattern, which the reduced-capability
receiver may readily discern, thereby immediately demodu-
lating the message element. The interference pattern 1is
generally 1n the audio range, which 1s generally much easier
to detect than the high-frequency signals themselves due to
the need for expensive fast electronics. Audio-frequency
demodulation usually consumes less power, often much less
power, than high-speed signal processing electronics.
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Hence, the receiver may demodulate the message bits based
on the interference pattern using low-cost electronics while
saving battery life.

[0093] In some embodiments of subcarrier mixing, the
transmitter may transmit a continuous unmodulated signal at
the first subcarrier frequency, starting at a first phase such as
zero, and on the second subcarrier, transmit another
unmodulated signal at the second subcarrier frequency, but
with an 1nitial phase adjusted according to the message bits.
The mitial phase difference between the two subcarrier
signals determines where the interference peaks and valleys
occur in the resulting interference pattern. The low-cost
receiver can receive the sum of the two subcarrier signals
added together, without separating them, and can readily
discern the interference pattern in the combined signal,
determining where the peaks and valleys occur in each
message element. The interference pattern, specifically the
locations of the peaks and valleys where the interference
changes from constructive to destructive, umquely deter-
mines the message bits encoded in the message element.
Thus the initial phase difference between the two subcarrier
signals determines the resulting interference pattern, and the
receiver can readily determine from the interference pattern
what the message bits were. The receiver can thereby
demodulate the message based on the interference pattern
alone, without expensive high-frequency signal processing.

[0094] In some embodiments of subcarrier mixing, the
phase difference between the two subcarrier signals may be
modulated to encode the message bits according to the four
phase levels of QPSK. The receiver then receives the
combined signal due to the two subcarrier signals together,
without separating them, and readily observes the peaks and
valleys 1n the interference pattern, which determine the
encoded bits. Hence the receiver can demodulate the time-
spanning message based on the characteristic interference
patterns, using just two subcarriers.

[0095] In one embodiment of subcarrier mixing, the
receiver can rectily the interference signal using, for
example, a diode bridge, thereby obtaining a magnitude
interference signal. The receiver can then readily observe the
shape and position of the interference pattern, and thereby
determine the encoded bits. For example, the transmitter can
encode two bits 1n the subcarrier signals by arranging an
initial phase difference between the two subcarrier signals at
four phase differences, as 1n QPSK. Due to the rectification
step, however, a phase difference of 0 degrees 1s 1indistin-
guishable from a phase diflerence of 0+180 degrees. There-
tore the phase diflerence between the two subcarrier signals
may be set by the transmitter at 0, 45, 90, and 135 degrees
to encode message bits of 00, 01, 10, and 11 in binary,
respectively. Using these four phase diflerences for modu-
lation, the overall interference envelope shifts to four readily
discerned positions in a predetermined way. The receiver
can then observe the peak positions 1 magnitude, and
thereby determine the bit content of the message element
directly from the interference pattern. For example, suitable
rectifier bridges are readily available at negligible cost, and
inexpensive low-frequency electronics may be suflicient for
the demodulation. The receiver does not need to downshift
the frequencies, nor separate the subcarrier signals, nor
separate the in-phase and quad-phase branches, nor digitize
the fast RF signal. In other words, the recerver can be made
cheaper than a conventional receiver that processes each
individual high-frequency subcarrier signal, and much
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cheaper than a receiver adapted to the complex OFDM
signals of 3GPP communications. Hence, subcarrier mixing
with rectification demodulation may be suitable for LC-IoT
receivers.

[0096] In another embodiment, the receiver may be con-
figured to determine the sign of the sum-signal instead of the
magnitude. With the additional information of the sign, the
receiver may demodulate a wider set of the phase differences
such as 0, 90, 180, and 270 degrees phase difference. Other
versions exist depending on the modulation order. In each
case, the message bits are encoded 1n a phase diflerence
between adjacent subcarrier signals, and are demodulated
according to a characteristic shape of the resulting 1nterfer-
ence pattern, without separating the two subcarrier signals.
[0097] An advantage of encoding message bits 1n a phase
difference between adjacent subcarrier signals may be that
there may be no need for a demodulation reference (or pilot
symbol) because the detected eflect—the timing of the
interiference pattern maxima and minima—is mndependent of
the actual phases of the two signals. The interference pattern
depends solely on the mnitial phase difference, and not the
particular phases. Hence, the phase calibration 1s 1rrelevant,
and no demodulation reference 1s needed. Another advan-
tage may be that the detected eflect may be independent of
the amplitudes of the two signals, as long as they are
sufliciently similar 1 amplitude that the maxima and
minima in the envelope function can be discerned. Another
advantage may be that the detected eflect 1s largely inde-
pendent of the frequencies of the two signals, as long as they
are both mostly within their assigned subcarriers; a small
amount of spill-over into adjacent subcarriers would have
little or no effect on the demodulation. Another advantage
may be that the receiver can demodulate the message
without performing high frequency signal processing, nor
separating the two subcarrier signals, not digitizing signals
at high speed. In fact, 1t may be suilicient to pass the raw
interference signal into a diode bridge with a discriminator,
or other simple magnitude detector, to obtain the envelope
function, and thereby demodulate each message element.
Another advantage may be that phase-diflerence modulation
may be resistant to interference which affects both subcar-
riers equally, since the demodulation result depends on a
relative phase between two closely proximate subcarrier
signals. Further exemplary material 1s provided in figures
below.

Intelligent End Devices

[0098] In some embodiments, a first end device may seek
to transmit information to a second end device of the same
sub-network. The first end device can transmit the informa-
tion to the hub, which can then send 1t to the second end
device 1n downcast. In some embodiments, however, a more
direct communication between the end devices may be
permitted within a particular sub-network. Direct commu-
nication between the end devices may enable operational
clliciency and sharp timing, which 1s sometimes needed to
catch transient phenomena by both end devices, especially
when the hub device 1s busy conversing with the larger
network.

[0099] In other embodiments, direct communication
between the end devices may be forbidden, for security
reasons. Generally, the hub device may be expected to know
what 1ts end devices are doing, and can manage the actions
and timing accordingly. With such management by the hub
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devices, each end device may be configured to perform only
its basic function, while the hub device determines which
information 1s to be transierred to which other end device
and when each action 1s to be taken. For example, the hub
device may nstruct a first end device to close a valve, then
receive a valve closure confirmation from a first end device,
and the hub can then transmit a downcast 1nstruction to the
second end device istructing 1t to reduce a heater power or
other action. It 1s a matter of implementation whether the
end devices possess some discretion or choice as to what
actions to take, or whether they are basic sensor/actuator
tools responding deterministically to hub instructions. It1s a
matter ol 1mplementation whether the end devices can
communicate directly with each other. For simplicity and
security, in some embodiments, the end devices may have no
such discretion and no such communication capability, 1n
which case the hub device may make all decisions regarding,
the sub-network.

[0100] In some embodiments, the hub device may need
two end devices to make their measurements or take their
actions simultaneously. To do so, the hub device may
transmit a message to both end devices by including the
local 1dentification codes of the two end devices in the
message, which may be termed a “dual-address™ message.
For greater timing precision, the end device may provide a
timestamp point after the dual-address message, and the two
end devices may take their actions upon detecting the
timestamp point. For example, the dual-address message
may take the form of a broadcast message, but may include
the two local identification codes, with an indication that this
1s a dual-address message, and another indication that the
actions are to be taken by the two indicated end devices
synchronized by a timestamp point which will follow
shortly. The timestamp point may be separated from the
dual-address message by one or more blank symbol-times,
to give the two end devices time to prepare. The timestamp
point may be a single message element containing a signal
transmission after the blank symbol-times, 1n which case the
end devices are to trigger their actions upon detecting the
signal. Alternatively, the timestamp point may be a first
message element with a first phase, followed by a second
message element with the opposite phase, in which case the
end devices may trigger their actions upon detecting the
phase reversal. Thus the end devices may detect the broad-
cast message, determine that 1t 1s actually a dual-address
message, determine that they are the two indicated end
devices, determine that their actions are to be synchronous
with the following timestamp point, and then upon detecting,
the timestamp point, may trigger their actions together. The
end devices are expected to already know how to interpret
the dual-address message and the subsequent timestamp
point. For example, the end devices may include firmware,
triggered by the dual-address message, controlling the
responsive actions of the two end devices. The other end
devices of the sub-network may detect the dual-address
message and may determine that 1t does not pertain to them,
and therefore may remain silent until after the task has
finished, 1including a report to the hub device, 11 desired.

[0101] In some embodiments, the end devices may be
configured to synchronize their actions directly, after a setup
message from the hub device. For example, a first end device
may be configured to transmit a brief signal and then
perform 1ts action, while the second end device may detect
the brief signal and then immediately perform its action, so
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that the two actions are simultaneous other than the propa-
gation time ol the brief signal. Optionally, the first device
may insert a small delay before performing its action, to
compensate for the propagation delay. Propagation delays
are generally expected to be negligible 1n sub-network
communications. To coordinate such cooperative action, the
hub device may transmit a first downcast message to the first
end device, instructing the first end device to determine
when some condition 1s met, and then to transmit the brief
signal, and then to trigger the first action. The hub device can
also transmit a second message to the second end device,
instructing it to wait for the brief signal and then trigger the
second action. The hub device may transmit the second
message first, and then transmit the first message, thereby
giving the second end device time to demodulate 1ts mes-
sage, prepare for receiving the brief signal, and for trigger-
ing its action. All the other end devices may be configured
to determine, from the first and second messages, what 1s
going on, and may therefore remain silent until 1t 1s over. By
either the dual-address method or the brief-signal method,
the two end devices may arrange to synchronize their
actions.

[0102] In some embodiments, an end device may have
more than one basic function. For example, an end device
may be configured as an actuator to open and close a valve,
and may also be able to measure a voltage indicating
whether the valve 1s open or closed. The multifunction end
device may be able to detect and report problems such as a
stuck valve. In addition, the end device may remember the
previous state of the valve, and may discover at a later time
that the valve state has unexpectedly changed. Such an
observation may raise suspicion that something is amiss,
which the end device can then communicate to the hub
device.

[0103] In some embodiments, the end devices may be
capable of doing more than making basic measurements and
switching switches. For example, an end device may be
instructed by the hub to perform its tasks repetitively, such
as periodically, until instructed to stop, or until a pre-set time
of day, or until the sensor data reaches a threshold, among
many other possible criteria for end devices to automatically
start or stop their repetitive tasks. The end devices may be
configured to also perform an alarm function, for example
by making measurements on a schedule, but without inform-
ing the hub device unless the measured value exceeds a
predetermined threshold, in which case the end device may
transmit an alarm to the hub device. In other embodiments,
the end device may be configured to perform analysis of the
data, such as providing a running average of the measure-
ment data using, for example, a ring bufler or a memory
decay function. In other embodiments, the end device may
calculate a smoothed value of noisy data and report just that
smoothed value. Alternatively, the end device may report the
amplitude of the noise, which may be an indication of
whether the sensor needs to be replaced. The end device may
be configured to report just the outliers, since these often
indicate an imminent failure or other pathological problem.
The end device may calculate and report a structure function
of the data including the noise, 1t instructed to do so. In
another embodiment, the end device may analyze 1ts running
data to discern a trend or rate-of-change, and may extrapo-
late that trend to a future time, and may warn the hub device
of an impending event related to the data, such as a time
when the measured parameter 1s expected to reach a thresh-
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old. In other embodiments, the end device may accumulate
a number ol measurements over a period of time time, and
may analyze the series of historical values using embedded
firmware. For example, the end device can evaluate uncer-
tainties according to the amount of vaniation or the noise
width 1n the measurements (with or without de-trending the
data). In other embodiments, the end device may attempt to
quantily the observed variations an allocate them to sensor
noise, or basic mstrumentation uncertainty, or inhomogene-
ities 1n the measured tlow. Such an analysis may be based on
statistical criteria, for example. The end device may report
cach of those values at a particular time, or trending, or
extrapolated, or other analysis when requested. In some
embodiments, the end device may be configured to filter out
the outliers 1n 1ts sensor data. In other embodiments, the end
device may be configured to note and focus on the outliers,
such as tallying or quantifying them, depending on the
application. The end device may be configured to send an
alarm when the number or size of the outliers 1s an increas-
ing function of time. In each case, the end device may
compare any of the above-mentioned analysis results to a
predetermined limit or threshold, and may mform the hub 1t
the limit 1s exceeded or 1s expected to be exceeded within a
predetermined interval. These and many other data process-
ing or signal processing steps may be programmed into the
firmware of the end device. In each case, the end device may
report the analyzed results to the hub instead of the raw data,
thereby minimizing communication costs and avoiding bur-
dening the hub device with volumes of repetitive data.
However, when requested, the end device may also transmit
the raw data that the analysis results depend on, thereby
enabling the hub device to perform additional analyses, for
example.

[0104] In some embodiments, an end device may have
more than one ability, such as a sensor ability and an actuator
ability, and may be enabled to operate the actuator autono-
mously based on the sensor data. For example, and end
device serving as a temperature regulator can measure a
temperature, and then responsively turn a heater on or oil to
keep the temperature within predetermined limits. In such an
autonomous mode, the end device may silently perform 1ts
tasks as long as the temperature remains within the limits,
and may contact the hub device when something goes
wrong. In a similar way, the hub device may leave the end
devices alone during normal operations, and may contact the
end device when necessary to turn the autonomous mode on
and off, or to change the temperature limits, or to pre-
emptively operate an actuator or read the current tempera-
ture, for example.

[0105] In some embodiments, an end device may be
configured to recognize problems and to take mitigating
action autonomously. The end device may alert the hub
device 1t the end device 1s unable to resolve the problem.
Alternatively, the end device may alert the hub device upon
first detecting the problem, especially 1f the problems 1is
more urgent. In some embodiments, the end device may be
configured to take a second measurement whenever the first
measurement 1s outside normal limits. The second measure-
ment may agree with the first one, thereby indicating that
there 1s some kind of change in whatever stull the sensor 1s
monitoring. However, 1f the two measurements are wildly
different, this may mean that the sensor needs maintenance,
or that something unexpected 1s happening to the process
stream, or that a hacker 1s involved. In a non-autonomous
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version, the end device may tell the hub device of each
measurement value, and the hub device may then decide
whether the measurements are consistent and what to do
about 1t. In an autonomous version, the end device may
determine whether the measurements are consistent, and 1f
not what action to take. The end device may also know what
to do 1f that attempted mitigation action fails to solve the
problem. The end device may also know when to alert the
hub device, such as upon detecting the inconsistency, or after
the mitial solution attempt, or after failing to solve the
problem. The hub device may then ask for the raw data, or
shut down the process stream, or contact the base station or
higher authority, or other response depending on the appli-
cation and the problem detected. In each case, the intelligent
end device may remain silent as long as everything seems to
be normal, may detect a problem by analyzing its own data,
and may alert the hub device upon detecting or failing to
solve the suspected problem.

[0106] In some embodiments, an end device may be
configured to detect a cyber attack. For example, the end
device may receive a command addressed to that end device,
but with unusual or illegal form, or oddly formatted, or at an
unexpected time, or contlicting with a previous command, or
other predetermined basis for suspicion. The end device may
then inform the hub device of the observation, 11 configured
to do so. Alternatively, the end device may silently begin a
series of self-checks to verily the problem and perhaps
determine whether it 1s due to an attack or receiver noise or
interference or some kind of equipment maltunction. The
end device may then inform the hub device of the self-check
results. As another alternative, upon detecting a suspicious
communication, the end device may immediately re-boot to
expel the presumed attacker, and then automatically inform
the hub device that 1t has re-booted. The boot sequence, or
the initial part of the operating system, may include auto-
matically transmitting a message to the hub indicating that
the end device has re-booted. The hub device can then
inform the end device of the current operating conditions
and parameters of the sub-network, since that information
may be erased upon each re-boot. On the other hand, the
suspicious command may 1n fact be a legitimate message
from the hub device. In that case, it 1s important for the end
device to let the hub device know that 1ts command was not
acted upon. The hub device may determine this by receiving
an alarm message from the end device, or by detecting that
the end device has re-booted instead of executing the
requested task, or by recerving no acknowledgement, or
other means. In that case, the hub device may repeat the
command, but with clarification to prevent the misunder-
standing, or may revise the command to eliminate the
suspicious element, or may update the end device’s firm-
ware to accommodate that type of message in the future.

Hub Sidelink

[0107] In some embodiments, hub devices may be able to
communicate with each other directly, and/or with other user
devices of the larger network. Ordinarily, a hub device
communicates with the base station on managed uplink/
downlink channels, and the base station then sends the
message down to the intended recipient, such as another hub
device on the larger network. However, this involves numer-
ous delays. For example, user-initiated messages on 3GPP
networks generally require the first hub device to wait for an
opportunity to submit a scheduling request, then wait some
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more for an opportunity to indicate the size of the intended
message, then wait some more for an opportunity to transmit
the message to the base station, then wait some more while
the base station alerts the second hub device that a message
1s coming, and then wait some more until the base station
finally sends the message to the second hub device in
downlink. Applications requiring hub-to-hub coordination
may need a more eflicient way to transfer information
between hub devices.

[0108] Insome embodiments, for faster and simpler coop-
eration, the hub device may communicate directly with
another hub device (or other user device) on a sidelink
channel or other communication means. For example, the
hub device may use sidelink mode-1 for hub-to-hub com-
munications 1n which the times and frequencies are managed
by the base station, or 1t may use sidelink mode-2 procedures
in which one of the hub devices assumes the role of the base
station 1n a local ad-hoc group. In either case, direct hub-
to-hub communication may enable faster and more con-
trolled coordination between sub-networks than cumber-
some message transiers up and down the larger network, and
may avoid clogging the base station with routine commu-
nications that the hub devices can handle themselves.

[0109] In some embodiments, for even greater autonomy
and control, the hub devices may belong to three different
networks ivolving three different communication technolo-
gies. For example, the hub device may be configured to
communicate with the base station using 3GPP protocols,
and with the end devices using the sub-network protocols on
restricted links, and also with the other hub devices using
another non-3GPP technology. There are many possible
non-3GPP communication technologies, one being Wi-Fi.
Such direct communication between hub devices, using
unmanaged protocols independent of 3GPP protocols, may
avoid loading the larger network with routine traflic that can
be handled autonomously by the sub-networks. In addition,
many applications require time-critical cooperation between
two different sub-networks, 1n which case the hub devices
may use direct hub-to-hub communication to avoid delays
inherent 1n the managed networks. For example, one sub-
network may be responsible for triggering an action, and a
second sub-network may be responsible for measuring the
action in real-time to verily correct motion or timing of the
action. For example, a first sub-network may trigger a tlash
tube timed to capture a transient event in real-time by
emitting an infrared light pulse when triggered, while a
second sub-network measures the eflect of the flash or the
subsequent motion of the action. Direct hub-to-hub signal-
ing may be needed to ensure that the measurement 1is
properly timed relative to the triggering of the action. In this
case, each hub device may belong to three networks: the
sub-network, the larger network, and an ad-hoc network
providing real-time communication between hub devices.
Such time-critical cooperation may be implemented without
burdening the larger network, so long as the sub-network,
the ad-hoc realtime network, and the larger network all have
different frequency bands.

[0110] In some embodiments, the end devices may use
DRX (discontinuous reception) to save battery power. The
DRX may include a schedule or periodicity determining
when the end device 1s to wake up and check for messages.
In a first version, each end device may select 1ts own
schedule and may inform the hub device. In a second
version, the hub device may assign a DRX schedule to each
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end device. For example, the hub device may cause all the
end devices to wake up at the same time for a polling
message. In a third version, the DRX schedule may be
pre-configured in the firmware of each end device, config-
ured for example by the higher authority when the end
device 1s built, 1n which case the schedule may be commu-
nicated to the hub device through the larger network when
the pre-configured end device 1s installed.

[0111] In some embodiments of DRX, the hub device may
cause each end device to wake at different times, so that the
hub device can transmit each end device’s message at the
correct time for that end device, while the others remain
asleep. No polling message 1s then needed.

[0112] In some embodiments of DRX, the sleep schedule
of each end device may be vanable. For example, the DRX
schedule may have a fast mode and a slow mode (that 1s, a
short periodicity and a long periodicity). The hub device
may indicate which mode 1s 1n use, depending on circum-
stances such as how often the end devices are called upon to
perform a task. The slow mode may be suitable when
process conditions are static or slowly changing, and the fast
mode, with a shorter sleep interval, may be suitable when
things are happening quickly, or after an alarm condition, or
at other time when the hub device needs the end devices
available to do tasks.

[0113] In some embodiments of DRX, the hub device the
end devices may be configured to wake up all at the same
time. In that case, the hub device may transmit a polling
message at the wake-up time, indicating which end devices
have a message on hold. The polling message may be a short
message 1n which each bit position corresponds to one of the
end devices, such that the bit 1s set to 1 11 there 1s a message
on hold for the corresponding end device, and zero other-
wise. The hub device can transmit the polling message when
the end devices are scheduled to wake up. Each end device
may then determine from 1ts bit position of the polling
message whether 1t has a message on hold. The end devices
that have messages on hold can request their messages, and
the others can go back to sleep. In one embodiment, each
end device can request 1ts message by replying on a con-
tention-based manner, 1n which case random backoil delays
and LBT intervals may be used to avoid collisions.

[0114] In some embodiments, the end devices that have a
message on hold may request their messages by transmitting
a brief (single bit) signal at a pre-assigned time after the
polling message, and the hub device can determine which
end devices request their messages according to the posi-
tions of those single-bit signals. In one embodiment, the end
devices transmit their request signals sequentially, according
to the order of mention in the polling message. For example,
cach end device that 1s indicated 1n the polling message may
transmit a single bit or pulse 1n a particular sequence, which
1s the sequence of mention in the polling message. Thus the
first-mentioned end device (with a message on hold) 1n the
polling message may transmit its request message {first,
followed by the second-mentioned end device 1n the polling
message, and so forth. In another embodiment, the pre-
assigned times include all of the end devices of the sub-
network, yet only those requesting a message on hold would
transmit the brief signal at that time. By either polling
response method, the request messages can then be quite
short since they do not need to include the identification
code of the end device; the hub knows the sequence and
therefore knows which end devices are ready for their
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messages. For example, each request message may be just a
single resource element pulse, transmitted at a particular
time corresponding to each end device that has a message on
hold. The hub device can determine from the series of gaps
and pulses which end devices are ready to receive their
messages, and can transmit them downcast 1n, for example,
the same order as the series of request pulses.

[0115] In some embodiments of DRX, the hub device may
transmit a polling message indicating which end devices
have messages on hold, using a terse pre-configured bit code
for example. The end devices may then get theirr messages
without transmitting request messages at all, if the hub
device knows which end devices are scheduled to be awake.
For example, the hub device may record or remember the
specific DRX schedule of each end device, and after trans-
mitting the polling message, the hub device can then trans-
mit each waiting message sequentially after the polling
message, and 1n the same order as the indicators in the
polling message. Each end device that 1s awake for the
polling message can then determine, from 1ts order in the
polling message, which of the subsequent messages 1s
intended for that end device.

[0116] In some embodiments of DRX, each end device
may transmit a brief acknowledgement after receiving its
message. For example, each of the end devices that are
indicated 1n the polling message may receive 1ts message 1n
sequence, and can then transmit a brief acknowledgement,
such as a single pulse during the acknowledgement delay
interval. A single pulse may indicate a successiul reception,
and silence may represent a failure to receive. There may be
no need for the end devices to identily themselves at that
time, because the hub device knows which end device 1s
acknowledging. In addition, if an end device over-slept or
otherwise failed to recognize i1ts waiting message, the
acknowledgement delay interval would be blank, in which
case the hub device can contact the missing end device later
and ask 1if 1t 1s ok.

[0117] In some embodiments, a potential problem with
DRX schedules 1s that the sleeping device’s clock may drft
out of alignment with the hub clock during long sleep
intervals, 1n which case the sleeping device may wake up too
carly or too late, and miss the polling message. To resolve
this problem, the hub device may transmit a characteristic
pre-polling pattern periodically before the polling message,
and a different characteristic post-polling pattern periodi-
cally after the polling message. For example, the pre-polling
pattern may be a single pulse once per millisecond for 3
milliseconds before the polling message, and the post-
polling pattern may be a double pulse once per millisecond
for 3 milliseconds after the polling message. The end
devices, upon waking up and detecting the single pulse
pattern, may remain awake long enough to receive the
imminent polling message. Those early wakers may also
adjust their clock rate and setting to better match the hub
device’s clock. If the end device detects the two-pulse
pattern upon waking, 1t knows that 1t has missed the polling
message, and therefore may adjust 1ts time and rate accord-
ingly, so that 1t will wake up on time to receive the next
polling message.

Cybersecurity of Sub-Networks

[0118] In some embodiments, each end device may
include a processor such as a microcontroller, coupled with
a secure memory containing a boot sequence and an oper-
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ating system for the end device. The secure memory may be
a ROM (read-only memory). For example, the ROM may be
a UROM (unalterable read-only memory) which cannot be
altered under any circumstances, or a “PROM” (program-
mable read-only memory) which can be altered under cer-
tain circumstances. The PROM term includes those memory
devices that can be rewritten electronically by activating a
write-enable feature, and other devices that require a physi-
cal enablement, such as an ultraviolet light, to erase and
rewrite. PROM also includes those types that can be altered
at individual memory addresses, as well as those that must
be fully erased and reprogrammed. The term “ROM™, with-
out further specification, or “secure memory”, will encom-
pass all those types. In contrast, a RAM (random-access
memory) 1s a volatile, transitory, readily altered memory,
and therefore may not be secure. Registers and the like 1n the
processor, or elsewhere, are also not secure because they
could be altered by a hacker, 1n principle.

[0119] In some embodiments, the end device may include
a PROM such as a Flash or EPROM or EEPROM memory
(Erasable or Electrically Erasable Programmable Read-Only
Memory), each of which may be altered using electrical
signals by activating an electronic write-enable function. In
addition, the end device may be configured to activate the
write-enable function only under certain circumstances,
such as upon decrypting a password, or upon providing a
physical enablement applied to the end device. For example,
the physical enablement may be a physical button press on
the end device, a UV (ultraviolet) light applied to the end
device, a voltage applied to a pin of the end device, or other
actions detailed below.

[0120] In some embodiments, the end device may be
configured to boot only from 1ts ROM, by executing pro-
cessor 1nstructions contained 1 a boot sequence of the
ROM. Booting from ROM ensures that any malware
injected into RAM by an attacker will be eliminated upon
cach re-boot, provided that the boot sequence 1s configured
to erase the RAM and registers before passing control to the
operating system. Booting from ROM may restore the end

device to a pre-configured state, and may thereby expel an
attacker.

[0121] In some embodiments, the end device may be
configured to execute instructions only 1n the ROM memory,
and never from a RAM (random-access memory), if present.
Preventing RAM execution can thereby prevent an attack 1n
which the attacker loads malware mto RAM. For example,
the ROM can include an operating system, which includes
routines for acquiring data, communicating with the hub
device, performing security tests, and other operations that
the end device needs to perform. For security, the ROM
firmware may include no routines that the end device does
not need, since each unnecessary capability represents a
potential attack surface. By limiting the boot and system
(collectively, the “firmware”) to support only those particu-
lar actions that the end device needs, the attack surface may
be minimized. In some embodiments, the boot sequence and
operating system may be programmed 1nto the ROM during
construction of the end device, in which case the end device
may be readily bench-tested by technicians or autonomous
robots before installing 1n a sub-network. For example, an
autonomous testing device may run the new end device
through a wide variety of security tests, revealing any
irregularities or defects, including rare failure modes, before
releasing the new end device for installation.
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[0122] In some embodiments, the sub-network may be
tully pre-configured and engineered for particular tasks. For
example, each end device may be provided with a permanent
globally-unique 1dentification code of the end device, a
shorter local i1dentification code of the end device, the
globally-unique 1dentification code of the hub device, the
shorter local 1dentification code of the hub device, the boot
sequence, and the operating system including all task func-
tions that the end device 1s capable of performing. In a first
version, these things may be installed 1n the ROM during
manufacture of the end device. In a second version, the
ROM memory chip may be manufactured separately and
then installed 1n the new end device before 1t 1s mounted in
the sub-network. In a third version, the end device may be
tully prepared except for programming the PROM, which
may be performed just before or just after installation of the
end device into an application.

[0123] In some embodiments, the new end device may be
provided with a transceiver tuned to a commumnication
frequency of the sub-network. The transcerver may be tuned
and tested by techmicians or autonomous robot testers,
betfore 1nstallation 1n the sub-network. Whenever a new end
device 1s to be installed 1n an existing sub-network, the hub
device may be mnformed of the change by the higher author-
ity or its agents, by messaging through the 3GPP network.
For example, a downlink message from the higher authority
or its agents may include the idenftification codes and
planned tasks of the new end device, 1n which case the end
device may become a member the sub-network automati-
cally, as soon as 1t 1s placed 1n radio range of the hub device
and powered up. Importantly, the end device may join the
sub-network without the need for roaming, search and
discovery, authentication and registration, or any of the other
entry procedures of 3GPP networks, each of which consti-
tutes a potential attack surface to a creative hacker. Pre-
configured end devices may thereby provide strong security
intrinsically, without the complex encryption and security
protocols of the larger network, many of which may be
difficult for LC-IoT devices to perform.

[0124] In some embodiments, for even greater security,
the end device may be configured to re-boot from ROM
frequently. For example, the end device may be configured
to re-boot on a predetermined schedule. Alternatively, the
end device may be configured to re-boot responsive to an
event such as after transmitting each upcast message. The
end device may be configured to re-boot periodically, such
as once per second or per minute or per hour or other
periodicity. The period may be specified 1n the end device’s
ROM (1in the boot sequence or the operating system for
example), or the period may be specified by the hub device
in a separate downcast message. In some embodiments, the
end device may be configured to re-boot belore or after
making each measurement or actuating each actuator. In
other embodiments, the end device may be configured to
re-boot at other times to be determined by the application
needs and specified 1 pre-configured ROM code or
instructed by the hub device. Frequent re-booting restores
the original state of the operating system and RAM, and
therefore may quickly expel any hacker intrusion. Hence,
frequent re-booting may greatly complicate the job of the
hacker, and may thereby protect both the end device and the
hub from attacks.

[0125] In some embodiments, all messages between the
end devices and the hub device may be encrypted. For
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example, each end device can be configured with a different
encryption key, known only to the end device and the hub
device (and optionally to higher authorities having proper
security). The hub device may use yet another encryption
key for transmitting downcast messages.

[0126] In other embodiments, the internal (upcast and
downcast) messages of the sub-network may be transmitted
plain, not encrypted. Encryption i1s expensive in terms of
time and computation energy, both of which are in limited
supply for low-complexity battery-operated end devices. In
some embodiments, only the longer messages, such as
installation messages, may be encrypted, whereas there may
be no reason to encrypt shorter or standard pre-configured
messages such as acknowledgements. Most short messages
and routine signaling have no private content. It makes little
sense 1o encrypt a single-bit response that indicates whether
a light 1s on or ofl. In many applications where privacy 1s not
required, and where messages 1n the sub-network are brief,
encryption may be avoided without compromising security.
The vast majority of envisioned use cases of LC-IoT involve
routine basic messages of a non-private, non-confidential
nature, for which routine message encryption may be a
waste of resources.

[0127] In some embodiments, the hub device, or the
higher authority, may use an algorithm to determine which
messages are to be encrypted and which are to be sent plain.
In some cases, the end device identification code may be 1n
plain text, and the rest of the message may be encrypted, in
which case the recipient can tell that the message 1s
encrypted when 1t fails to correspond to any of the expected
formats. In some cases, the encrypted messages may include
an indicator indicating that they are encrypted, such as a
particular bit pattern as the start of the message or spaced
apart from the start of the message by a gap of no trans-
mission. The recipient may determine, according to the
presence or absence of the particular bit pattern, and the gap
if present, whether the following message 1s encrypted.

[0128] In some embodiments, the end device may be
configured to detect a cyber attack. For example, the end
device may detect an unexpected change 1n its RAM
memory or registers, which the end device did not do. This
1s strong evidence of intrusion. Alternatively, the end device
may perform a measurement and find an unexpected value,
such as a value out of range or inconsistent with other data.
This may be due to noise or sensor failure, or may be
evidence of an attacker. The end device may become sus-
picious upon receiving an instruction allegedly from the
hub, but malformed or inconsistent or otherwise unexpected.
Alternatively, the end device may receirve a correctly for-
matted command as 11 from the hub device, and may respond
to 1t as usual, only to be asked by the hub why the end device
did that. In each case, or for other possible attack signatures,
the end device may take defensive action. The defensive
action may be to transmit an upcast message to the hub
device indicating the observations and the suspected prob-
lem. Alternatively, or in addition, the defensive action may
be to automatically initiate a series of seli-tests that have
been defined by operating system instructions. Alternatively,

the hub device may instruct the end device to execute those
seli-tests.

[0129] Insome embodiments, the end devices may include
routines 1n the ROM firmware for various self-tests, con-
figured to determine whether a suspected problem 1s due to
a cyber attack, or sensor noise, or receiver noise, or equip-
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ment malfunction, or some other failure. Depending on the
test results, the hub device may do several things. If the test
results of the self-tests are all in the normal range, the hub
device may allow the end device to resume normal opera-
tions, but may treat upcast messages from that end device
with special care thereaiter. If the test results indicate a
likely cyber attack, the hub device may nstruct the end
device to re-boot, and after the re-boot 1s done, may instruct
the end device to perform the seli-tests again. If the second
set of self-tests also indicates an attack, then the hub device
may quarantine the end device by cutting ofl all further
communication with i1t, and may submit a maintenance
request to the base station or the higher authority. In addi-
tion, the hub device may perform 1ts own self-tests to check
whether the attack has propagated upward. If the hub’s
seli-tests indicate that the attacker has intruded into the hub
device, then the hub device may alert the base station using
a pre-configured alarm, and may then quarantine itself by
cutting off all further uplink communication to the larger
network until the maintenance team can decide what to do.
In some embodiments, upon a suspected cyber attack, the
end device and/or the hub device may be configured to avoid
re-booting, so that the evidence of intrusion may be pre-
served, from which the i1dentity and/or method of the
attacker may be determined. On the other hand, 1f the
seli-tests of the end device indicate something other than a
cyber attack, such as a flaky sensor, the hub device may
respond by adjusting the procedures, for example by aver-
aging multiple measurements to mitigate the sensor noise. If
the self-tests indicate that the problem i1s caused by weak
reception or interference, the hub device may increase it
downcast power level to improve reception by the end
device. If the problem persists or otherwise defies local
mitigation attempts, the hub device may request assistance
from the maintenance team, or alternatively may ignore and
quarantine the sick end device, 1f that 1s feasible.

[0130] In some situations, an end device may be unable to
respond to instructions from the hub device. This may be due
to an unknown glitch, or a cyber attack, or some problem
with the receiver, among other possibilities. In some
embodiments, the hub device or the larger network or the
higher authority may be able to force a re-boot of the end
device by temporarily cutting off 1ts power. For example, the
end devices may be configured to automatically re-boot
upon restoration of the power. In addition, the hub device
may depower the entire sub-network temporarily, especially
il a wider attack 1s suspected, thereby forcing a re-boot of all
the end devices. If the end device remains non-compliant
upon re-booting, then the hub device may permanently
quarantine the compromised end device to prevent further
infection. If feasible, the hub device may reconfigure the
other end devices to carry out the tasks of the quarantined
device. In each case, the hub device may inform the base
station of the problem and the final status.

[0131] In some embodiments, the hub device may instruct
an end device to perform certain pre-configured seli-tests to
detect a hacker’s presence. For example, the seli-tests may
be to calculate a hash or parity construct of the PROM
contents, including the boot sequence and the operating
system, or subsets thereof. Such a seli-test would confirm
the integrity of the PROM, and would reveal any (unlikely)
changes 1n the ROM, despite 1ts security. If the ROM has
somehow been changed, the hub may immediately quaran-
tine the end device and request assistance from the higher

Sep. 19, 2024

authority. Another self-test may be to erase all of the RAM,
and then to calculate a hash or parity construct of the RAM
memory. The hash or parity should be all zeros 1n that case,
and any other value would indicate something very suspi-
cious 1s going on. Another seli-test may be to perform a
measurement or other operation that attempts to set the
various registers of the processor mto a known configura-
tion, and then to calculate a hash or parity construct of the
registers. Any disagreement indicates either an attack or a
hardware failure. Another seli-test 1s for the end device to
perform a series of sensor measurements or actuator actions
in rapid succession, followed by a report of the results. The
rapid repetition may be mstructed by the hub device, or 1t
may be one of the self-tests written 1 the end device’s
firmware. Other seli-tests may be included 1n the operating
system firmware for diagnosing problems. The hub device
may know the correct answer for each of these tests, but the
end device generally does not. Thus the hub device can use
the end device’s answers to each self-test, for example to
evaluate the problem, or to localize the problem to one
subsystem of the end device, or at least to determine whether
the problem 1s still present after defensive actions like
re-booting.

[0132] In some embodiments, the hub device may already
know precisely how much time 1s required for the end device
to complete each seli-test and report the results. The
expected time may be based on a theoretical calculation of
the various steps 1volved, or it may be determined by
running those tests during bench testing, or when the end
device 1s mitially installed, or at another time. Then after
ordering the end device to perform a particular test, the hub
device may measure the amount of time between transmit-
ting the order and receiving the result. The hub device may
then compare the time required for the self-test to the
previously measured time intervals. Even 1f the test result 1s
correct, the hub device may still interpret any change in the
amount of time required for the seli-test as evidence of
hacking. The execution time may be changed, for example,
it a hacker has inserted extra code, substituted malware, or
made other changes interfering with the operation of the end
device.

Securely Updating,

[0133] In some embodiments, one or more end devices
may be reconfigured after installation on a sub-network. For
example, the higher authority may decide that the sub-
network needs to be changed by adding or removing one of
the end devices, or by adding a new or different task for the
current end devices, or by changing procedures or commu-
nication, or to fix a bug, among many other possible
changes. In each case, the changes involve updating the
firmware of one or more end devices. Disclosed below are
three versions of a sub-network change. In a first version, the
new or changed end device may be reconfigured by physi-
cally separating 1t from the system. In a second version, the
PROM memory of the end device may be updated using a
physical enablement to activate the write-enable function of
the PROM. In a third version, the PROM may be updated
wirelessly. In each version, the change may be accomplished
without sacrificing cybersecurity, as detailed below.

[0134] In a first embodiment, an end device 1s to be
updated with a new operating system 1n ROM. A mainte-
nance crew may detach the end device from the sub-
network, make the changes on an electronics bench or the
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like, and then re-install 1t. The hub device may be informed
of the update via the larger network. Upon recognizing the
updated end device, the hub device may instruct it to
perform various tests and calibrations, recording the results
of each seli-test, comparing those results to the expected
values, calibrating the response time for each diagnostic, and
other tests to verily that the new or updated end device 1s
working properly.

[0135] In a second embodiment, the firmware of an end
device may be updated using a physical enablement that
hackers cannot copy. The physical enablement 1s an action
that enables the write-enable function of the PROM, but
which cannot be done by wireless signals alone. For
example, a physical enablement may be a button press on the
end device, configured to energize the write-enable mput of
the PROM. The write-enable mput 1s generally a voltage
applied to a pin of the PROM chip, or an ultraviolet light that
crases the memory elements. In some embodiments, the
update can be performed using a JTAG (Joint test action
group) connector which does a similar function when con-
nected to a suitable programmer device. The physical
cnablement may alternatively be the placement of a NFC
(near-field communication) device against the end device, 1n
which case the updated code may be transferred through the
NFC device wirelessly. Although the NFC method 1s tech-
nically wireless, it 1s considered a hacker-proof physical
enablement because 1t would require the hacker to gain
physical access to the end device. (If an attacker has
obtained physical access to the end device, then the attacker
has lots of options for causing trouble. But this scenario will
not be considered further.) An alternative physical enable-
ment 1s a SIM (subscriber 1dentity module) card which can
be mserted mnto a SIM card reader on the end device. For
example, the new operating system may be included 1n a
memory of the SIM card. The end device may copy the new
firmware into 1ts PROM. Alternatively, the end device may
treat the SIM memory as its ROM, and may execute the boot
sequence and operating system directly from the SIM
memory, with no other installation steps required. In that
case, replacing the SIM card 1s equivalent to replacing the
firmware. Other physical enablements are possible and envi-
sioned, the important aspect being that the physical enable-
ment allows the firmware to be updated, but cannot be
performed remotely. Updating by physical enablement may
be suitable when the end devices are accessible to the higher
authority or the site maintenance team, but not to a hacker.

[0136] In a third embodiment, the end device firmware
may be updated using wireless communications alone, with-
out a physical enablement, yet may maintain a high level of
cybersecurity on par with the 3GPP network. For example,
the end device may have a table of single-use keys installed
in protected ROM memory, reserved for system updating.
The end device may then use the single-use keys to decrypt
and 1nstall new firmware. For example, the hub device may
encrypt the new firmware using one of the single-use keys,
then transmit the encrypted firmware to the end device 1n a
downcast message, along with an index or address indicat-
ing which of the single-use keys was used. In some embodi-
ments, the end device does not have direct access to the
single-use key table, except when so instructed by the
installation message, and then can retrieve only the one key
indicated by the index. Thus the end device can retrieve the
selected single-use key from the table according to the index
provided 1n the installation message, and may use that key
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to decrypt the firmware. The decryption does not need to be
complex. For example, the end device may use an XOR
(exclusive or) operation to combine individual bits of the
firmware and the single-use key, the output being the
decrypted firmware.

[0137] In some embodiments, the single-use keys may be
truly random bit sequences, such as those generated by
thermal noise or other physically random process, as
opposed to a complex pseudo-random algorithm which 1s
generally less secure. In some embodiments, the single-use
keys may be sufliciently long to defeat a brute-force attack
using current computing capabilities. For example, the
single-use keys may be 128 bits in length, or a longer length
if needed to defend against future quantum computers and

the like.

[0138] In some embodiments, the end device may imme-
diately disable its recerver upon receiving an update instal-
lation message from the hub device, and may re-enable the
receiver after the installation 1s finished, thereby preventing,
any 1nterference by a hacker during the updating process.
Alternatively, the end device may be configured to 1gnore or
discard all signals received during the updating process. This
may defeat attackers attempting to interfere with the firm-
ware updating procedure.

[0139] In some embodiments, the end device may have a
PROM that includes a password-protected write-enable
function. The write-enable function enables the PROM to be
altered. In a first version, the write-enable password may be
hidden within the system code, at a location known to the
end device. In a second version, the write-enable password
may be provided by the hub device in the nstallation
message, encrypted along with the system code. In a third
version, for even greater security, the write-enable password
may be split into two halves, in which the first half of the
password 1s hidden in the system code at a location known
only to the end device, and the second half of the password
1s provided, encrypted, i the installation message. In each
case, the end device may readily reconstruct the password
while decrypting the system code. Thus the end device may
decrypt the password and turn on the write-enable feature of
the PROM when 1t 1s time to install the new firmware, and
may erase the password as soon as the installation 1s
finished. For example, the password may be a truly random
bit sequence with a length equal to the single-use keys.

[0140] In some embodiments, after copying the new firm-
ware 1nto the PROM, the end device may be configured to
crase all temporary memory such as RAM and registers,
disable the write-enable feature, restart the receiver, and then
re-boot to begin using the updated system code. As an extra
(redundant) security feature, the boot sequence or the oper-
ating system may include, again, erasing the registers and
RAM, disabling the write-enable feature, and restarting the
receiver, thereby ensuring that those steps are performed.
The updated end device can then resume 1ts tasks immedi-
ately after booting up. However, the hub device may call for
additional self-testing to verily the update before resuming
routine operations. In addition, the hub device may transmit
a message to the end device mforming it of the current

sub-network parameters and conventions, such as which
local 1dentification code to use.

[0141] In some embodiments, the single-use keys 1n the
key table may be scrambled (or encrypted) for extra security.
Each single-use key may be scrambled with a different
scrambling code. In some embodiments, the end device does
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not know the scrambling codes. Thus the single-use key
table 1s protected, i addition to being scrambled by scram-
bling codes unknown to the end device. The hub device may
send the scrambling code 1n the installation message, along
with the mdex, and the encrypted operating system firm-
ware, and the encrypted password. The end device can then
descramble the selected single-use key before decrypting
and 1nstalling the firmware. The descrambling, like the
decryption, may be performed by XOR merging of the
selected single-use key and the scrambling code, thereby
retrieving the unscrambled single-use key. Scrambling the
single-use keys may seem like a redundant step, but this
represents a very small cost, and would deter any hacker that
somehow reads the single-use keys despite the security. Like
the single-use keys, each scrambling code 1s used only once.
The scrambling codes may be truly random bit sequences
with a length equal to the single-use keys.

[0142] In some embodiments, the new firmware may
include a list of which single-use keys have been used, that
1s, a used-key list. Whenever the end device recerves another
installation message, the end device can check the used-key
list to make sure the message 1s not from a hacker trying to
re-use one of the previously transmitted keys. If either the
previously-used index or the associated scrambled key 1s 1n
the used key list, the end device may reject the installation
message and alert the hub device to the presumed hacking
attempt. In this scenario, a hacker cannot inject malware by
repeating the updating procedure because the attacker does
not know the single-use keys; and 1f he somehow breaks
protection of the single-use key table, he still does not know
the scrambling code; and 11 he miraculously got the scram-
bling code for one of the unused keys, the attacker 1s still
thwarted because he doesn’t know the password for unlock-
ing the PROM write-enable feature. If the hacker listens to
the mstallation message and learns those values, and quickly
crafts a malware 1nstallation instead, he still cannot 1nject 1ts
own firmware 1n place of the system code, because the end
device stops recerving signals immediately at the end of the
installation message, and there 1s simply no time for the
hacker to do all those steps before the receiver shuts down.
Hence the wireless updating protocols and secret keys may
provide very high cybersecurity, on par with the cybersecu-
rity provided to 3GPP user devices, but without the complex
and computationally demanding 3GPP security protocols.

[0143] In some embodiments, the sub-network may be
configured to prevent an attacker from infecting the 3GPP
network through the sub-network. For example, such an
attack may start by the attacker compromising an end device
(despite the above arguments) or by impersonating an end
device, or otherwise. The attacker may then attempt to
invade the hub device and gain entry ito the 3GPP network.
For example, in a “code-injection” attack, the attacker
conceals executable code 1n data, such as the measurement
data of an end device. However, as mentioned, the hub
device may be configured to interpret every upcast message
as raw numerical data (such as a sensor measurement) or a
predetermined answer (such as an acknowledgement), and
never as executable instructions or computer code. By those
restrictions, the hub device confines the attacker to the single
end device. In addition, the hub device may watch for any
indication of hacking, such as an improperly stated answer
or an unrequested sensor message or an unreasonable data
value or other abnormal event. Any one of those, or other
suspicious event, may cause the hub device to suspect an
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attack attempt, which may lead to further defensive action.
In addition, 1f the hacker somehow managed to get malware
into the hub device disguised as data despite these barriers,
the attack would still fail because the hub device does not
execute 1t. Moreover, the hub device usually processes the
data, which would destroy the attacker’s code automatically.
For example, the hub device generally combines the mea-
surement data with multiple other measurements, or calcu-
lates differences between data from separate end devices, or
performs other analysis on the data before passing a sum-
mary report uplink, all of which would render the malware
code 1ncoherent. In most cases, the hub device either deter-
mines that the data 1s 1n a normal range or 1s not. I the data
seems normal, the hub device generally averages and then
summarizes it, or more commonly discards 1t as uninterest-
ing. If, however, the data 1s peculiar, such as exceeding a
threshold or other condition, the hub may take some other
action. In no case would the raw data remain unaltered by
processing. In no case would the hub or other processor
attempt to execute the data as code. Thus the restricted link
acts as a second firewall, protecting the hub device, even 1
an end device has somehow fallen under the control of an
attacker.

[0144] In some embodiments, for even greater security,
the end device may be configured to obfuscate any ijected
malware before transmitting. For example, the end device
may be configured to transmit its measurement data in a
format that includes an additional 1 or 2 additional bits. The
end device may insert random numbers into the extra bits of
cach data value before transmitting the data, with the extra
bits distributed within each measurement value according to
a pseudorandom algorithm. The hub device, upon receiving
cach upcast message, immediately removes the extra bits
before processing the remaining bits as proper data. I a
hacker tries to msert code mto an upcast message, the code
will become garbled as soon as the hub device deletes the
extra bits. By treating upcast data as data, and by accumu-
lating or processing it before passing 1t on, and by deleting
extra bits hidden 1n the data, the hub device can protect itself
and the 3GPP network, even in the (lughly unlikely) event
that one or all of the end devices has been taken over by the
attacker.

[0145] In some embodiments, the single-use key table
may be written 1n a separate, permanently unalterable
UROM, mstead of the PROM that contains the operating
system. The hub device 1s responsible for maintaining a list
ol single-use keys that have already been used, and for
avoilding using them again. The number of wireless updates
1s then limited to N, the number of single-use keys. In
addition, the used keys, or their indexes, may be recorded 1n
PROM along with the operating system, for easy detection
of re-use. Upon receiving an update installation message, the
end device can check the used-key list and thereby detect a
hacker’s attempt to re-use one of the keys. The end device
may then contact the hub device, warning of a hacker
attempting to emulate the hub device using prior keys from
the key table.

[0146] To consider a specific non-limiting example, the
single-use keys could be 128-bit codes, and the table may
contain 256 such codes (thereby enabling N=256 wireless
updates). A 4 k byte ROM 1s suflicient for such a table, and
1s readily available. In the future, key codes with 256, 512,
1024, or larger bit counts may be necessary to prevent
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brute-force attacks using quantum or other high-perfor-
mance computing technologies.

[0147] In some embodiments, the firmware may still be
updated, even when the N keys have all been used. To do so,
a physical enablement may be applied, bypassing the key
table, and thereby allowing further updates without limat.
Thus the physical enablement may take the place of a
single-use key when necessary.

[0148] In some embodiments, the boot sequence and the
operating system may be 1n a first PROM, and the single-use
key table may be 1n a second PROM separate from the first.
In that case, after all of the single-use keys have all been
used, or at any other time, the single-use key table may be
replenished using a physical enablement to rewrite the key
table 1n the second PROM. Hence there could be an unlim-
ited number of updates.

[0149] In some embodiments, a new single-use key table
may be included in each new system code, encrypted along,
with the system code 1n each installation message. The new
key table may be the same as the old key table but with all
of the previously-used keys erased, or more preferably
replaced with new and different keys, thereby preventing a
hacker from re-using the previously used keys. Alterna-
tively, for greater security, all of the single-use keys in the
new table may be different from all of the old ones, even
though only one of the old keys was actually used. Since the
key table 1s replaced upon each usage, an unlimited number
of updates 1s supported, and an attacker that somehow
learned of the previous key values would be thwarted when
the all-new key table 1s mnstalled.

[0150] In some embodiments, the single-use key table
may be embedded in the processor, for example 1n perma-
nently unalterable memory locations within the processor
circuitry. Such an in-processor key table may be written at
the same time that the other processor functions are fabri-
cated, such as micro-code and the like. The update instal-
lation message may then provide the end device with
authorization to access the in-processor key table and to
retrieve the key at the index mentioned in the update
installation message. If the in-processor key table i1s unal-
terable, the end device may include n PROM a list of
already used keys, so that they cannot be used again. In
another embodiment, the in-processor key table 1s alterable,
such as a PROM included 1n the processor circuitry. In that
case, the used keys may be erased during the updating
process and/or replaced by new keys.

[0151] In some embodiments, the installation message
may include an error-detection code (such as a hash or digest
or parity construct or the like) of the as-transmitted 1nstal-
lation message, exclusive of the error-detection code 1tself.
The end device can calculate the hash based on the as-
received version of the installation message, and compare. I
there 1s a mismatch, the end device may conclude that there
was a transmission error or that a hacker intervened, or some
other mishap, and may reject the update. The end device
may then transmit an upcast message mforming the hub
device of the rejection, or transmit a NACK. The hub device
may then try again, preferably using a different single-use
key with a different scrambling code.

[0152] In some embodiments, the hub device may prepare
an error-detection code of the new system code 1n 1ts
decrypted form, and may include that error-detection code 1n
the update installation message. The end device may then
calculate the hash of the new system code after decrypting,
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but before istallation into the PROM. Any mismatch may
cause the end device to abort the update and alert the hub
device.

[0153] In some embodiments, the installation message
may include a first error-detection code of the as-recerved
installation message, with the system code still encrypted,
and a second error-detection code of the decrypted firmware,
betore 1t 1s 1nstalled into the PROM. The end device can
calculate those hashes before and after decryption, and 1f
either one disagrees with 1ts error-detection code, the end
device may reject the message (erasing all RAM for secu-
rity) and transmit a NACK to the hub. In addition, one or
both of these error-detection codes may be encrypted along
with the firmware.

[0154] In some embodiments, each end device may
include two ROM memories for different purposes. For
example, one memory may be a PROM containing the
single-use key table, the boot sequence, and the operating
system. A second memory may be an unalterable UROM
containing instructions for performing each step of the
update, that 1s, the update installation instructions. In this
version, the operating system has no updating instructions,
other than to jump to the second ROM upon receiving an
update command from the hub device. The end device may
be configured to access the UROM only 1n response to an
installation message. The end device may then begin execut-
ing instructions from the unalterable UROM to carry out the
installation. An advantage of placing the updating instruc-
tions 1n a separate memory may be that the regular PROM
memory can be completely erased and re-written during the
installation, since the instructions are contained 1n the sec-
ond ROM. An advantage of placing the updating instruc-
tions 1 a second memory may be that 1t simplifies the
updating process. Execution from a PROM while it 1s being
updated can be tricky, and in some cases, impossible. Thus
in this embodiment, the PROM contains the boot sequence
and operating system which are being re-written, while the
processor 15 executing updating instructions directly from
the UROM. The updating instructions may include muzzling
the receiver upon receiving the installation message, calcu-
lating hashes 11 desired, extracting the indicated single-use
key from the key table according to the index, descrambling
the selected single-use key according to the provided scram-
bling code, then decrypting the system code using the
single-use key, then checking the hash of the decrypted
system code, then activating the PROM write-enable func-
tion using a password, and copying the new system code nto
the PROM. The UROM code may also include instructions
for disabling the PROM write-enable function after instal-
lation 1s finished and checked, erasing RAM and everything
crasable, restarting the receiver, and then triggering a re-boot
using the new boot sequence. Since the installation steps are
dictated by an unalterable memory, 1n this version, the
PROM updating process may be completed securely.

[0155] In some embodiments, the 1nstallation mstructions
may be contaimned 1 a secure memory 1installed in the
processor of the end device. The m-processor memory may
be programmed with the 1nstallation instructions at the same
time that the other processor functions are written, such as
micro-code instructions. The update installation message
may provide authorization or a password or other security
teature that enables the processor to execute the installation
instructions from the in-processor memory, instead of
executing from the main PROM. Execution from the 1in-
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processor memory during system installation may be nec-
essary, or at least simpler, when the main PROM 1is being
erased and reprogrammed with the new operating system.
[0156] In some embodiments, the end device may include
a SIM card reader. The SIM card may include a memory
containing the operating system and boot sequence, 1n which
case the SIM card memory may be the main secure memory
instead of a built-in PROM or UROM. In addition, the SIM
card may include the updating and installation instructions,
so that the processor can execute the updating and installa-
tion structions from the SIM card memory instead of
attempting to execute from the same PROM that 1s being
updated. In other embodiments, the end device may have
both a PROM and a SIM card 1nstalled, 1n which case the
updating process may be to read a new operating system
from a SIM card mserted into the reader and copying the
operating system to the PROM of the end device. The SIM
card may then be withdrawn after the updating, or it may be
left 1n the device but rendered inaccessible without a pass-
word or the like.

Other Cyber Applications

[0157] The cybersecurity procedures described above may
be used to securely update a wide varniety of systems and
applications. For example, most modern vehicles are depen-
dent on software. Software generally requires updating to fix
bugs, provide enhancements, serve additional applications,
enhance user features, and so forth. However, the updating
protocols can represent an attack surface which, if breached
by a hacker, could allow the vehicle to be remotely con-
trolled by hackers. This security risk may be greatly muti-
gated by (a) providing a secure memory for the firmware,
including the boot sequence and the operating system of the
vehicle; (b) configuring the processor to execute instructions
only from the secure memory, never from RAM which 1n
principle can be altered by a hacker; (¢) providing a table of
single-use keys specific to the particular vehicle, also 1n
secure memory of the vehicle; (d) scrambling each single-
use key by a different scrambling code, also vehicle-specific
and single-use; and (¢) wirelessly transmitting an installation
message to the vehicle containing the encrypted system
code, an 1index pointing to the selected single-use key, the
scrambling code specific to the particular vehicle and to the
specific single-use key, and optionally an encrypted pass-
word for controlling the write-enable function of the secure
memory. The vehicle’s processor can then inhibit further
receptions during the update, retrieve the scrambled single-
use key from 1its internal table, unscramble the single-use
key, decrypt the operating system using the single-use key,
install the new operating system (or other update modifica-
tions) using the password to enable PROM writing, then
crase the scrambling code and the single-use key and the
password, disable the PROM write-enable function, restore
the receiver, and re-boot for a secure wireless system update.
[0158] Further applications that require secure updating
may benefit from single-use keys, optionally scrambled by
a unique scrambling code, and stored 1n a secure memory.
For example, ordinary computers such as personal comput-
ers, as well as computers in general, often require software
updates, which are almost always delivered remotely, such
as by Internet or wirelessly. Hackers have developed ways
to use the updating procedure to inject malware. To prevent
such an attack, each computer can include a protected list of
(optionally scrambled) single-use keys, installed by the
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soltware manufacturer during the initial system installation,
and different for each licensed copy of the software. Then,
to provide a hacker-proof update wirelessly or by Internet,
the software manufacturer can encrypt the update file dif-
terently for each licensed copy, using one of the single-use
keys associated with that licensed copy. The manufacturer
can then transmit the encrypted update file along with the
scrambling code, and the processor can descramble and
decrypt and stall as described previously. A hacker inter-
cepting the update transmission would be unable to use 1t
because the 1nstallation message does not include the single-
use key. If the hacker has somehow copied the single-use
key table and also intercepts the installation message, then
in principle the hacker could use the scrambling code to
unscramble the single-use key, then decrypt the update file,
then figure out how to insert the malware, and then re-
encrypt the altered update file, then somehow replace the
downloaded file with the corrupted version. Clearly, this 1s
not feasible, since the target computer would already be
finished 1nstalling the update long before the hacker has had
enough time to doctor the code, and 1n any case the computer
would likely reject a retransmission of the update file in the
middle of an update, and certainly would reject a second use
of the same key. But even 1f the hacker succeeded 1n doing
all of that, including miraculously solving the re-injection
issue, then what has the hacker gained? One-time access to
a single PC. None of the mformation that the hacker has
gained would be useful for another attack because all of the
computers have different single-use keys and different
scrambling codes. Therefore the security risk 1s judged to be
negligible.

Sub-Network Applications

[0159] Numerous applications are foreseen for wireless
sub-networks such as those disclosed herein. For example,
in some embodiments, the sub-network may be non-mobile,
in the sense that the distance between the hub device and 1ts
end devices remains constant or nearly constant. For
example, a robotic welder 1n a factory may include numer-
ous end devices such as angle sensors, motor actuators, and
the like. The robotic welder also includes a hub device
configured to manage the end devices, while also commu-
nicating as needed with the factory 3GPP network. The end
devices may move short distances as the robot does 1ts work,
but the change in propagation of sub-network messages
would remain negligible.

[0160] In some embodiments, the sub-network may be
mounted in a moving vehicle, yet the sub-network may be
considered static nevertheless, because the end devices and
the hub device are mounted together in the vehicle and
maintain a constant separation despite the overall motion.
Although communications between the hub device and a
fixed base station may require Doppler corrections and
timing shifts and the like for those 5G/6G communications,
the sub-network itself generally remains unaifected by such
motion. In some embodiments, the vehicle may also include
a base station or relay point, in which case the motional
corrections are needed not 1n uplink-downlink communica-
tions but in backhaul between the mobile base station and
the rest of the network. Other topologies are possible. In
each case, the sub-network communications can avoid the
complexities of mobaility procedures such as resynchroniza-
tion, Doppler correction, beam re-alignment, signal fading,
and the like, due to motion of the vehicle.
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[0161] In some embodiments, the vehicle may include a
closed 3GPP network including a base station and core
network on the vehicle, which maintains contact with vari-
ous local fixed-position base stations or core networks, as
the vehicle passes by. In one embodiment, the vehicle-
mounted base station may register as a regular user device
on one ol the fixed base stations and communicate via
Doppler-corrected uplink/downlink communications. In
another embodiment, the vehicle-mounted core network
may communicate with the fixed core network on backhaul
channels, also using Doppler-corrected communications. At
the same time, the hub devices communicate with the
vehicle base station 1n regular uplink/downlink communi-
cations, and also communicate with their end devices on the
restricted upcast/downcast links. In some cases, the hub
devices of the vehicle may communicate with each other 1n
sidelink or a third type of network.

[0162] In some embodiments, an autonomous or semi-
autonomous vehicle may include one or more sub-networks,
cach sub-network including multiple sensor-type and actua-
tor-type end devices, the end devices connected by restricted
links to a hub device on the vehicle. The sensor-type end
devices may be configured to measure, for example, an o1l
temperature, a water temperature, a battery voltage, a crank-
shaft rotation rate, a travel velocity and direction, and other
internal or mobaility parameters of the vehicle. The actuator-
type end devices may be configured to operate valves and
switches such as carburetor parameters, light switches
including automatic light switches and windshield wiper
switches, and their associated sensor-type end devices such
as a light sensor or a rain sensor, among many other end
devices possible. The hub device may be configured to
monitor conditions measured by each of the sensor-type end
devices, and to activate each of the actuator-type end
devices, The hub device may be configured to manage the
end devices according to a fixed pre-configured priority, or
it may operate the sub-network 1n a manner that a higher
authority (such as the driver) desires. For example, the hub
device may operate the actuator-type end devices to mini-
mize fuel consumption, or to avoid maintenance costs,
maximize safety, mimimize travel time, avoid rapid or sud-
den accelerations, or other preference that the higher author-
ity may specily. If the higher authority does not specily a
particular preference, the hub device may be configured to
manage the end devices for a combination of aspects such as
a compromise between fuel consumption, wear and tear, and
time spent 1n transit, among many other possible consider-
ations.

[0163] In some embodiments, a sub-network 1n an autono-
mous or semi-autonomous vehicle may be configured to
assist an automatic driving system. For example, the auto-
matic driving system may include a sub-network with end
devices configured to control a fuel flow device and a
braking device. The automatic dnving system may instruct
the hub device to decelerate at a particular rate of change
until a target velocity 1s reached. The hub device may then
cause a {irst actuator-type end device to reduce the fuel tlow,
and a second actuator-type end device to adjust a brake
pressure, while causing sensor-type end devices to measure
the speed and/or acceleration, thereby causing the controlled
deceleration. As a second example, the automatic driving
system may instruct a proximity sensor hub device, 1 a
second sub-network, to determine 1f and when an object
enters the detection range of a microwave proximity sensor
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at the front or rear of the vehicle. The automatic driving
system may also instruct the hub device to indicate a
time-to-impact based, for example, on repeated proximity
measurements. Accordingly, the second hub device may
instruct end devices such as proximity sensors to report the
distance to any detected objects upon first detection, and to
report the distance repeatedly (such as every 10 millisec-
onds) thereafter. The second hub device may then analyze
the data in real-time, transmit a message to the automatic
driving system upon {irst detection, and then calculate the
time-to-impact based on the repeated distance measure-
ments, and repeatedly transmit the calculated impact time to
the automatic drniving system. As a third example, the
automatic driving system may instruct a hub device to
determine whether the characteristic sound of screeching
brakes 1s present, and 1n what direction, and whether they are
getting louder. Accordingly, the hub device may instruct
acoustical-sensor-type end devices arrayed around the
vehicle to report when the high-pitched screeching noise 1s
detected, and by which of the acoustical end devices. The
hub device may then transmit a message to the automatic
driving system indicating that the sound 1s present, and from
which direction 1t seems to be arriving, and whether 1t 1s
getting louder or softer, among other possible analysis
conclusions. In these ways and many others, the hub devices
can manage basic collision-avoidance processes, so that the
automatic driving system 1s relieved of such chores, yet can
alert the automatic driving system when necessary to take
action.

[0164] In some embodiments, an Al model may be useful
in determining the operational parameters and priorities that
the hub devices are to use 1n controlling their sub-networks.
For example, based on past preferences of a higher authority
(such as the driver or other human on-board), the AI model
may prioritize speed and minmimal travel time, with little
regard to fuel consumption or wear and tear, as long as the
weather 1s clear and dry, but may alter the priorities for
greater salety when the pavement 1s wet or 1cy. The Al
model may provide such management by providing, as
outputs, instructions to each hub device of the vehicle,
indicating operational parameters (such as threshold values,
time intervals, target values, limits, and so forth) that the hub
device 1s to manage to. The hub devices can then control
their end devices according to the operational parameters
that the Al model has advised. Since the Al input parameters
include the measurement values of the sensors, which are
managed by the hub devices, which are managed by the Al
model, a stable operating point may be discerned 1n which
the vehicle 1s operated optimally according to the prefer-
ences and priorities of the higher authority. Humans attempt
such a complex operational trade-oil daily, but the history of
Al has shown repeatedly that a well-trained Al model 1s
almost always better at finding the maximum-preference or
minimum-cost point, when the problem involves more than
a few competing non-linear input parameters. In summary,
a vehicle, whether human-driven or autonomous, may pro-
vide better results when an Al model manages the hub
devices based on a multitude of iput parameters.

[0165] Another promising application for sub-networks
may be 1n automated manufacturing. In some embodiments,
for example, a system such as an industrial machine may be
provided with one or more sub-networks in service to the
machine. The sub-networks may be installed during assem-
bly of the machine, or added thereafter. Each end device and
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hub device on the machine may be pre-configured with
firmware 1nstalled 1n the end devices, and with programming
installed or downloaded into the hub device. Each end
device may include a ROM memory containing a simple
operating system suitable for the end devices, including
programming to accomplish the tasks that the hub device
may request, and all communication parameters (1dentifica-
tion codes, frequencies, sub-network protocols, and the like)
pre-installed 1n the end devices, and also optionally the hub
device, during assembly or final testing of the machine. In
that case, the sub-network may be fully formed when the
machine 1s powered up. Thereafter, the hub device may
discover and join a larger network, such as the factory’s
3GPP network, as a user device. Even more preferable, to
avoild the burdensome 3GPP discovery and initial access
protocols, the hub device may be pre-configured with the
3GPP system information (such as the SSB and SIBI
message information), and a C-RNTT identification from the
base station, thereby further streamlining the machine com-
missioning.

[0166] Further applications for sub-networks, as disclosed
herein, are envisioned. For example, in a retail environment,
a store may include numerous sub-networks with sensors to
monitor the shelves, determine when each type of product 1s
empty, and prompt a human or robotic re-stocker to move
stock onto the shelves or order more of the product as
needed. Door sensors on the refrigerated displays can indi-
cate when a door has been left open, which 1s especially
important for the frozen foods department. Networked sen-
sors such as proximity sensors can accumulate valuable
statistics on how many people passed through each aisle,
how long they lingered 1n front of each display, and whether
they selected the displayed product or passed it by.

[0167] In a military environment, sub-networks may
enable “humane” landmines (that 1s, landmines that can be
deactivated when hostilities end, preventing many needless
civilian deaths thereafter). For example, humane landmines
may be configured with transceivers, so that they can be
activated and deactivated remotely. The humane landmines
may include single-use codes and firmware on ROM to
recognize the deactivation command, as described above. In
addition, the humane mines may be instructed to transmit a
detectable signal on command, such as a radio or acoustical
signal, thereby facilitating mine removal when hostilities are
over. The terms of truce may be to exchange the de-
activation codes, thereby enabling salfe demining and pre-
venting civilian casualties. Sea mines may be configured for
wireless de-activation 1n the same way, thereby preventing
needless destruction of civilian ships. The bomblets used in
cluster munitions may be wirelessly deactivated 1n the same
way, to prevent civilian casualties from unexploded ord-
nance.

[0168] In an agricultural application, sub-networks may
ecnable crop tending with very fine granularity, such as
tending each plant individually without human intervention.
For example, end devices proximate to each plant may
indicate when localized watering or weeding or fertilizing
are needed, or when the product 1s ripe for harvesting, or
when a pest has imnvaded. In addition, the end devices may
be configured to emit a low-power RF or sonic or infrared
signal, optionally with an identifying code, to guide auto-
mated waterers and weeders and fertilizer dispensers and
harvesters, among many other important agricultural appli-
cations.
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[0169] In a forestry application, end devices such as
temperature sensors may detect wildfires and enable 1nstan-
taneous precision firefighting by indicating the location of
the front in real-time, all without endangering personnel.
[0170] In an orchard application, end devices may include
frost detectors, which may be distributed throughout each
tree. During a cold snap, the end devices can indicate which
items of fruit need to be picked and juiced immediately due
to frost damage, and which ones can be left to ripen further.
[0171] In a chemical processing plant, numerous sensors
and valve actuators and thermal controls can be configured
as end devices. Each sub-network can be controlled by an
intelligent hub device, thereby avoiding burdeming the plant
3GPP network with constant little adjustment messages. The
hub devices can then transmit digested data such as tallies
and process volumes and other summary information to the
plant control program, simplifying management and
enabling operators to focus their attention on problem solv-
ing instead of routine operations.

[0172] In a hospital application, end devices may be
configured as door monitors on patient rooms, such as the
type of door monitors that indicate whether the door 1s being
opened from the 1nside or the outside. Hence the hub device
can determine, from the end device data, whether staff 1s
entering the room as usual, or whether the patient 1s unex-
pectedly leaving the room. A similar sub-network may be
useful 1n a prison environment to determine whether a cell
door 1s being opened from the 1nside or outside, an important
distinction.

[0173] In an airliner, each seat can be monitored by an
occupancy sensor, so that the cabin stafl or the pilot can
determine when everyone 1s seated for taking off or landing.
Many more applications are envisioned for sub-networks
than those disclosed herein.

Glossary of Terms

[0174] Terms herein generally follow 3GPP (third genera-
tion partnership project) standards, but with clarification
where needed. Jargon, ambiguous terms, and unhelpiul
acronyms are avoided. As used herein, “5G” represents
fifth-generation (including 5G Advanced), and “6(G” repre-
sents sixth-generation (and later-generations) wireless tech-
nology. A 3GPP network (or cell or “LAN” Local Area
Network or “RAN” Radio Access Network or the like) may
include a base station (or “gNB” or generation-node-B or
“eNB” or evolution-node-B or “AP” Access Point or
“PRAS” premises radio access station, among other names)
in signal communication with a plurality of user devices (or
“UE” or User Equipment or user nodes or terminals or
wireless transmit-receive units) and operationally connected
to a core network (“CN”’) which handles non-radio tasks,
such as administration, and 1s usually connected to a yet
larger network such as the Internet. “IoT” or Internet of
Things refers to sensors and actuators configured to com-
municate wirelessly. The time-frequency space 1s generally
configured as a “resource grid” including a number of
“resource elements”, each resource element being a speciific
unit of time termed a “symbol period” or “symbol-time”,
and a specific frequency and bandwidth termed a “subcar-
rier”’. Symbol periods may be termed “OFDM symbols™
(Orthogonal Frequency-Division Multiplexing) in which the
individual signals of multiple subcarriers are added in super-
position. Thus a resource element, spanning a single symbol
period 1n time and a single subcarrier 1n frequency, 1s the
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smallest unit of a message. “C-RNTI” (cell radio network
temporary i1dentification) 1s an i1dentification code of a user
device. “DRX” (discontinuous reception) refers to devices
going into a low-power incommunicative mode periodically.
“SSB” (synchronization signal block) and “SIB1” (system
information block 1) are system information messages
needed for new user devices to register on a 3GPP network.
“PUCCH”, “PDCCH”, “PUSCH”, and “PDSCH” are certain
managed channels of the 3GPP network. “SNR” represents
the signal-to-noise ratio, with no distinction between noise
and interference unless specified. “Random”™ includes both
“pseudorandom” (according to a formula), and “true ran-
dom” (a physically stochastic bit generator).

[0175] In addition to the 3GPP terms, the following terms
are defined. A “sub-network”™ 1s a plurality of end devices
wirelessly communicating with a hub device, which com-
municates with a larger network such as a 3GPP network or
the Internet. The sub-network may be a “PIN” (personal IoT
network), or a “CPN” (customer/corporate premises net-
work) or other collection of wireless devices, with limita-
tions explained below. The sub-network may be configured
in a “star” or “hub-and-spoke™ architecture in which mul-
tiple end devices communicate with a single hub device. An
“end device” 1s a sensor or actuator configured to commu-
nicate wirelessly with a single hub device. A “hub device”
1s a user device of a larger network, such as a 3GPP network,
and also a member of a sub-network, configured to com-
municate wirelessly with all of the end devices of its
sub-network. A “3GPP” network 1s a network configured
according to standards promulgated by 3GPP (Third Gen-
eration Partnership Project). A “restricted link™ 1s an exclu-
sive communication link between the hub device and an end
device, with restrictions explained herein. On a restricted
link, the end device can transmit only data and the hub
device can only transmit commands, 1n some embodiments.
“Upcast” refers to unicast messages from an end device to
1its hub device on a restricted link, and “downcast” refers to
unicast messages from a hub device to a particular one of its
end devices on a restricted link. “LP-IoT” stands for low-
cost low-complexity low-current low-crosstalk Internet of
Things. A “higher authority” refers generally to any entity
responsible for overall direction of a network, such as the
owner. The “bottom” of a memory refers to the lowest
location such as zero, and the “top” of the memory refers to
the highest location.

[0176] Although 1n references a modulated resource ele-
ment of a message may be referred to as a “symbol”, this
may be confused with the same term for a time interval
(“symbol-time™), or a composite wavelorm or “OFDM
symbol”, or each character n a demodulated message,
among many other things. To avoid ambiguities herein, each
modulated resource element of a message 1s referred to as a
“modulated message resource element”, or more simply as
a “message element”, 1n examples below. A “demodulation
reference” 1s one or more modulated “reference resource
clements” or “reference elements” modulated according to
the modulation scheme of the message and configured to
exhibit levels of the modulation scheme (as opposed to
conveying data). A “short-form” demodulation reference 1s
a demodulation reference that exhibits only selected ampli-
tude or phase levels, such as the maximum and/or minimum
amplitude or phase levels, from which the receirver can
determine any intermediate levels by calculation. A message
may be transmitted “time-spanning” by occupying succes-
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sive symbol-times on a single subcarrier, or “frequency-
spanmng”’ by occupying a single symbol-time on multiple
subcarriers (not to be contfused with time-division duplexing
TDD and frequency-division duplexing FDD which pertain
to duplexing of message pairs, and have nothing to do with
the shape of each message in time-frequency space).

[0177] As mentioned, a “PROM” (programmable read-

only memory) can be changed only under certain circum-
stances such as with a certain voltage applied, a “UROM”
(unalterable read-only memory, sometimes called NVROM
or non-volatile read-only memory) cannot be changed. As
used herein, “ROM” (read-only memory) includes all of
those types. In contrast, “RAM” (random-access memory)
can be read and written routinely. RAM 1s generally tran-
sitory and volatile, while ROM 1s usually non-transitory and
persistent through power cycles. A “hacker” 1s anyone
attempting unauthorized entry into a network wirelessly.

FIGURES

[0178] Turning now to the figures, the following examples
show how various arrangements of LC-IoT devices mn a
sub-network can provide suflicient support for the end
devices, without significantly impacting the larger network.

[0179] FIG. 1 1s a schematic showing an exemplary
embodiment of sub-networks connected to a larger managed
network, according to some embodiments. As depicted in
this non-limiting example, a 3GPP network 110 (dashed
circle), such as a 5G or 6G based network, 1s shown with
three sub-networks 104 (dotted enclosures). Each sub-net-
work 104 includes several end devices 101 (circles) in
communication with a hub device 102 (squares) via a
restricted link 106 (dashed arrow). The 3GPP network 110
includes a base station 103 and a core network 108 (hexa-
gons ), commumcating with the hub devices 102 (and with
other user devices—not shown) via 5G or 6G messaging
links 107 (doublewide arrow). The core network 108 com-
municates with the Internet 111 via a multi-hop link 109, in
this case.

[0180] In the depicted embodiment, each hub device 102
manages the end devices 101 of its sub-network 104. The
hub device 102 transmits 1nstructions to the end devices 101
on the restricted links 106, and also recerves data messages
from the end devices 101 on the restricted links 106.
Simultaneously, the base station 103 and core network 108
manage the 3GPP network 110 via the 5G/6G links 107. The

hub devices 102 serve as gateway devices between the end
devices 101 and the base station 103. When the 3GPP

network 110 needs to send a message to one of the end
devices 101, the message proceeds on a 5G/6G link 107
between the base station 103 and the hub device 102, and
then the hub device 102 transmuits a downcast message to the
end device 101 on a restricted link 106. To report data back
to the 3GPP network, the end device 101 first transmits the
information upcast to the hub device 102 on the restricted

link 106, and the hub device 102 sends the information to the
base station 103 on the 5G/6G uplink 107.

[0181] In the depicted embodiment, the end devices 101
cannot communicate with the base station 103 directly. By
avoiding direct communication between the end devices 101
and the base station 103, the 3GPP network 110 1s protected
from a wide range of cyber attacks. Even in the unlikely
circumstance that one of the end devices 101 1s somehow

compromised, the hub device and the larger network remain
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protected due to the tightly controlled protocols of the
restricted links, as detailed below.

[0182] In some embodiments, the hub devices 102 may
manage the end devices 101 largely autonomously, trans-
mitting summary reports on the larger network only occa-
sionally. The sub-networks may thereby relieve the base
station 103 of the detailed real-time sensor management
responsibilities, which the hub devices 102 are better posi-
tioned to handle.

[0183] FIG. 2 1s a schematic showing an exemplary
embodiment of communication between an end device, a
hub device, a base station, and a higher authority, according
to some embodiments. As depicted i1n this non-limiting
example, a reduced-capability end device ED 201 commu-
nicates with 1ts hub device HD 202 wvia restricted links, in
this case a restricted upcast link 204, which 1s permitted to
carry only raw measurement data or pre-configured answers
such as an acknowledgement to the hub device 202, and a
restricted downcast link 203 restricted to carry only mnstruc-
tions to the end device 201. The hub device HD 202 is a
regular user device registered on a 3GPP network, commu-
nicating with a base station BS 203 via managed 5G/6G
downlinks (PDSCH and PDCCH usually) 207 and managed
uplinks (PUSCH and PUCCH usually) 206. Not shown are
broadcast channels, random access, and a few other special-
purpose channels. The base station BS 203 1s wired to the
core network CN 208 which communicates 1n various ways
(plain arrows) with the higher authornity HA 209.

[0184] As 1s apparent 1n this example, the end devices 201
do not communicate directly with the base station 203, nor
with any wireless entity other than the hub device 202. The
end devices 201 receive instructions from, and send mea-
surement data to, their hub device 202 only. The hub device
202 1s responsible for direct management of 1ts end devices
201, and 1mtial processing of the measurement data 204,
before passing the data (usually in summary form, or oth-
erwise processed) to the base station 203. In this example,
the hub device 202 communicates instructions to the end
device 201 1n real-time, and receives data or pre-configured
answers Irom the end device 201. The sub-network operates
largely autonomously from the 3GPP network in this case.
Communication of the summary results to the base station
203 are generally much less frequent than communication
within the sub-network, and mput from the lhigher authority
209 are generally quite rare, 1n most cases. The higher
authority may order a change in overall operations, or may
respond to an alarm condition, for example, and otherwise
may leave the depicted system alone to do 1its routine job.

[0185] The example also shows how the 3GPP network
may be protected from attack coming through the sub-
network. Even 1f the attacker manages to corrupt one of the
end devices 201, the attacker 1s then able, at most, to
transmit bogus measurement data or bogus acknowledge-
ments to the hub device 202, since that 1s all the end device
201 1s capable of transmitting. The hub device 202 1is
programmed to treat everything coming from the end device
201 as raw measurement data or pre-configured acknowl-
edgements. The hub device 202 may be configured to
perform averaging or trend extraction or other processed
conclusions (collectively termed “summary data™) based on
the measurement data, and may also be configured to check
the measurement data for signs of corruption such as highly
improbable measurement data, among other tasks. The hub
device 202 can then pass the analyzed or processed sum-
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mary data to the base station 203. Each of these steps
presents a high barrier to the attacker, protecting the hub
device 202 from infection since no executable code 1is
transierred upcast, and 11 it 1s, the hub device 202 would
simply treat 1t as data and average 1t with the other mea-
surements, thereby rendering the hidden code unintelligible
and harmless. In addition, the hub device 202 is assumed, 1n
this example, to include the same strict cybersecurity pro-
tocols as any user device of a 5G/6G network, which
generally protects against mistakenly executing data as
computer code. In addition, the base station 203 receives
only the twice-processed summary data from the hub device
202, thereby destroying any hidden code and further shield-
ing the base station 203 from infection. The restricted upcast
link 204 thus acts as a selective firewall protecting the hub
device by enabling only data upcast, thereby limiting attack
options, and secondly by the hub device 202 treating all
upcast messages as data or pre-configured replies exclu-
sively.

[0186] FIG. 3 1s a flowchart showing an exemplary
embodiment of a procedure for adding an end device to an
existing sub-network, according to some embodiments. The
flowchart 1tems may be executed 1n any order. As depicted
in this non-limiting example, an existing sub-network 1is
jomed by a new end device.

[0187] At 301 a higher authority (such as an owner or

operator or human manager of the network, or an autono-
mous entity such as an Al controller, or a remote director
such as a cloud-based system model) decides that a new end
device should be added to an existing sub-network of a
3GPP network. For example, 1n a chemical processing plant,
a multi-step process loop may be controlled by a plant-wide
5G network that includes a base station. User devices of the
cell are responsible for various subsystems in the process
loop. A particular user device of the 5G network may be
responsible for controlling a variable-speed pump, for
example. The particular user device may also be the hub of
a sub-network that includes a number of end devices,
including various sensors and actuators. The sensors and
actuators may be wirelessly linked to the particular user
device, and may be configured to communicate with nothing
clse. In this case, the higher authority has decided that
another temperature sensor needs to be added to the sub-
network, for example to monitor heat losses while material
flows through a pipe.

[0188] At 302, the higher authority or its agents prepare
the new temperature sensor for commumnications with the
hub device, by installing a globally unique permanent iden-
tification code, a shorter local 1dentification code, and firm-
ware on ROM. The firmware includes an automatic boot
sequence (starting, for example, at a particular address such
as zero or hex-100) and an operating system (starting
immediately after the boot sequence). Preferably (not
shown), the new end device may be bench-tested before
installation to ensure correct functioning.

[0189] At 303, the higher authornity or its agents may
indicate to the core network or the base station of the 5G
network that a new sensor 1s being added to the particular
sub-network. The higher authority may also specily the
identification codes and properties of the new sensor. The
5G network may keep a record of the various sub-networks
and their end devices, notwithstanding that the 3G network
cannot communicate with the end devices directly, since the
larger network generally communicates task orders 1nvolv-
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ing the end devices to the hub device, and receives summary
reports from the hub device based on the measurements of
the end devices.

[0190] In other embodiments, the 5G network may be
unaware of the end devices and sub-networks within the 5G
network, since 1t only deals with the hub devices. In that
case, the 5G network may be configured to communicate
general goals or instructions to the hub devices, to accom-
plish plant-level tasks, without concern about how the hub
devices, and their end devices, accomplish those tasks. The
hub device then knows how to trigger its end devices to
accomplish the requested tasks.

[0191] At 304, the higher authority or 1ts agents commu-
nicate to the hub device (by messaging via the base station
or the core network for example), indicating the 1dentifica-
tion codes and the intended functions of the new sensor. The
hub device thereby finds out that the new end device 15 a
member of its sub-network, and integrates the new sensor
into the process steps that the hub device supervises. For
example, the hub device can plan to mnstruct the new end
device to make measurements periodically, monitoring the
temperature of the pipe and reporting the results on the same
or a different periodicity. Alternatively, the hub device may
instruct the new sensor to make a measurement on request,

based for example on a tlow sensor 1n the same or different
sub-network.

[0192] At 305, optionally, the hub device may include
software to incorporate the new sensor into 1ts tasks. For
example, the hub may record the identification codes and
properties ol the new device, add the new sensor data to
tabulations or analyses of process data, and other steps. The
hub device may do these steps autonomously 11 capable, or
with direction from the higher authority. For example, the
higher authority may reprogram the hub device to include
the new sensor 1nto the process steps, 1f the hub device 1s not
able to do so 1tself. It 1s a matter of implementation whether
the hub device 1s capable of incorporating the new sensor
autonomously.

[0193] At 306, 11 not sooner, the new sensor 1s physically
installed on the pipe and 1s powered up. The new device may
have a battery, or 1t may be wired to the facility DC source,
or 1t may be inductively powered, or 1t may harvest power
from temperature changes in the pipe, or 1t may have a
photoelectric panel, among many other possibilities.

[0194] At 307, the hub device tests the new sensor by
transmitting commands on the restricted link and checking
the measurement results.

[0195] At 308, shortly after installation, the hub device
may 1nstruct the end device to perform certain security tests,
and may record the results of those tests for future compari-
sons. For example, the hub device may instruct the end
device to calculate a hash of the operating system, and may
measure the time required for the end device to report the
results. The hub device can then check that the hash 1s
correct (and may alert the higher authority 1f not), and may
also record the response time to compare with a future
integrity test. For example, when a hacking attack 1s sus-
pected, the hub device can instruct the end device to again
perform the security tests, and can compare the results to the
earlier recorded information. In other embodiments, the
security testing may be performed during the bench testing
and provided to the hub device along with the 1dentification
codes. By etther method, the hub device may be able to
detect a malfunction or a cyber attack according to a change
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in the security test results or the elapsed time for them. For
example, the hub device may determine the amount of time
required for the end device to carry out a particular security
test and report the results to the hub. The hub device may
record the values and times for each of several security tests.
At a later time, responsive to a suspicious event or according
to a predetermined schedule, the hub device can order the
same tests and then determine, from changes 1n the values
reported or the time intervals occupied, whether a problem
has arisen.

[0196] It may be noted that such time testing i1s possible
only on a real-time at-will communication protocol, as 1n a
sub-network with restricted links. This 1s generally not
possible 1n a 3GPP network, due to the predetermined
symbol granularity and the unknown delays mvolved 1n
obtaining transmission permissions.

[0197] FIG. 4 1s a schematic showing an exemplary
embodiment of a sub-network communicating with a larger
managed network, according to some embodiments. As

depicted 1n this non-limiting example, an end device 401 of
a sub-network communicates with a hub device 402 via a

restricted link 405, and the hub device 402 communicates
with a 3GPP base station 403 via a 5G or 6G managed
channel 408.

[0198] The end device 401 includes a sensor or actuator
411 controlled by a processor such as a micro-controller 412
which executes 1nstructions contained 1 a read-only
memory 413. The micro-controller 412 includes, or 1s con-
nected to, a radio transceiver 414 with an antenna 415

configured for receiving commands and transmitting data to
the hub device 402 via the restricted link 405.

[0199] The hub device 402 includes a processor 422 with
RAM memory 421 (and optionally ROM or other memory,
not shown). The processor 422 includes, or 1s connected to,
a transceiver 423 with a first antenna 424 configured to
communicate with the end device 401 via the restricted link
405. The hub device 402 1s also configured to communicate
with the base station 403 via the managed 5G/6G link 408.
A second antenna 425 may be required for these two
different types of communication. The same antenna 424
may be used for both sub-network and 3GPP network
communications i1i the frequency range allocated to the
restricted link 403 1s proximate to the frequency range used
by the 3GPP network, and if the sub-network signaling can
be arranged to avoid interference with the larger network. If,
however, the sub-network frequency range i1s substantially
different from the 3GPP frequency range, then the hub
device 402 may need the second antenna 425 as shown, to
handle both types of communications.

[0200] FIG. 5 1s a schematic showing an exemplary
embodiment of two end devices 1n a sub-network commu-
nicating with a hub device, according to some embodiments.
As depicted 1n this non-limiting example, a first end device
500 and a second end device 501 of a sub-network are 1n
communication with a hub device 502, and the hub device
502 1s 1n communication with a 3GPP base station 503.
Restricted communications in the sub-network are shown
dashed, and managed 5G/6G communications in the 3GPP
network are shown as doublewide arrows. In this example,
the 3GPP network, or a higher authornty, decides it 1s time
for the sub-network to take data, which 1t does. Later, a
hacker attacks the sub-network, unsuccessiully.

[0201] At 510, the base station 503 transmits a 3G/6G
message 521 to the hub device 502 indicating that fresh
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measurement data 1s needed from the sub-network. At 511,
the hub device 502 transmits a downcast 1nstruction 522 to
the first end device 500. The downcast instruction 522
causes the first end device 500 to make a measurement, such
as a temperature measurement for example. At 512, the first
end device 500 transmits an upcast data message 523 to the
hub device 502 indicating the temperature measurement
numerically.

[0202] At 513, the hub device 502 transmits a downcast
message 524 to the second end device 501, instructing 1t to
actuate an actuator such as flipping a switch. At 514, the
second end device 501 does so, and then transmits an upcast
message 525 indicating that the switch was successtully
actuated. At 5135, the hub device 502 transmits an uplink
message 526 to the base station 503 indicating the tempera-
ture and the switch state, thereby concluding the requested
operation.

[0203] At 516, the first end device 500 detects that the
temperature has exceeded a predetermined threshold, and
transmits a thermal alarm message 527 to the hub device
502. The hub device 502 may transmit an acknowledgement
(not shown) back to the first end device 500. The hub device
502 then transmits a 3G/6G message 328 to the base station
503, informing of the alarm condition. In this case, the base
station 503, or a higher authornty, decides to resolve the
alarm condition by another means, not shown.

[0204] At 517, a hacker attempts to intrude 1nto the second
end device 501, as indicated at 529, thereby causing the
second end device 501 to transmit a bogus data upcast
message 530 to the hub device 502 at 518. The hub device
502 receives the bogus message 330, notes that 1t 1s an
unsolicited message which 1s not an alarm, and therefore 1s
suspicious. Alternatively, the hub device 502 may determine
that the message 330 1s meaningless, or 1 violation of
proper sub-network formats, or using an unassigned 1denti-
fication code, among many other aspects that the hub device
502 could check. Upon determining that there 1s something
amiss with the second end device 501, the hub device 502
then transmits, at 519, an uplink message 531 to the base
station 503 requesting maintenance of the second end device
501. In addition, to ensure that no infection can propagate to
the 3GPP network, the hub device 502 may inhibat all further
communications with the second end device 501, and/or
may cease all further uplink transmissions in the 3GPP
network, until signaled by the 3GPP network that the prob-
lem has been resolved.

[0205] Optionally, the hub device 502 may warn the base
station 503, 1n the uplink message 531, to handle the uplink
request message 531 with care, since the sub-network may
be infected. In that case, the base station 503 may quarantine
the uplink message 331, or erase 1t after registering the
information. The base station 503 may also quarantine the
hub device 502, and therefore the entire sub-network, until
the problem has been resolved.

[0206] Altematively, after discovering irrational behavior
of the second end device 501, the hub device 502 may cease
all transmissions to the base station 503, and instead may
mstruct the second end device 501 to re-boot. In addition,
the hub device may order all of the end devices in its
sub-network to re-boot. Each end device would then re-boot
from 1ts ROM, and clear all registers and RAM, thereby
erasing any presence of the hacker 1n the sub-network. The
hub device 502 may then perform, or cause the second end
device 501 to perform, a series of tests to ensure that the
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infection 1s gone. Only after verifying that the sub-network
1s 1nfection-iree, the hub device 502 may then transmit an
uplink message to the base station 503 informing 1t of the
events and the successiul restoration, 1n this example.
[0207] If the second end device 501 continues to act
erratically after its re-boot, or fails other system checks that
the hub device 502 may order, the hub device 502 may
request maintenance of the second end device 501, and may
contrive a work-around using other end devices instead of
the second end device 501, as well as other actions, depend-
ing on the implementation.

[0208] FIG. 6 1s a flowchart showing an exemplary
embodiment of a procedure for prompting a sub-network to
acquire sensor data, according to some embodiments. The
flowchart items may be executed 1n any order. As depicted
in this non-limiting example, an end device performs a task
such as acquiring data.

[0209] At 601 the higher authonty determines that it 1s
time for the sub-network to perform its task, such as
acquiring process data or controlling process parameters, for
example. Alternatively, the hub device may determine, from
an internal timer for example, that a predetermined interval
has expired, and may order the measurement at that time. As
another alternative, the hub device may determine, based on
one ol its sensors, that actions of another one of its end
devices are needed, such as reducing a heater when a
temperature reaches a threshold, for example.

[0210] At 602, in this case, the higher authority or 1ts
agents transmit a message through the 5G network to the hub
device, requesting the action or measurement result.

[0211] At 603, the hub device decides how to perform the
requested action or measurement, using 1ts end devices. In
this example, the higher authority does not tell the hub
device which end devices to trigger or other micro-manag-
ing instructions. Instead, the higher authority asks for a
result, and the hub device knows (or can figure out) how to
get that result.

[0212] In another embodiment, the larger network or the
higher authority may be more directly mvolved in the
sub-network operations. For example, the higher authority
may specily, in a downlink message to the hub device, which
sensors to use in making the measurement, and whether to
average multiple measurements, and how many times or
when to repeat the measurement, and what to do if the
temperature gets too high.

[0213] At 604, after deciding what needs to be done and
in what order, the hub device transmits instructions to one or
more end devices, causing them to make measurements or
activate switches, for example, which they do at 605. Often
a series ol basic actions are necessary to accomplish the
requested operation, each basic action corresponding to one
of the end devices. Some of those basic actions may depend
on the results of other basic actions, but 1t 1s all managed by
the hub device 1n this case. For example, the hub device may
determine that a temperature has reached a threshold,
instruct an actuator to open a switch leading to a heater, and
then trigger another sensor that checks whether the heater 1s
cooling down. If not, the hub device may determine that the
switch 1s stuck and may command the actuator to open and
close the switch repeatedly a few times or until the heater
begins cooling. The hub device may also send a maintenance
request to the larger network for replacing the sticky switch.

[0214] At 606, optionally, an end device may perform an
initial analysis of data that 1t has acquired, before sending




US 2024/0314572 Al

the data (or a synopsis) to the hub device. For example, a
temperature sensor known to be noisy or low-resolution may
be interrogated repeatedly by the end device, collecting
multiple measurements. The end device may average or
otherwise smooth the data for better precision, and may then
transmit just the averaged value to the hub device at 607. IT
the end device 1s an actuator, the end device may “know”
(based on its firmware) that a particular heater switch 1s
driven by a solenoid, and therefore should be pulsed
momentarily to set the switch on or off, instead of leaving
the power on continuously. Thus the end device would apply
a brief but sutlicient pulse to the solenoid to actuate it. For
example, the end device may apply a positive pulse or a
negative pulse, depending on whether the switch 1s to be
opened or closed. The end devices may be programmed (1n
their ROM firmware) to do such basic actions needed to
carry out their tasks, so that the hub device 1s not burdened
by excessive communications within the sub-network. In the
same way, the hub device may know, based on 1ts software,
how to nstruct 1ts end devices to perform the sub-network
operations and get the results needed without having to tell
cach end device how to do its measurement. (Probably, the
hub device has no i1dea how 1ts end device performs the
measurement, but that 1s ok because the end device does.) In
a similar way, the end device may transmit just a summary
report (or none at all) to the base station at 608 and 609,
thereby avoiding burdening the 3GPP network needlessly
with routine or repetitive or unimportant information, bar-
ring an alarm condition. In the same way, the base station
may transmit just an occasional synopsis of the day’s
production to the higher authority at 610 instead of a
task-by-task update which the higher authority 1s probably
not interested 1n, unless something went wrong. In summary,
the network architecture makes 1t possible to move tasks
downward to the lowest entity capable of performing them,
thereby avoiding overloading each communication link and
cach enfity, including the end devices, the hub device, the
base station, and the higher authority.

[0215] At 611, optionally, the hub device may have
instructed an end device to perform its task periodically,
such as monitoring a temperature every 10 seconds. The end
device may be mstructed to report a running average from
time to time, or more preferably no report at all unless the
temperature goes outside a predetermined range. Each
device in the network 1s thus responsible for performing
work at the highest level it 1s capable of accomplishing,
while transmitting only necessary messages up and down
when needed. Communication 1s expensive and bandwidth
1s limited. Therefore, each entity 1s expected to do what 1t
can to minimize unnecessary communications and make the
overall operation run smoothly.

[0216] FIG. 7 1s a flowchart showing an exemplary
embodiment of a procedure for prompting a sub-network to
perform a task using an actuator, according to some embodi-
ments. The flowchart items may be executed 1n any order. As
depicted 1n this non-limiting example, the task 1s similar to
the previous one, but now focused on actuator commands
and complex sequences.

[0217] At 701, a haigher authorty, such as an engineering
or operations director, determines when certain work needs
to be done. The triggering event may be a situation, such as
the arrival of a part that needs to be drilled, or it may be a
time, such as a predetermined scheduled time. The higher

Sep. 19, 2024

authority or its agents select which hub device, and which
end devices, are to do the work 1n this example.

[0218] At 702, the hub device detects the trigger event, the
scheduled time, or the arrival of the part, for example. At
703, i not sooner, the hub device receives a downlink
message from the base station indicating which of 1ts end
devices 1s to do which sub-tasks 1n which order, to complete
the work. Accordingly, at 704, the hub device begins
instructing the appropriate end devices to do their thing. For
example, 11 the hub device determines that a part has arrived
at an automated machining station, the hub device can
instruct a gripper tool to grip the part and position 1t for
proper drilling of a hole. In addition (not shown) a sensor
such as a limit switch can detect when the part 1s correctly
positioned, and can send a message to the hub device when
the limit switch 1s closed, indicating correct positioning.
[0219] At 705, the tiggered end devices perform their
tasks. For example, the gripper tool grips the part and
positions it, then the limit switch device sends an upcast
message indicating that the part 1s positioned, and then the
hub device triggers another actuator which lowers a drill into
the part, thereby drilling the hole.

[0220] At 706, optionally, an actuator end device or other
end device may make a measurement after the drilling, to
check the hole. The measurement may indicate, for example,
whether the hole was drilled 1n the right place and was
drilled all the way through the part.

[0221] At 707, the actuator end device transmits a data
message to the hub device vernifying that the drilling was
completed. If validation measurements were performed, the
results may also be transmitted to the hub.

[0222] At 708, the hub device needs to activate a diflerent
end device to finish the job, such as placing the drilled part
on a conveyor belt. At 709, the hub device instructs a
placer-type end device to pick up the dnlled part and place
it on the conveyor. The end device does so, and optionally
informs the hub device when done. At 710, the hub device
checks the results and determines whether the task was
properly completed.

[0223] At 711, 1f the task was not completed properly 1n
any of the preceding steps, the hub device may attempt to
correct 1t by transmitting new instructions to the end devices,
such as starting over with the initial gripping of the part and
then positioning and drilling as mentioned. Alternatively, the
recovery process may involve handing the incomplete part
to a second machine that provides more versatile responses,
or to a human for inspection.

[0224] At 712, the hub device may indicate, 1n a message
to a higher authonty for example, that the task was finished.
The message may also indicate whether there were prob-
lems.

[0225] FIGS. 8A and 8B are schematics showing an exem-
plary embodiment of sub-network features that prevent
various types of wireless cyber attacks, according to some
embodiments. As depicted 1n this non-limiting example, 39
common hacking attack methods 801 and 811 are listed on
the left, and the features of the disclosed sub-networks that
negate those threats are listed on the right 802 and 812.

[0226] For example, the first threat type 1s “arbitrary code
execution” 1 which the attacker injects malware code into
the victim’s execution memory, and the victim processor
unknowingly executes 1t. However, as indicated on the right,
the end devices disclosed herein have intrinsic immunity
from that type of attack because they execute code only
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contained in ROM, which no attacker can alter. The attacker
might conceivably inject malware mto RAM of the end
device, but 11 the processor of the end device 1s configured
to execute code only from ROM, never from RAM or other
volatile memory, then the attack fails. In addition, the system
code that causes the processor to execute only from ROM 1s
also contamned 1 ROM. Therefore the attacker cannot
change the “execute only from ROM” feature without
changing the operating system, which he cannot do because
it 1s in ROM. (In some embodiments, the “execute only from
ROM” requirement may be hard-wired in the processor
micro-code, which the hacker cannot change, thereby pro-
viding the same level of protection as the ROM version.)

[0227] The other threats such as Backdoor, Advanced
Persistent Threat, Zombie, Rootkit, and Bootkit attacks, are
defeated for the same reasons—the end device boots from
ROM and executes only from ROM. In addition, upon each
re-boot, the end device can be configured to erase all RAM
and registers and everything else that an attacker could
concelvably alter, before proceeding with communications.
The re-boot thereby wipes out the attacker’s entire progress
and eliminates the infection. As mentioned, the end device
can be configured to re-boot frequently, such as once per
second, minute, or hour, or upon transmitting each upcast
message, or after each measurement, or after detecting any
suspicious behavior, or at random times, to further frustrate
the attacker.

[0228] The other attack types in the list have similar
protections. For example, Kevloggers that record keystrokes
are defeated because the end devices have no keyboard and
no keys. Privilege Escalation, 1n which the attacker succeeds
in increasingly adding to its privilege status, i1s defeated
because the end devices have no privilege structure. Shell-
code attacks, in which the attacker starts a new shell or
thread, are defeated because the end devices do not use
shells; they only execute sequential pre-configured ROM
code, responsive to each istruction from the hub. Crypto-
jacking fails because the end devices don’t use crypto. Email
fraud, Spoofing, and Phishing attacks are useless because the
end devices have no email. Screen Scraping (recording
information displayed on a user’s screen) won’t work
because there 1s no user mvolved, and anyway the end
devices have no screen. All of the attacks mmvolving the
Internet are moot because the sub-network i1s not on the
Internet. The remaining attack types are also defeated 1n a
similar way, as indicated on the right side of each item.

[0229] In each case, a determined hacker may at most
succeed 1n distorting the sensor data of an end device, or
vandalistically triggering an actuator, but this 1s a trivial
annoyance limited to one end device, and cannot lead to a
wider infection. In addition, such a limited intrusion 1s
readily eliminated by a re-boot of the aflected end device, or
of the enftire sub-network upon any suspicion, thereby
promptly eliminating any hacking attack before 1t can do
significant damage. The infection goes no farther.

[0230] The attack 1s generally inconsequential if the infec-
tion cannot penetrate the hub device. For example, none of
the attack types listed in FIGS. 8A and 8B would lead to an
infection or intrusion of the 3GPP network, for the reasons
shown 802 and 812. Hence the disclosed sub-networks may
be considered fully cybersecure by 3GPP standards, despite
having none of the advanced cybersecurity software that the
3GPP user devices (including the hub device) are required to
implement.
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[0231] FIG. 9 1s a flowchart showing an exemplary
embodiment of a procedure for detecting and mitigating a
cyber attack on a sub-network, according to some embodi-
ments. The flowchart items may be executed 1n any order. As
depicted 1n this non-limiting example, the hub device detects
the attack based on 1rregular responses from the infected end
device, and takes steps to contain and then eliminate the
problem, while protecting the larger network.

[0232] At 901, a hacker intrudes mto one of the end
devices. This 1s highly improbable since the end devices are
configured to boot from ROM and execute from ROM,
obeying commands only from the hub device, and transmiut-
ting only measurement data back to the hub device. There 1s
scarcely room for a hacker to do anything to the end device
except interfere with the measurement data, which accom-
plishes nothing. Nevertheless, 1n this example, we assume
the hacker has somehow gotten into one of the end devices.

[0233] At 902, the end device provides incorrect measure-
ment data due to the eflects of the hacker, or transmits an
upcast message with a format error, or transmits an unre-
quested result, or other unexpected behavior. At 903, the hub
device becomes suspicious due to the erratic results, and at
904 decides to quarantine the end device by suppressing or
ignoring communications upcast from the end device. In
addition, the hub device may inform the larger network of
the suspected problem. To prevent spread of the ifection,
this message from the hub to the base station may be a
pre-determined standard alarm message, as opposed to
something that the hacker may have planted, and certainly
not the bogus data that the infected sensor provided. After
that, the hub device may avoid further uplink messages to
prevent the hacker from encroaching on the larger network.
If there are no communications, there 1s no spread.

[0234] At 905, the hub device exercises the suspected end
device by transmitting instructions and analyzing the result-
ing data messages. For example, the end device may be
capable of doing 1ts own integrity check despite the hacker’s
interference, and may be able to report 1ts own status as, for
example, “likely infected” based on the results of the seli-
tests. Alternatively, the hub device can order the end device
to perform measurements (11 a sensor) or to perform actions
(1f an actuator), and report the results, which may reveal
further information about the attack, such as confirming the
presence of the hacker, the type and extent of the intrusion,
and which capabilities remain within the end device’s con-
trol. In addition, the hub device may require the end device
to calculate a hash or parity of the operating system code of
the end device. The hub already knows the correct hash, but
the end device does not. The hub device can then compare
the reported answer with the correct hash, and thereby
determine whether the operating system has been somehow
altered.

[0235] At 906, the hub device orders the end device to
re-boot from ROM. If the boot sequence includes informing
the hub device upon completing the restoration, then the end
device automatically informs the hub device of the success-
ful completion. If not, the hub can wait until the boot
sequence 1s expected to have completed, and then transmit
another downcast message asking for a status report. Re-
booting from ROM, including erasing all writable memory
and registers, 1s like a factory-reset since the end device 1s
restored to an initial state. Thus re-booting from ROM 1s
expected to eliminate the hacker and any changes he made.
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[0236] At 907, the hub device 1nstructs the end device to
perform additional checks and report. Preferably, the hub
device knows what the correct answer 1s 1n each case,
whereas the end device does not know the correct answer.

[0237] At 908, the end device has performed a clean
system-restore from ROM, performed security tests, and has
transmitted test results to hub. Hub determines whether the
results indicate the infection 1s gone.

[0238] At 909, test results are all ok, so hub device lifts the
quarantine, resumes normal operations 1n the sub-network,
and files a report with the base station of the larger network.
[0239] At 910, the end device continues to fail one or more
integrity tests, even after a clean re-boot from ROM. This
may mean that the hacker has somehow survived the re-
boot, or that the end device 1s maliunctioning, or other
pathological condition. In each case, the hub device may
make the quarantine permanent, sever the restricted link, and
warn the larger network of the problem. The hub device can
also request maintenance for the end device

[0240] At 911, the hub device attempts to continue per-
forming the assigned sub-network functions by drawing 1n
other end devices to cover for the quarantined unit, 1f
possible. For example, the hub may request additional
temperature measurements from other sensors near the mal-
functioning one, and may interpolate to determine the likely
temperature at the location of the malfunctioning end
device.

[0241] In some embodiments, each end device may be
programmed to perform 1ts own tasks, and also may be
programmed to perform the tasks of other end devices when
so commanded. This may enable the hub device to enlist the
help of other end devices when one of them 1s compromised
or malfunctioning. In other embodiments, each critical end
device may be paired with a second end device, closely
proximate, and configured to perform the same function
when needed. For example, when one end device 1s taken
ofl-line due to hacking or failure or whatever reason, the
other end device with redundant capabilities can be ordered
to perform the missing functions and thereby enable the
overall operation to continue until the damaged unit is
replaced.

[0242] FIG. 10 1s a schematic showing an exemplary
embodiment of various formats of messages between an end
device and a hub device of a sub-network, according to some
embodiments. As depicted in this non-limiting example, an
internal sub-network message (either upcast or downcast)
according to Format-1 may include the local identification
1012 of an end device, followed by a message payload 1016.
For example, 1n a downcast message from the hub device to
the end device, the end device ID 1012 1s the local 1denti-
fication code of the end device that the message 1s intended
for, and the payload section 1016 1s an istruction such as
“take a measurement” or “close the switch”.

[0243] The same Format-1 may be used in an upcast
message from the end device to the hub device. The 1den-
tification portion 1012 may still be the local ID of the end
device, but the payload portion 1016 for an upcast message
may be data representing the measurement result. Alterna-
tively, in response to an nstruction, the payload portion may
be an acknowledgement indicating whether the instruction
was carried out, or other pre-configured reply.

[0244] Format-1 may be suitable in areas where no other
sub-networks are 1n radio range, hence there may be no need
to specity the identification code of the hub device. In a star
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topology, all messages from the end devices are upcast
messages unambiguously intended for the hub device.
Theretfore, absent conflict with another sub-network, there
may be no need to include the hub device identification in
the messages.

[0245] Format-2 may be used when another sub-network
1s within radio range. Two sub-networks using the same
local identification codes within radio range of each other
may mistakenly receive each other’s messages, leading to
address conflicts. Theretore, i1n Format-2, the hub device
identification code 1s included 1n the message, thereby
climinating the contlict since each end and hub device can
determine from the hub identification whether the message
was intended {for 1t.

[0246] In the depicted example, the message starts with a
demodulation reference 1021 “demod”, for demodulating
the rest of the message. The demodulation reference 1021
may be a short-form demodulation reference, of the type that
exhibits two modulation phase levels from which any
remaining phase levels can be determined by interpolation.
In addition, the interface between the two exhibited phase
levels of the short-form demodulation reference may serve
as a timestamp point. The recipient (or any other member of
the sub-network) may adjust 1ts time-base according to the
timestamp point, thereby synchronizing with the hub device
and, by extension, with the larger network.

[0247] Format-2 also includes the local identification code
1023 of the end device mvolved, for both upcast and
downcast messages, as well as the local identification code
of the hub device 1024, thereby indicating which sub-
network 1s mvolved. This mitigates the address contlicts in
which neighboring sub-networks have the same end device
identifications, because each message now includes the
identification of the hub device. The message payload 1026
then follows. Messages mntended for one sub-network that
are recerved by the other sub-network may be 1gnored as
soon as the recipient determines, from the hub identification
code, that it 1s listening to the wrong sub-network.

[0248] Format-3 begins with a “start demod” 1031
demodulation reference, and ends with an “final demod”
1037 at the end of the message. The start and final demods
may differ in, for example, the order of two exhibited phase
levels, so that the recipient can readily determine the start
and end of the message, calibrate the modulation levels, and
adjust 1ts time-base, for best reception of the rest of the
message.

[0249] Afdter a short gap 1032 of no transmission, 1ndi-
cated here and elsewhere as a short box, the message then
includes the local ID of the end device 1033. Then a set of
flags 1035, or single-bit indicators, may indicate parameters
such as whether the message 1s upcast or downcast, the
presence or absence of the hub identification 1n that mes-
sage, the presence or absence of the final demod at the end
of the message, and other parameters. The payload 1036
follows, then another gap, then the final demodulation
reference 1037. The two demodulation references 1031,
1037 may assist the receiver 1n demodulating the message,
the gaps 1032 may provide time for the recipient to adjust its
timing and modulation phase levels before the message
begins, and the flags 1035 may assist 1n recognizing any
unexpected behavior, such as noise or interference or a
possible hacking attack, for example.

[0250] The hub device may transmit or broadcast a mes-
sage within the sub-network, indicating which format to use.
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For example, when tratlic 1s light and no address contlicts
are detected, the hub device may broadcast a message
indicating Format-1, or 1t may switch to Format-2 to avoid
address contlicts when they occur, or switch to Format-3 1n
a noisy environment.

[0251] Format 4 1s for broadcast messages from the hub
device to all of the end devices. In the depicted case, the
broadcast message begins with a broadcast indicator 1042
such as all-zero or all-ones, for example. The all-zero
indicator may indicate that the broadcast message does not
require an acknowledgement from the end devices, whereas
the all-one indicator may indicate that an acknowledgement
1s required.

[0252] The broadcast message 1046 then follows. For
example, the hub device may specily transmission param-
eters to all of the end devices at once, such as a schedule
when transmissions are permitted and/or when they are
forbidden, format conventions such as whether a demodu-
lation reference 1s required and whether a gap between the
demodulation and the rest of the message 1s required, among
many other possible parameters in the broadcast messages.

[0253] If acknowledgements are required, they may be
transmitted sequentially after the broadcast message 1046.
For example, each end device that receives the broadcast
message can transmit a single-bit pulse signal at the end
device’s pre-assigned time following the broadcast message.
The sequence may be according to a predetermined
sequence such as the numerical order of the i1dentification
code of each end device, or other order specified by the hub.
The acknowledgements 1048, in dash, may be a single
symbol-time transmission, transmitted at the time allocated
for each end device. Any end device that failed to recerve the
broadcast message would not transmit an acknowledgement
pulse, thereby leaving a gap in the reply sequence. The hub
device, knowing the sequence, can then determine from the
missing acknowledgements, which end devices failed to
receive the broadcast message.

[0254] Format-5 1s for dual-address messages such as
those transmitted to two end devices at the same time. For
example, a dual-address message may prepare two end
device 1n advance, for a cooperative or simultaneous action,
for example. The format begins with a dual-address 1ndica-
tor 1052, which 1n this case 1s all-twos, Tollowed by the local
identification codes of two end devices 1053, 1054, and then
the payload message 1056. The other end devices may note
that their identification codes are not listed, and therefore
may 1gnore the rest of the message.

[0255] In addition, each end device may be synchronized
with the hub device. For example, the hub device can
calibrate its time-base according to the 3GPP network, and
can then transier that timing to the sub-network by trans-
mitting timestamp points periodically, such as once per
second or ten or 100 seconds. The timestamp point may be
a single symbol-time of transmission on a subcarrier of the
sub-network. Alternatively, for greater time precision, the
timestamp point may be a sudden change of phase 1n a
transmission, which the end devices can detect and calibrate
their clocks accordingly. Higher bandwidth may be neces-
sary to sharpen the time resolution, such as briefly switching
to 30, 45, 60, or 75 kHz bandwidth, or a higher bandwidth,
for the brief timestamp point. If, however, the timestamp
point 1s restricted to the 15 kHz bandwidth, the end devices
can still obtain precise timing by correcting the measured
timestamp time analytically to account for the distortions
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due to the bandwidth limitation. By either method, the end
devices can thereby calibrate their time-base to the hub
device. For example, the hub device can indicate symbol
boundary timing in a downcast message such as a demodu-
lation reference or a timestamp point or one of the polling
messages. In that case, each modulated message element of
an upcast or downcast message in the sub-network may be
configured to occupy one of the symbol-times, that is,
between the symbol boundaries. In addition, by comparing
successive timestamp points, the end devices can also cali-
brate their frequency to the hub device, and ultimately to the
larger 3GPP network. Thus suflicient synchronization may
be obtained 1n the sub-networks without the complex syn-
chronization procedures required for 3GPP communica-
tions. (The hub device, on the other hand, would be expected
to employ the standard 3GPP protocols 1 synchromizing
with the base station.)

[0256] Format 6 1s for polling messages, in which the hub
device periodically indicates which end devices have a
message on hold. The hub device holds messages or task
orders for 1ts end devices while they are in DRX sleep mode,
and then transmits the messages when the end devices
indicate that they are ready to resume operations.

[0257] The polling message mncludes a “type” field con-
taining a polling indicator that indicates that the message 1s
a polling message. For example, the polling indicator 1062
may be all fives, similar to the broadcast message formats.
The polling message also includes a sequence of polling bits
1063, each polling bit corresponding to one of the end
devices. Each polling bit 1s set to 1 1f the corresponding end
device has a message waiting, or 0 otherwise. Following the
polling message 1s a blank space 1065 in which the end
devices that have messages on hold can request them. For
example, the requests may be just one bit pulse in the blank
space 1063, at a position pre-assigned to each end device.
The hub device can then determine, from the positions or
times of the reply pulses, which end devices request their
messages.

[0258] As mentioned, the clocks of the sleeping end
devices may drift out of alignment with the hub device
during long sleep cycles. To help the end devices get back
into synchronization, the hub device may transmit pre-
polling indicators 1061, which 1n this case are brief single
pulses spaced apart and transmitted by the hub device 1n the
milliseconds preceding the polling message. The polling
message 1s also followed by post-polling indicators 1069
which 1n this case are double pulses, also spaced apart in
time. An end device that wakes up too soon can determine
that the polling message 1s imminent by detecting the
pre-polling indicators, and can determine that the polling
message has already passed by detecting the post-polling
indicators. The end device can then adjust 1ts clock rate and
clock setting, so as to wake up at the proper time for
receiving the next polling message.

[0259] Format-7 1s for updating the firmware of an end
device. When the boot sequence or operating system of an
end device needs to be altered, the hub device may instruct
the end device to install new firmware wirelessly using an
installation message. Numerous safeguards provide security
comparable to that of the larger network.

[0260] According to Format-7, an installation message
may 1nclude the 1dentification code 1071 of the end device
to be reprogrammed, a type field 1072 indicating that the
message 1s an installation message, an index 1073 indicating
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which key, of a set of single-use keys, was used for encryp-
tion, a password 1074 that activates the write-enable func-
tion of a system PROM 1n the end device, then the firmware
1075 1including the new boot sequence and the new operat-
ing system, then a scrambling code 1076, and finally an
error-detection code 1077. An encrypted section 1078
includes the password 1074 and the firmware 1075.

[0261] In this case, the single-use key indicated by the
index 1073 has been scrambled (or encrypted) by the
scrambling code 1076, and the password 1074 and firmware
1075 have been encrypted by the single-use key.

[0262] Upon recerving the installation message, the end
device may turn ofl 1ts receiver or otherwise 1gnore incoms-
ing signals to prevent interference during the updating
process. The end device can then calculate a hash or parity
construct of the message (exclusive of the error-detection
code 1077 itsell), and may compare the calculated value to
the provided error-detection code 1077, thereby determining,
whether there was a reception fault or some kind of cyber
attack or other problem with the message. If so, the end
device may transmit an alarm to the hub device, and other
steps depending on 1mplementation.

[0263] If the error-detection code agrees with the calcu-
lated hash or parity construct, the end device can retrieve the
scrambled single-use key from a lidden key table according
to the index 1073, then unscramble the single-use key using,
the scrambling code 1076. The end device can then decrypt
the password 1074 and the firmware 1075 using the
unscrambled single-use key. The end device can then acti-
vate the PROM write-enable function using the decrypted
password, and can copy the decrypted firmware into the
write-enabled PROM. The end device can then erase any
RAM and registers used, then begin executing at the {first
location in the boot sequence, which causes the end device
to re-boot, and then begin executing the operating system as
usual.

[0264] FIG. 11A i1s a schematic showing an exemplary
embodiment of low-complexity transmitter electronics for
QPSK messaging, according to some embodiments. As
depicted 1n this non-limiting example, a message between an
end device and a hub device in a sub-network may be
transmitted without the complex and expensive electronics
normally required for transmission in 3GPP networks. The
figure depicts a simplified circuit to illustrate the steps of
low-complexity transmission assuming QPSK modulation
and a time-spanning message on a single subcarrier.

[0265] The simplified schematic shows a transmitter for a
reduced-capability end device. The inputs are the bits 1101
of a message. The end device includes a local oscillator 1102
tuned to the subcarrier frequency. The output 1s a transmitted
wavelorm 1103 depicted as four signals differing by 90
degrees of phase. Each wavetorm 1103 corresponds to one
of the bit combinations of 00, 01, 10, and 11 1n binary.

[0266] To construct the four phases, the local oscillator
1102 signal 1s provided as 1nput to four builers 1104, some
of which are inverting builers. In addition, an analog quar-
ter-wave delay 1105 1s provided for two of the butlers 1104.
The buflers 1104 thereby generate the four phases corre-

sponding to QPSK.

[0267] The message bits 1101 are provided to a one-oi-4
selector 1106, a circuit that provides a positive voltage to
exactly one of its four output lines, depending on the two
input bits. The four selector outputs 1106 and the four
phased signals from the buflers 1104 are then provided to
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four phase gates depicted as AND gates 1107. According to
the selector 1106, exactly one of the AND gates 1107 will
pass the phased oscillator signal forward, thereby providing
a signal modulated according to the message bits.

[0268] The outputs of the AND gates 1107 are then
accumulated by combiners 1108, depicted here as OR gates.
The combined signal 1s amplified by a power amplifier 1109
and transmitted by an antenna 1110. The transmitted wave-
form 1103 1s a copy of the bit-selected phase signal, thereby
carrying the bit-level message content according to the
phase of the transmitted wavetorm 1103.

[0269] Not shown are various filters and level restorers
and the like, which may be added 1f needed. A purpose of the
figure 1s to show that the message data can be encoded and
transmitted using low-cost low-complexity electronics. It 1s
immaterial how the transmitter circuit of the end device 1s
configured, so long as 1t provides the transmission waveform
modulated according to the message bits, 1s sutliciently low
in cost to not inhibit the intended use case, and 1s sufliciently
low 1n complexity to be operated by a reduced-capability
processor such as a basic microcontroller. Artisans may
devise other circuits to accomplish the same task without
departing from the principles disclosed herein.

[0270] FIG. 11B i1s a schematic showing another exem-
plary embodiment of low-complexity transmitter electronics
for QPSK messaging, according to some embodiments. As
depicted 1n this non-limiting example, pairs of message bits
1121 are mput to a two-to-four demultiplexer 1126, which
drives four phase gates 1127 as AND gates. The analog
quarter-wave delay circuit 1105 has been eliminated by
operating the local oscillator 1122 at twice the subcarrier
frequency, then dividing the frequency by 2, synchronous
1125 with eirther the rising or falling oscillator signal,
thereby generating four signals with a 90 degree phase
separation digitally (assuming a 50% duty factor, which 1s
common). This avoids the analog portion 1105, which may
be cumbersome. In addition, the three combiners 1108 have
been replaced by a single 4-input OR gate 1128. As before,
a power amp 1129 drives an antenna 1130 with the selected
phase, resulting 1n four output signals 1123 with approprate
phases.

[0271] FIG. 12A 1s a schematic showing an exemplary
embodiment of low-complexity receiver electronics for
QPSK messaging, according to some embodiments. As
depicted 1n this non-limiting example, a low-cost, reduced-
capability end device may employ a receiver circuit that
takes a signal from an antenna 1251 and a local oscillator
1252 as input, and provides the demodulated bits 12353 of the
message as output.

[0272] In the simplified circuit deplcted the oscillator
signal 1s used to generate four phases using inverting builers
1254 as in the previous figure. The antenna output 1251 1s
amplified 1256 (and filtered or positive-discriminated, not
shown) before driving the four phase gates 1257 depicted as
AND gates. The gated outputs are low-pass filtered by
smoothers 1258 and the highest average voltage 1s selected

by four discriminators 1259, thereby indicating the demodu-
lated bits 1253 as shown.

[0273] FIG. 12B 1s a schematic showing another exem-
plary embodiment of low-complexity receiver electronics
for QPSK messaging, according to some embodiments. As
depicted 1n this non-limiting example, an antenna 1271
again drives an amplifier 1276 with the received wavetorm.
The local oscillator 1272 1s now operated at four times the
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subcarrier frequency, and 1s divided by 4, synchronously, by
tour logic dividers 1274, generating four phase signals that
are fed to four analog switches 1277 of the type that either
block or pass the phase signals depending on the input from
the amplified wave signal. Thus the outputs of the analog
switches 1277 indicate which local phase matches that of the
received signal. The four outputs are then filtered 1278 and
fed to a 4-input microcontroller 1280, which determines
which of the filtered signal has a largest amplitude. Alter-
natively, the microcontroller fits the four amplitudes to a
phase model. By either method, the microcontroller then
determines the message bits as shown. By demodulating
with this method, an amplitude calibration may not be
necessary because the four phase states are being compared
to each other, not to an absolute level, and the correct phase
1s then determined according to the amplitude ratios. There-
fore, the demodulation method may be resistant to signal
tading or SNR degradation or other effects that may lead to
reception faults.

[0274] Parts for transmaitters and receivers as depicted are
readily available at very modest cost. Using these circuits or
others derived from them, the message bits may be readily
modulated and demodulated using basic low-cost low-com-
plexity electronics, without the complex signal processing
and software required for 3GPP receivers.

[0275] FIG. 13 1s a flowchart showing an exemplary
embodiment of a procedure for a sub-network to autono-
mously re-boot, according to some embodiments. The tlow-
chart items may be executed 1n any order. As depicted in this
non-limiting example, after a power failure or other shut-
down, the end devices may be configured to automatically
start their ROM-based boot sequence, then enter theirr ROM-
based operating system, and await instructions from the hub
device.

[0276] At 1301, a particular end device, which has previ-
ously been a member of a sub-network or has otherwise
obtained a local 1dentification code, 1s powered up. Then at
1302, a built-in delay, such as an analog resistor-capacitor
delay, inhibits the processor from executing any instructions
until the power has had a chance to stabilize.

[0277] At 1303, the power-up delay has expired, and the
end device processor automatically begins executing
istructions in ROM, starting at a predetermined location,
such as the lowest executable location in the ROM, such as
hex-000 or hex-100 or other location, depending on 1mple-
mentation. the processor then continues executing ROM
instructions to boot up. After the boot sequence, the oper-
ating system may begin in the location immediately above
the boot sequence, or there may be a series of blank values
or NOPs between the boot sequence and the operating
system. In either case, the processor automatically begins
executing the regular operating system after the boot
sequence. (“NOP” causes the processor to skip over that

address.)

[0278] Certain locations in the ROM may be reserved. For
example, the first hex-100 locations or the last hex-100
locations 1n ROM may be reserved and not executable. The
reserved locations may contain special data such as the
single-use key table or other security values. The reserved
locations may contain executable code such as detailed
instructions for updating the firmware in the ROM. The
reserved locations may contain pre-configured replies such
as acknowledgement sequences.
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[0279] For example, the end device may include a pro-
cessor that reads instructions according to an instruction
address register that 1s automatically incremented upon each
instruction cycle. The processor may include internal elec-
tronics that automatically indicate when the struction
address register 1s within the reserved address region, 1n
which case the retrieved 1nstruction would read NOP or zero,
instead of the actual contents, whenever the processor
attempted to execute 1t. With such protection, the 1nstruction
address counter may safely start at address zero when
re-booting, since the first hex-100 addresses will appear as
NOP and will be skipped over automatically. In a similar
way, 1I the reserved addresses are at the top of the ROM,
they will be passed over by the execution engine for the
same reason. An advantage ol configuring the reserved
addresses to read NOP when executed may be greater
security, since the operating system does not need to care-
tully avoid that region. In fact, the processor does not need
to know which addresses are reserved. For example, each
reserved address may be protected by a wired-in resistance
to execution. In that case, the operating system does not
know where the key table 1s hidden, until the single-use key
address 1s revealed by the installation message.

[0280] At 1304, as part of the boot sequence, the end
device erases all of 1ts built-in registers and RAM, if present.
This ensures that unwanted residue 1s erased, including any
malware or attack functions.

[0281] At 1305, after finishing the boot sequence, the

processor continues incrementing the next execution
address, which 1s the operating system.

[0282] At 1306, optionally, upon entering the operating
system, the end device may transmit an upcast message to
the hub device announcing that the end device has re-booted
and 1s now ready for service. In some embodiments, the
ready-for-service message may be a pre-configured
sequence. In other embodiments, the operating system may
cause the end device to perform security checks, such as
calculating a hash of PROM, and may include transmitting
the results of those security checks to the hub device 1n the
ready-for-service message.

[0283] At 1307, the end device runs a series of self-checks
for code 1ntegrity, cybersecurity, and 1ts ability to perform 1ts
functions such as reading a temperature sensor or turning a
switch on and off. For example, the end device may calculate
a hash or parity of the firmware, or other security check on
the current operating system code, or other security check,
thereby revealing faults 1 present. The end device may
transmit a ready-for-service message to the hub device
indicating the results of those tests. If the hub device detects
a problem with the results, 1t may quarantine the suspicious
end device or take other defensive action.

[0284] At 1308, the end device may automatically begin
performing its programmed task, such as periodically mak-
ing a measurement and transmitting the results to the hub
device. For example, the operating system or boot sequence
may specily that the end device 1s to automatically start
performing measurements, without waiting for a command
from the hub device. However, the hub device can interrupt
such an automatic cycle with an abort command, then
re-start the cycle at a later time. In other embodiments, the
end device may wait for the hub device to tell it to begin
repetitive operations.

[0285] In some embodiments, 1f the end device includes a
sleep-cycle capability, it may begin discontinuous reception
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(DRX) automatically upon finishing its first programmed
measurement. In other embodiments, the end device may
wait until commanded by the hub, and then start the DRX
cycle, thereby maintaining synchrony with the hub device.
This also enables the hub device to know when the end
device 1s awake or asleep.

[0286] At 1309, during the awake intervals, the end device
may monitor the downcast link for instructions from the hub
device, such as mstructions to acquire data or to activate an
actuator. Alternatively, at 1310, the hub device may instruct
the end device to perform a self-reboot. For example, the end
device may cause a re-boot by clearing the instruction
address counter, which causes the processor to start over at
address zero or whatever the first executable address 1s 1n
PROM. Alternatively, the re-boot command may include
setting the 1nstruction address to hex-100 or other predeter-
mined re-boot location, at which the processor resumes
execution, thereby causing the end device to erase every-
thing erasable and to restart at the bottom of the operating
system, before resuming normal operations.

[0287] FIG. 14 i1s a schematic showing an exemplary
embodiment of a procedure for updating the firmware oper-
ating system of an end device wirelessly, according to some
embodiments. As depicted 1n this non-limiting example, a
hub device can provide the new system code 1n an encrypted
form, which can only be decrypted using a single-use key
sequestered 1n the end device’s ROM and 1s scrambled by a
scrambling code, which the hub provides 1n the installation
message. The installation message also provides an index
pointing to the single-use key, hidden 1n a ROM memory of
the end device. The procedure thereby provides a very high
level of security. In addition, for even greater security, the
end device 1s configured to turn ofl (or disregard) its receiver
immediately after receiving the update order, thereby pre-
venting interference from a potential hacker.

[0288] The end device 1401, hub device 1402, base station
1403, and higher authority 1409 are shown across the top.
Time proceeds downward on the page. 5G/6(G communica-
tions of the 3GPP network are shown as doublewide arrows,
and restricted link sub-network communications are shown
as dashed arrows.

[0289] At 1411, the higher authority 1409 provides a new
firmware (boot sequence and operating system) for the end
device 1401. In some embodiments, the higher authority
1409 may choose to physically demount the end device
1401, install the new firmware manually, on a bench for
example, and then reinstall the end device 1401. In that case
there 1s no risk of a cyber attack during the upgrading
process because the end device 1s off-line. But 1t’s a lot of
work. Therefore, 1 this example, the higher authority 1409
decides to perform the firmware upgrade wirelessly. The
higher authority 1409 transmits a message containing the
new firmware 1431 to the hub device 1402 via the base
station 1403, along with instructions such as which end
device to update, and what the changes entail, and how the
changes may aflect the sub-network operations.

[0290] At 1412, the hub device receives the new firmware
1431. In this example, the hub device 1402 holds the
unscrambled single-use key table 1n 1its memory, along with
the scrambling codes and other security information, for
cach of 1ts end devices.

[0291] The hub device then encrypts the firmware using
the single-use key, and then scrambles the single-use key
with the scrambling code for that key. The hub device 1402
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then transmits an installation message to the end device
1401, containing a type section indicating that this 1s an
update command, the full globally-unique identification
code of the mtended end device 1401, the encrypted firm-
ware 1432, the scrambling code for descrambling the single-
use key, the index of the scrambled single-use key, and
optionally an encrypted write-enable password. Thus the
firmware and the password are encrypted by the single-use
key, while the type section, the identification code, the
scrambling code, and the index are not encrypted. The
installation message does NOT 1nclude the single-use key
itself, either plain or scrambled.

[0292] At 1413, the end device 1401 receives the message
1432, determines that it 1s an installation command, and that
it 1s intended for the end device. Upon finishing receiving
the message, the end device 1401 immediately turns off or
inhibits 1ts receiver to prevent interference during the updat-

ing process. The 1solation of the end device 1s indicated by
lines 1433.

[0293] At 1414, the end device 1401 retrieves a particular
single-use key from tis key table (hidden 1n non-executable
ROM), according to the index in the update command
message 1432. As a security feature, the end device also
checks the scrambled single-use key to make sure 1t 1s not all
zeros, since that would indicate that the key associated with
the index has been employed previously, a violation. If the
end device also has a used-key table containing either the
indexes of previously used keys, or the previously used keys
themselves (whether scrambled or not), then it checks
whether the indicated key has been used before, also a
violation. IT the end device finds that the indicated key was
in fact used before, then the end device would abort the
update process and inform the hub device of the violation.
Such a violation may indicate a cyber attack, a message
reception error, a mistake by the hub device, some kind of
system glitch, or other unknown problem. In every case, the
end device rejects the installation message and sends an
alarm to the hub device.

[0294] At 1415, no error has been detected, so the end
device 1401 then proceeds to unscramble the single-use key
using the scrambling code which 1s also provided in the
installation message 1432. The end device then uses the
unscrambled single-use key to decrypt the firmware (and the
password, 1f provided). Importantly, a hacker may listen to
the mstallation message, but would be unable to tamper with
the new firmware without knowing the scrambled single-use
key which 1s hidden in the key table, nor to decrypt the new
code without the correct single-use key, nor to descramble
the smgle-use key without the scrambling code. In addition,
there 1s stmply no time for a hacker to intervene before the
end device turns ofl its receiver at the end of the installation
message 1432. Hence, the firmware 1s protected and secure,
up to the point of installation.

[0295] At 1416, the end device 1401 uses the 1nstallation
message to unlock the PROM write-enable feature, and at
1417 deletes (or over-writes with zeros) the used key from
the the single-use key table, so that 1t can never be used
again.

[0296] At 1418, the end device uses the unscrambled
single-use key to decrypt the firmware, copies it into PROM,
and re-boots.

[0297] The end device may be configured to avoid over-
writing the section of PROM that 1t 1s executing, while
copying the system code. In one embodiment, the end device
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may copy the decrypted code into the PROM by calling a
simple copy loop that copies the new firmware 1nto sequen-
tial addresses of the PROM. Over-writing the copy loop 1s
to be avoided since that would stop the copying. To avoid
over-writing the copy loop, the processor may include a
copy function in hardware, and may invoke that built-in
copy loop to copy the new firmware into the PROM.
Alternatively, the copy loop may be provided 1n a small
UROM, separate from the PROM, and is executed by the
processor aiter the decryption 1s finished. As a third option,
the copy loop may be positioned at the top of the PROM
address space, so that it 1s over-written only after all the
addresses 1n the PROM have been written to.

[0298] In each of these cases, or other means for performs-
ing the firmware installation, the processor then returns to
the boot sequence. For example, an address counter of the
copy loop may “roll over”, or generate a carry bit, after
reaching the highest PROM address, and the carry bit may
cause the mstruction address counter to be cleared or set to
zero or set to the lowest executable address, for example.
The processor then begins executing at that pomt, and
thereby executes the new boot sequence and then enters the
new operating system, as desired.

[0299] The nstallation procedure may include turning off
the write-enable feature of the PROM after completing the
installation, erasing all RAM and registers, and then re-
enabling the receiver. The boot sequence may include those
same 1nstructions, for extra security. Alternatively, the end
device may continue to hold the recerver off until after
contacting the hub device 1n the next step.

[0300] At 1419, as part of the boot sequence, the end
device calculates a hash 14335 of the new firmware and
transmits 1t to the hub device 1402. In some embodiments,
the end device then turns on the receiver just before trans-
mitting the hash to the hub device, sufliciently to perform the
LBT collision avoidance, and not betore. The end device
then does nothing while waiting for the hub device to
approve the update. The hub device 1402 knows the correct
hash value because the hub device has the unencrypted
firmware. If the hash is correct, then at 1420, the hub device
transmits a message to the end device mstructing 1t to
resume normal operations (not shown, because this time
there was a problem with the installation).

[0301] At 1421, below the double dotted line, the hub
device finds that the hash 1s incorrect. This 1indicates either
that something went wrong or a hacker somehow 1ntertered.
Therefore, the hub device transmits an alarm message 1436
to the base station 1403 and then tries again. the hub device
encrypts the new firmware a second time, using a different
single-use key. The hub device then transmits another instal-
lation message, with the newly encrypted firmware, the
associated index, and the new scrambling code to the end
device.

[0302] At 1422, the end device 1401 again receives the
installation message 1437, disables its receiver 1438,
unscrambles the new single-use key, decrypts and copies the
firmware, calculates the hash again, then automatically
re-boots, calculates the hash 1439, and transmuts 1t to the hub
device 1402, and again waits for approval.

[0303] At 1423, the hub determines that the second
attempt was successiul. Therefore the hub device cancels the
alarm 1440, transmits a status message to the higher author-
ity 1441, and finally sends an approval message 1442 to the
end device, enabling it to begin normal operations.
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[0304] The example includes the end device activating the
write-enable feature of the PROM, based on the installation
message. In some embodiments, for greater security, the
routine that activates the write-enable feature may be pro-
tected by a password. In a first version, the password may be
provided by the hub device, but encrypted, such as
encrypted along with the firmware by the single-use key.
The end device can decrypt the password at the same time
as the rest of the firmware. For even greater security, the
password may be split into two halves, in which one half 1s
provided 1n the update mstruction message and encrypted
along with the firmware, while the other half 1s stored 1n a
hidden location of the currently-installed version of the
firmware. The hub device would be responsible for remem-
bering the location and value of the hidden password por-
tion. A hacker could not change the PROM without receiv-
ing and decrypting the password portion in the update
instruction message, and also discovering the location of the
other half of the password 1n the old firmware. In that case,
the updating process i1s protected by the scrambled and
inaccessible single-use keys 1n the key table, and also by the
password which 1s split between the encrypted message and
the hidden code portion, as well as by the deactivation of the
receiver as soon as the installation message has been
received. Each of these security features 1s readily decoded
by the end device using basic procedures such as XOR
decoding. From a security perspective, however, recon-
structing all those keys and codes from transient wireless
signals would take a determined hacker indeed.

[0305] FIG. 15 1s a flowchart showing an exemplary
embodiment of a procedure for securely updating firmware
in an end device, according to some embodiments. The
flowchart items may be executed 1n any order. As depicted
in this non-limiting example, the system wirelessly updates
the boot sequence and operating system of an end device,

while maintaining the same high level of security as the
3GPP network.

[0306] At 1501, the end device has been pre-configured
with a table of single-use keys, each one scrambled by a
different scrambling code which the end device does not
know. The single-use key table 1s stored 1n non-executable
addresses of the system PROM, such as the first or last
addresses of the PROM, or 1n a separate UROM, or perma-
nently encoded in the processor chip itself, among other
possibilities. For example, the single-use key table may be
installed, along with the boot sequence and operating sys-
tem, during manufacture of the end device. Alternatively, the
single-use key table may be imnserted during an assembly
process using a physical enablement, or other secure man-
ner. In this example, the end device processor does not have
access to the single-use key table except when instructed by
the hub device, and even then 1s able to retrieve only the key
corresponding to the index provided in the installation
message.

[0307] At 1502, the higher authority has determined that

the end device needs to update 1ts operating system, perhaps
to handle a different task or to correct a defect. Higher
authority sends a message to the hub device specitying the
updated firmware for the end device.

[0308] At 13503, the hub device encrypts the new firmware
using one of the single-use keys, then scrambles the key
using a scrambling code. The hub device then transmits an
installation message to the end device containing: a special
instruction to install the new operating system, the identi-
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fication code of the mntended end device, the encrypted
operating system, an encrypted password for unlocking the
write-enable function of the PROM, an index number or
address of the single-use key in the key table, the scrambling
code by which that single-use key was scrambled, and an
error-detection code. The installation message does not
include the single-use key i any form. All of this 1s
contained 1n a single unbroken downcast transmission in a
predetermined format.

[0309] Adfter receiving the installation message, the end
device turns 1ts recerver ofl and calculates the hash or parity
of the as-recerved message. If the hash disagrees with the
error-detection code, the end device determines that there
are reception problems, rejects the installation message,
turns 1ts receiver back on, and transmits a NACK to the hub
device.

[0310] Upon receiving the NACK, the hub device
encrypts the system code again using a different single-use
key, with a different index and a different scrambling code,
and transmits the entire message again at 1504. (Alterna-
tively, the hub device may instruct the end device to re-boot
first, and then run security tests, and only then may attempt
the update 11 the end device passes all the security tests, and
quarantines the end device otherwise.)

[0311] At 1505, the end device again checks the received
message according to the error-detection code. This time, the
hash 1s correct and the message was successtully received.
The end device then (if not sooner) disables the receiver to
prevent an attacker from interfering while the nstallation 1s
in progress. Optionally, the end device can transmit an ACK
to the hub after verifying the hash. During the update
process, the end device 1s to be 1solated until the new
operating system 1s installed and tested.

[0312] At 1506, the end device retrieves the single-use key
from the table using the index provided, then unscrambles 1t
with the scrambling code provided.

[0313] At 1507, the end device prepares to install the new
firmware 1n the PROM memory. Generally a PROM requires
a write-enable function to be activated before the PROM can
be altered. For extra security, the write-enable function may
be protected by a password. In a first embodiment, the
password may be provided in the update installation mes-
sage, encrypted along with the operating system. The end
device can decrypt the password and then use 1t to update the
PROM. In a second embodiment, the password may be
hidden somewhere 1n the old operating system. The hidden
location may be unknown to the end device and may be
revealed by the hub device in the installation message,
encrypted along with the firmware. In a third embodiment,
the password may be divided into two portions, one of which
1s provided 1n the mstallation message and the other half 1s
hidden 1n the old operating system. The end device knows
which method, or other method, 1s used to provide the
password, but does not know the hidden parameters. After
decrypting the 1nstallation message, the end device retrieves
the password from its hiding place, decrypts 1t using the
unscrambled key, and then uses the password to activate the
write-enable function of the PROM. The end device then
erases the single-use key in the key table at the specified
address, thereby preventing 1ts re-use.

[0314] At 1508, the end device decrypts the new firmware,
using the descrambled single-use key, and copies it into the

PROM at 1509.
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[0315] In one embodiment, the end device may store the
encrypted firmware as-received in RAM, then decrypts it
into more RAM, then copies it from the RAM into the
PROM starting at the first executable address.

[0316] In another embodiment, the end device may
demodulate each message element of the installation mes-
sage as 1t 1s being received, determines the single-use key
and the password while still receiving the message, decrypts
the new firmware while it 1s being received, and stores each
line of the decrypted firmware 1n RAM. The end device may
then calculate a hash or parity construct from the decrypted
firmware and compare to a provided value, such as a value
included in the installation message. If the decrypted firm-
ware fails this test, the end device may abort the mstallation
by erasing the RAM copies of the firmware, turning the
receiver back on, and sending a NACK or other warning to
the hub device. But if the decrypted firmware appears
correct, then the end device may copy the firmware from the
RAM into the PROM and proceed to run the new boot
sequence.

[0317] In another embodiment, the end device may
demodulate each message element of the installation mes-
sage as 1t 1s being received, thereby determining the single-
use key and the scrambling code and the password while still
receiving the message, and then decrypts the new firmware
while 1t 1s being received. The end device can then write
cach line of the decrypted firmware directly into 1ts PROM
address without storing anything in RAM.

[0318] In some embodiments, the PROM 1s of the type
that can be written one address at a time while other
addresses are being executed. In that case, there are several
ways the installation instructions may be arranged, to enable
PROM updating. The following are some examples.

[0319] In a first embodiment, the end device may 1nitially
move a “copy loop” of processor istructions into highest
memory addresses of the PROM. The new firmware may
also 1include the same copy loop 1n the highest addresses of
the new firmware. (The copy loop copies the new operating
system from RAM into the PROM, starting at the bottom of
the PROM and proceeding upward.) When the copy loop
finally reaches 1ts own address, the copy loop will over-write
the copy loop instructions with the same instructions,
thereby completing the firmware installation. Then, having
reached the top of memory, the mstruction address counter
will then roll over to zero while generating a carry bit, which
causes the processor to proceed to the first address or the first
executable address 1n the PROM, which now holds the new
boot sequence, thereby completing the installation.

[0320] In a second embodiment, the end device may
include a second PROM or UROM containing the installa-
tion instructions. Alternatively, the installation instructions
may be hard-wired in the processor or other protected
location other than the main PROM. These cases may be
applicable when the PROM 1is of the type that cannot support
execution at the same time as being written. For example,
the installation message causes the processor to execute the
installation instructions from the second PROM or UROM
or protected location, so that the new firmware can be copied
into the main PROM. When the copying 1s completed, the
istruction address counter may be cleared, causing the
execution of the new boot sequence, for example.

[0321] At 1510, the end device automatically resumes
execution of the new operating system after the re-boot. The
boot sequence or the operating system may again erase the
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RAM and all traces of the secret keys and codes. In some
embodiments, the last task of the boot sequence may be to
calculate a hash of the new operating system and transmuit
that hash to the hub device as a security check at 1511. The
end device does not know the correct answer, but the hub
device knows 1t because the hub calculated the hash before
encrypting the new operating system. If the hash 1s correct,
the end device 1s free to begin normal operations (1n some
embodiments, the hub may demand further testing). If the
hash 1s wrong, then the hub device may attempt yet another
system update, using a different single-use key. After mul-
tiple updating failures, the hub may determine that the end
device 1s somehow damaged, in which case the hub device
may again quarantine the end device and request mainte-
nance.

[0322] The procedures of this example may provide
enhanced security during wireless system updates, by tightly
controlling information and timing. The single-use keys are
stored 1n ludden and normally 1naccessible memory of the
end device, and are all scrambled with a scrambling code
(different for each single-use key) which the end device does
not know. In addition, the end device cannot read the
single-use key table at all until instructed by the hub device,
and even then can only extract the one entry corresponding
to the index transmitted by the hub device. In addition, the
single-use keys are useless to a hacker without the associ-
ated scrambling code. In addition, the end device turns off 1ts
receiver immediately after receiving the installation mes-
sage, thereby denying a hacker any opportunity to aflect the
updating. Anything that the hacker transmits to the end
device after the installation message will be rejected,
because the end device has turned off (or ignores) its
receiver until the entire updating process 1s finished and the
new lirmware has been verified by the hub device. In
addition, the password-protected write-enable function of
the PROM would require the hacker to determine either an
encrypted portion 1n the message or a hidden portion in the
previously installed firmware, or both. In short, using the
disclosed procedure, the hub device can achieve the system
update wirelessly, while preventing any outsider from intlu-

encing the installation.

[0323] The example assumes that the encryption and
scrambling are done by the hub device, and the other
security parameters are stored in the hub device. In another
embodiment, for even tighter security, the higher authority
can store the key table, scrambling codes, passwords, and so
forth. The higher authority can encrypt the new operating
system and transmit only the encrypted version, and the
index, and the scrambling code to the hub device. The higher
authority then keeps the decrypted and unscrambled ver-
sions secure, while the hub device passes the encrypted
version down to the end device 1n the installation message.
In addition, the hub device may not know the correct value
of the hash of the encrypted or decrypted operating system,
and the correct answers to other security tests that the end
device may perform when ordered. Instead, the hub device
may pass the results of those tests up to the higher authority
tor checking. In that case, all security values are maintained
by the higher authority, and thus would not be exposed even
if the hub device 1s compromised.

[0324] FIG. 16A-16G are charts showing various exem-

plary embodiments of a memory configuration 1n an end
device, according to some embodiments. As depicted 1n
these non-limiting examples, the secure memory of an end
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device can include space for a single-use key table, a boot
sequence, and an operating system.

[0325] FIG. 16 A depicts a secure memory of an end device
as a PROM 1600, subdivided into a region for the single-use
key table 1601 at the bottom of memory at address zero,
followed by a boot sequence 1602, followed by the operat-
ing system 1603. The rest of memory 1604 1s blank or zero
or a NOP (no-operation) instruction, any of which causes the
processor to advance to the next location until rolling over
the top of memory and continuing at the first executable
address, which 1s the boot sequence. The key table 1601 1s
in non-executable memory.

[0326] Processors generally include an instruction address
counter that indicates the address of the next istruction to
be executed. The instruction address counter 1s automati-
cally incremented upon each instruction execution, and after
reaching the top of memory, reverts to zero address. In
normal operation, the processor should never attempt to
execute a memory location outside of the operating system,
and 11 1t does, this indicates a maltunction or a cyber attack.
Therefore, an advantage of filling the unused memory with
NOPs may be that 11 the processor ever arrives there, the
instruction address counter would automatically cycle
around to the first executable address, thereby re-booting
and erasing the attack.

[0327] In addition, the processor should never attempt to
execute an address in the key table 1601, since those
addresses contain data, not instructions. To avoid treating the
single-use keys 1601 as instructions, the processor may be
configured to recognize that addresses 1n the key table space
are non-executable, and to skip over them until reaching an
executable location, which 1n this case 1s the first instruction
of the boot sequence 1602. Alternatively, the processor may
be configured to read the key table contents as NOPs, which
would also cause 1t to skip ahead. If the mstruction address
counter did arrive at the key table space, due to a maliunc-
tion or a cyber attack for example, each address would be
read as a NOP, in which case the instruction address counter
would then cycle up to the first address in the boot sequence
and re-boot.

[0328] Upon finishing the boot mstructions, the processor
automatically begins executing the operating system 1603
instructions, which is positioned immediately above the boot
sequence. In some embodiments, the last instructions 1n the
boot sequence may be to send a message to the hub device
indicating that the re-boot has finished, and the first instruc-
tions 1n the operating system may to wait for a message from
the hub device. In other embodiments, the operating system
may automatically begin doing something pre-configured,
such as taking measurements periodically or entering a DRX
sleep cycle.

[0329] Upon receiving and demodulating a downcast mes-
sage, the operating system 1603 interprets the message as a
command. For example, the end device may execute a
pre-configured routine associated with the command. The
routine may be stored somewhere 1n the operating system
1603, and may be configured to cause the end device to
perform a measurement or activate an actuator. In some
embodiments, the routine also includes replying to the hub
device, either after receiving the message (such as an
acknowledgement) and/or after completing the assigned task
(such as a pre-configured “done” message).

[0330] In some embodiments, the last mstruction of each
command routine may be to reset the instruction address
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counter to the a particular instruction of the operating system
1603. The particular mstruction may be to wait for the next
hub command. Alternatively, if the end device 1s 1nstructed
to begin doing something repetitively, such as periodically
measuring or activating, or entering a DRX sleep cycle, for
example, then the last instruction of those autonomous
routines would be to reset the instruction address counter to
the first address of that autonomous routine, thereby causing,
the end device to continue repeating the routine until
instructed to stop. Alternatively, and more commonly, the
periodic task may be triggered by an internal timer in the
processor, which causes an interrupt when the timer expires.
In that case, the end of the routine would 1nclude resetting
the timer and returning to a wait state of the operating
system. When the interrupt occurs, 1t generally includes or
indicates the address of the periodic routine that 1s to be
executed at that time.

[0331] FIG. 16B depicts the secure memory of an end
device as a PROM 1610 and an unalterable UROM 1615.
The PROM 1610 contains the key table 1611, the boot
sequence 1612, the operating system 1613, but not the
instructions related to updating or installing new firmware,
tollowed by a final blank or NOP section 1614. The UROM
1615 contains the mstructions 1616 for updating and 1nstall-
ing new firmware. An advantage of placing the updating
instructions 1616 1n a separate memory 1615 may be that the
processor can execute the updating instructions 1616 while
the main memory PROM 1610 1s erased or partially over-
written. For some types of ROM, 1t 1s difhicult to install new
instructions into a memory while executing instructions
from that memory. Another advantage may be that a hacker
cannot alter the installation instructions 1616 since they are
secured separately, thus eliminating vulnerabilities related to
the updating process.

[0332] FIG. 16C depicts secure memories of an end
device, including a PROM 1620 and a UROM 1625. In this
case the PROM 1620 includes a boot sequence 1622 starting
at address 0000, followed by the operating system 1623,
then the unused section 1624. In this case, the operating
system 1623 includes the updating instructions. The UROM
1625 holds the single-use key table 1621. An advantage of
placing the key table 1621 1n unalterable memory 1625 may
be that the single-use keys 1621 may thereby remain safe
from accidental alteration or deliberate sabotage by a hacker.
An advantage of placing the boot sequence 1622 at the
bottom of the PROM 1620 may be that a re-boot can then be
implemented simply by clearing (that 1s, setting to zero) the
instruction address counter, without bothering about non-
executable addresses and the like. In this case, all of the
PROM memory addresses are executable, although the
higher section 1624 contains only null instructions. Another
advantage may be that if the processor somehow gets into
the blank section 1624, 1t will simply advance to the end
without doing anything, roll over to address zero, and
continue executing there, which 1s the beginning of the boot
sequence 1622. Thus any glitch causing an incursion 1nto the
blank area 1624 inevitably triggers an automatic re-boot.

[0333] FIG. 16D depicts a PROM 1630 of an end device

contaiming the boot sequence 1632 starting at the bottom
address 0000, followed by the operating system 1633, then
a blank section 1634 which 1s filled with mstructions to clear
the instruction address counter. Thus each instruction of the
blank section 1634 sends the processor back to the first
instruction of the boot sequence 1632, as desired. The last
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section 1s the single-use key table 1631, which 1s protected
from incursion by the reset commands of the blank section

1634.

[0334] FIG. 16E depicts a PROM 1640 of an end device
including first a boot sequence 1642, then an operating
system section 1643, followed by a blank section 1644. The
operating system section 1643 includes the the single-use
keys 1641 inserted at multiple places, such as N places
where N 1s the number of single-use keys. Each single-use
key 1641 1s preceded by a “jump-ahead” instruction 1646
which 1nstructs the processor to jump over the single-use
key and continue executing thereaiter. Only two such por-
tions are depicted for clarity, but the intent is to store all of
the single-use keys interleaved with the operating system
instructions.

[0335] In this case, the top of memory includes a special
set of 1nstructions 1647 labeled “ITell Hub”. The purpose
here 1s to transmit a message to the hub device whenever the
processor erroneously begins executing anything in the

blank area 1644. The instruction address counter then steps
through all the NOP instructions until reaching the Tell Hub
section 1647, which causes the end device to transmit an
alarm message to the hub device, informing 1t that some-
thing 1s amiss 1n the end device, and that it 1s about to re-boot
itself. The hub device may thereby be warned that a hacker
may be loose or that the end device has some kind of
malfunction, since the end device should never try to
execute anything in the blank section 1644.

[0336] FIG. 16F depicts a PROM 1650 of an end device,
divided 1nto two halves, a first halt 1658 and a second half
1659. For example, addresses in the first half 1658 may start
with O and 1n the second half 1651 may start with a 1. The
first halt 1658 includes the operating system 1653, but with
no updating and installation instructions. This 1s followed by

a blank section filled with instructions to go to the first
address of the second half 1659, which 1n this case would be

hex-1000. The second half 16359 includes the boot sequence
1652, followed by an updating and installation code 1656,
followed by a blank section 1657 filled with instructions to
clear the mnstruction address counter, or equivalently, go to
0000 which 1s the first mnstruction of the operating system
1653. Finally the key table 1651 i1s at the top of the second
half 1659. The last instruction of the boot sequence 1652 in
this case 1s to clear the processor mnstruction address counter
to 0000, which automatically starts the operating system
1653 after each re-boot, and also protects the updating
section 1656 from umntentional intrusion.

[0337] An intent of the first blank section 1654 filled with

instructions to go to 1000 may be to force an immediate
re-boot 1f the processor ever tries to execute an instruction
in the first blank area 1654. An intent of the second blank
arca 1657 filled with instructions to go to 0000 may be to
begin running the operating system 1653 automatically as
soon as the updating instructions 1656 are finished. Another
intent may be to protect the single-use key table 1651 from
unintentional access. Only the updating instructions 16356
can access the range of addresses corresponding to the key

table 1651.

[0338] As a further security feature, the processor may be
configured to interpret all addresses that start with a 1, that
15, all addresses 1n the second half 1659, as non-executable
during normal operations, other than re-booting. The update
installation message may provide the ability to access to the
second half 1639 for updating. For example, upon receiving,
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an 1nstallation message from the hub device, the processor
may enable access to the second-half 1659 and begin
executing at the first mnstruction of the update section 1656.
The update section 1656 can then retrieve just one of the
single-use keys 1651 according to an index provided by the
installation message. In this way, the second half 1659 is
ofl-limits except for re-booting and updating.

[0339] FIG. 16G depicts two PROM memories 1 an end
device. A PROM-1 1660 includes a boot sequence 1662
starting at the first address, followed by an update installa-
tion code 1666, and finally a single-use key table 1661.
Blank regions are not shown, but may be added to separate
those three regions. Those blank regions may be filled with
commands to re-boot. The blank regions may also include
informing the hub of the problem. PROM-2 1669 includes
an operating system 1663 with no updating or installation
instructions, followed by a blank region 1664 filled with
istructions to return to address zero, which 1s the start of the
boot sequence 1662. An advantage of using two PROM
memories may be that one of them (PROM-2 1669) can be
updated with a new operating system, while the other one
(PROM-1 1660) manages the updating process. Another
advantage may be that PROM-1 1660 contains routines and
data that are unlikely to change, whereas the operating
system 1663 1s likely to change whenever the tasks of the
sub-network change.

[0340] In some embodiments, PROM-1 can also be
changed, using instructions that may be present in PROM-2
1669 for example. In that case, the key table 1661 may be
refreshed by a PROM-1 update, enabling an unlimited
number of system updates. Allowing PROM-1 to be updated
also enables 1installation of an improved update code. If
PROM-1 1s the type of memory in which individual
addresses can be re-written, then each single-use key may be
deleted when it 1s used, or optionally replaced by a new key.

[0341] The memory configurations of FIGS. 16 A-G are
not exhaustive presentations of options for secure memory
configurations 1n the end devices. Further embodiments, not
shown here, include the option of storing the key table
and/or the update code in a small secure memory within the
processor, which may be considered as a separate ROM in
some embodiments. Artisans may devise other memory
configurations after reading this disclosure, without depart-
ing from the present principles.

[0342] FIG. 17 1s a schematic showing an exemplary
embodiment of hub devices belonging to multiple networks,
according to some embodiments. As depicted 1n this non-
limiting example, hub devices are regular user devices of a
3GPP network, and a sub-network for managing the end
devices, and also a third network for direct hub-to-hub
communication. The third network may be a sidelink or
ad-hoc or non-3GPP network that includes other hub
devices, and optionally the other non-hub user devices of the
larger network. The third network may provide communi-
cation capabilities that the larger network cannot, such as
real-time cooperation.

[0343] The figure depicts a higher authority 1730 com-
municating on a 5G/6G link 1707 as a regular user device to
a base station 1703. Alternatively, in dash, the higher author-
ity 1731 may communicate by a wired or other type of link
1733 to the core network 1708 which 1s 1n contact with the
base station 1703. The base station 1703 1s 1 5G/6G
communication 1707 with a first hub device 1702, a second
hub device 1712, and another user device 1722 which 1s not
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a member of a sub-network. The two hub devices 1702,
1712 communicate wvia restricted links 1706 with end
devices 1701, thereby forming a first sub-network 1704 and
a second sub-network 1714.

[0344] In addition, the two hub devices 1702, 1712 and the
other user device 1722 belong to a non-3GPP network 1710
(dot-dash enclosure). The hub devices 1702, 1712 and the
other user device 1722 communicate with each other via
non-3GPP network links 1709 (plain arrows). The non-
3GPP network 1710 may be, for example, a Wi-F1 network
or other grant-ifree type of network, of which many choices
exist. Alternatively, the third network may be a new sidelink
“mode-3” network which 1s allocated by the 3GPP network
to provide real-time communications opportunities between

hubs and user devices, without interfering with the managed
3GPP channels.

[0345] The three network types (that 1s, the 3GPP network,
the sub-networks, and the non-3GPP hub-to-hub network)
may support operations and cooperation among devices. In
addition, commumnications may be supported that would be
cumbersome (or in some cases impossible) on the 3GPP
network, due to the tightly managed messaging opportuni-
ties and complex requirements of 3GPP standards. For
example, the hub devices 1702, 1722 may need to exchange
information with each other or with the user device 1722 1n
real-time, 1n a synchronization task or cooperative task for
example. Passing information up to the base station 1703,
alter obtaining multiple grants, and then transierring the
information to the recipient after detecting a control-type
scheduling message, clearly involve a number of unpredict-
able time delays. In contrast, the non-3GPP links 1709 may
be grant-free and asynchronous, thereby enabling the trans-
mitting enfity to transmit at will. In many applications
involving coordination among hub devices, such real-time
versatility may be enabling, as shown in the following
example.

[0346] FIG. 18 1s a chart showing an exemplary embodi-
ment of communications between hub devices belonging to
multiple networks, according to some embodiments. As
depicted in this non-limiting example, two hub devices
synchronize their data acquisition using a separate ad-hoc
network that provides real-time signaling.

[0347] Across the top are the 1tem labels including a hub-1
device 1800, a hub-2 device 1801, a user device 1802 of a
3GPP network, and the base station 1803. Communications
on the 3GPP network are shown as doublewide arrows.
Communications on the real-time network are shown as
plain arrows. No communications with the end devices are
depicted 1n this example.

[0348] At 1811, a higher authority transmits an order
1821, 1822 to hub-1 and hub-2 1800, 1801 to perform a
simultaneous data acquisition. At 1812, hub-1 transmits a
get-ready message 1823 to hub-2 via the base station 1803,

and the base station transmits the downlink get-ready mes-
sage 1824 to hub-2.

[0349] At 1813, hub-1 transmits a first synchronization
pulse 1831 on the real-time network including a timestamp
point that indicates a particular time. At 1814, hub-2
receives the first synchromzation pulse 1831, waits a pre-
determined time interval AT2 1826 aifter the timestamp
point, and then transmits another timestamp point i a
second synchronization pulse 1832 on the real-time net-
work. At 1815, hub-1 receives the second synchromization
pulse 1832 and determines a time interval AT1 labeled 1825,




US 2024/0314572 Al

between transmitting the first timestamp point and receiving,
the second timestamp point. Hub-1 then waits AT3 1828
equal to AT1-AT2, and then takes data at a time indicated
as 1833. In the mean time, hub-2 waits an additional AT?2
1827 after transmitting the second synchronization message
1832, and then takes data 1833. Due to the exchange of
timestamp point messages 1831, 1832 on the real-time
network, the two data acquisitions 1833 are simultaneous, as
required.

[0350] In this example, the time delay between a hub
transmitting an instruction to an end device, and the end
device executing the instruction, 1s negligible, or at least 1s
the same for the two sub-networks, so that delay cancels out.
I1 the response times are not the same, then the difference 1n
response times may be calibrated in advance and corrected
for

[0351] At 1816, hub-1 and hub-2 sequentially transmait
their data 1830 to another user device 1802 which 1s not a
hub of a sub-network; the user device 1802 is just a regular
user device of the larger network. For example, the user
device 1802 may be responsible for accumulating and
analyzing the data 1830, and then 1817 transmitting a report
1835 to the higher authority via the base station 1803 on the
3GPP network.

[0352] Inthis example, the real-time network 1s an unman-
aged, asynchronous network that allows members to trans-
mit at will, without a grant or a scheduling request, directly
to another device. The hub-1 and hub-2 devices chose to
exchange their synchronization messages on the real-time
network to avoid the timing uncertainties ol 3GPP protocols
which require users to wait for an SR opportunity, then
submit a scheduling request, then submit a BSR message
when permitted, then transmit the message when permaitted,
and then wait for a control message to the recipient on
downlink, and then finally receive the message at the des-
tination. In addition, signals on 3GPP networks have an
unavoidable timing granularity equal to one symbol-time
which, depending on the numerology, ranges from multiple
microseconds to multiple tens of microseconds. On the
real-time network, on the other hand, hub-1 can transmit the
first synchronization pulse 1831 whenever convenient, and
hub-2 can transmit the second synchronization pulse 1832
exactly AT2 after detecting the timestamp point in the first
message 1831, without delays. In addition, on the non-3GPP
network, devices may be permitted to transmit occasional
brief pulses with high bandwidth, thereby enabling sharper
timing. The two hub devices can therefore time their data
acquisitions 1833 with much higher precision, using the
real-time network for coordination. It 1s likely (depending
on the implementation) that the two hub devices can arrange
to acquire their data within a few nanoseconds, or better,
using the real-time signaling with the depicted protocol,
which may be dithicult or impossible to achieve on the larger
network.

[0353] To avoid interference and contention problems, the
two hub devices may transmit a keep-silent command to
their end devices upon receiving the get-ready messages.
This may cause the end devices to withhold upcast messages

until the hub devices have completed their synchronized
task.

[0354] FIG. 19 1s a flowchart showing an exemplary
embodiment of a procedure for selecting identification
codes, according to some embodiments. The flowchart 1tems
may be executed i any order. As depicted in this non-
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limiting example, a sub-network increases its 1dentification
code requirements 1 response to address contlicts with
another sub-network that happens to be using the same local
identification codes.

[0355] At 1901, the hub device of a first sub-network
instructs its end devices to use their short 8-bit local 1den-
tification codes 1n each upcast message, and to expect each
downcast message to also include the recipient end device’s
8-bit 1dentification code. Also, no need to include the hub’s
identification since there 1s no conflicting traflic nearby.

[0356] At 1902, however, one of the end devices detects

an upcast message, which 1t did not send, and which includes
that end device’s 8-bit identification code. This 1s an address
coniflict, indicating that a second sub-network has come
within radio range and 1s using the same identification code
for at least one of 1ts end devices. The end device tells the
hub device.

[0357] At 1903, the hub device instructs its end devices to
begin using their 16-bit 1dentification codes, to avoid further
address conflicts. Now, since the second sub-network 1s still
within radio range, those end devices may have received that
instruction at the same time as the first sub-network end
devices. Thinking that the instruction was intended for them,
the second sub-network end devices may also switch to their
16-bit codes. The hub of the second sub-network probably
also recerved the instruction message from the first hub
device, and may have deduced that it came from the hub of
the first sub-network due to address conflicts. Theretfore, the
second hub device decided that upswitching the i1dentifica-
tion codes 1s a good 1dea, and therefore took no action,

thereby allowing the second sub-network to switch to the
16-bit codes at the same time as the first sub-network.

[0358] In another embodiment, each hub device may be
configured to include, 1n each broadcast message, the 1den-
tification code of the hub device by default. In that case,
there would be no confusion regarding which sub-network
had changed to the 16-bit codes. After detecting the first hub
device’s 1nstructions to i1ts own end devices to switch to the
16-bit ID codes, the second hub device may do the same and
instruct 1ts end devices to switch to the 16-bit codes too. In
other cases, the second hub device may decide to keep using
the 8-bit identification codes. Such decisions may depend on
the implementation, or may rely on the larger network for
arbitration.

[0359] At 1904, at a later time, the hub device of the first
sub-network detects a downcast message, which 1t did not
send, including the 16-bit address of one of its end devices.
This 1s another address contlict.

[0360] At 1905, therefore, the hub device of the first
sub-network instructs that 1ts end devices should begin
adding the 16-bit 1dentification code of the hub device to all
of their upcast and downcast messages, 1n addition to the
1 6-bit 1dentification codes of the end device. As mentioned.,
the hub device may sign this instruction with 1ts own 16-bit
identification code so that the end devices of the first and
second sub-networks will know which end devices are
intended.

[0361] At 1906, the hub device and the end devices watch
for any more address contlicts. They don’t expect any,
because the 16-bit 1dentification codes for the end devices
and the 16-bit identification codes for the hub device, 1n each
message, represents a high threshold for coincidental con-

flict.
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[0362] At 1907, however, another address conflict 1s
detected. This raises the suspicion that a hacker 1s afoot, so
the hub device sends a message to the base station alerting,
that a hacker may be attempting to spoof the end devices or
the hub device. After that, depending on implementation, the
hub device may mstruct 1ts end devices to re-boot or take
other security measures. The hub device may change 1ts own
identification code to a different random value, and inform
its end devices of the change. The hub device may nstruct
that the longer 32-bit codes be used instead of the 16-bit
codes. The larger network may require further steps to
1solate the possible cyber attack, or diagnose the problem if
not a cyber attack.

[0363] At 1908, on the other hand, there are no further
address contlicts. The hub device continues to monitor the
presence of the second sub-network by detecting messages
signed by the hub device of the second sub-network, for
some period of time.

[0364] At 1909, the hub determines whether the second
sub-network 1s still within radio range. If so, at 1910, the hub
device allows its end devices to continue using the 16-bit
identification codes and including the hub code 1in each
message.

[0365] At 1911, the hub device has found that the second
sub-network 1s no longer within radio range, based on a lack
of messages signed by the hub device of the second sub-
network for some period of time. In some embodiments, the
hub device may instruct its end devices to switch back to the
8-bit codes without further delay. In other embodiments, the
hub device may be required to obtain permission from the
larger network before making the switch. For example, the
larger network may manage the 1dentification requirements
of the sub-networks, because the larger network likely
knows which sub-networks are i proximity with other
sub-networks 1n 1ts domain, and likely knows which sub-
networks are performing critical tasks and which ones may
be delayed. In the depicted case, the larger network agrees
that the sub-network can reduce 1ts i1dentification require-
ments.

[0366] At 1912, the hub device 1nstructs 1ts end devices to
revert to the original 8-bit 1dentification codes, and to omit
the hub code, 1n all upcast and downcast messages.

[0367] In some embodiments, when address conflicts
occur, the larger network may direct that a first sub-network
can use the shorter codes while a competing second sub-
network must use the longer codes. This may be based, for
example, on the larger network placing higher priority on the
first sub-network’s activities.

[0368] In some embodiments, the larger network may
allocate time for sub-networks to communicate, and may
allocate different time intervals for the two sub-networks,
thereby eliminating address conflicts even i the two sub-
networks have the same end device identification codes,
since the two hubs have different allowed times.

[0369] In some embodiments, the competing hub devices
may agree on a particular signal that differentiates the
messages 1n the two sub-networks. For example, one sub-
network may begin all messages with a first demodulation
reference while the second sub-network may use a second
and different demodulation reference. For example, the first
sub-network may precede messages with a short-form
demodulation reference consisting of a 90-degree phase
signal followed by a 270-degree phase signal, whereas the
second sub-network may use a 270-degree signal followed

Sep. 19, 2024

by a 90-degree signal, or equivalent. Alternatively, one
sub-network may precede messages with a single pulse
signal followed by a gap of no transmission, while the other
may use two pulses followed by a gap.

[0370] Insomeembodiments, the hub devices may change
their 1dentification codes, or the 1dentification codes of their
end devices, to disambiguate the messages. For example, the
hub devices may communicate through the larger network to
agree on the new, and different, hub 1dentification codes, and
then may inform their end devices of the change.

[0371] In some embodiments, the larger network may
manage such conflicts and resolutions for benefit of the
higher authority or the plant productivity. For example, the
larger network may direct the hub devices, that are known to
be proximate to each other, to use communication methods
and 1dentification code versions to avoid future address
conflicts, which may be diflerent for each sub-network 1n the
plant. For example, a sub-network responsible for control-
ling a critical process tlow may be permitted to use the fast
8-bit 1dentification codes, while another sub-network
responsible for custodian work may be required to use the
slower 16-bit versions.

[0372] In some embodiments, an Al model may be con-
figured to manage the sub-networks including 1dentification
protocols and formats. The Al model may take as input the
responsibilities and capabilities of each sub-network 1n the
plant, and current process conditions in the plant, and may
provide as output a series of 1nstructions to the hub devices,
istructing them as to tasks, protocols, identification types,

and the like.

[0373] FIG. 20 1s a chart showing an exemplary embodi-
ment of interference signals from phase-modulated subcar-
rier signals, according to some embodiments. As depicted in
this non-limiting example, a transmitter 1s transmitting a
message time-spanning on two adjacent subcarriers, and has
arranged the imitial relative phase of the two subcarrier
signals to differ by 0, 90, 180, or 270 degrees according to
the message bits D which are 10, 01, 00, and 11 1n binary,
respectively. The two signals interfere because they have
slightly different frequencies. The four different interference
patterns are the result of imposing four different phase
relations between the two subcarrier signals. For low-cost
receivers 1 an LC-IoT sub-network, demodulating a mes-
sage according to the interference patterns may be simpler
and cheaper than separating the subcarrier signals using
expensive high-frequency signal processing.

[0374] In some embodiments, the two interfering subcar-
rier signals may generate a “beat frequency” equal to the
difference 1n the two frequencies. For example, the beat
frequency may be 1n the audio region even when the signals
themselves are in the radio frequency region. The beat
frequency may have any number of interference wave-
lengths 1n the symbol-time, depending on the subcarrier
frequency difference and the length of the symbol-time. In
some embodiments, the number of interference wavelengths
1s arranged to be one wavelength per symbol-time, that 1is,
the faster subcarrier frequency advances by one more cycle
than the other subcarrier frequency in the duration of a single
symbol-time. In the depicted example, however, the symbol-
time 1s arranged to be twice as long, so that there are two
interference wavelengths 1 one symbol-time. Usually the
number of interference wavelengths per symbol-time 1s an
integer so that the adjacent subcarrier signals are “orthogo-
nal” 1n the sense of zero crosstalk when integrated over the
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entire symbol-time, but this 1s not a necessity and non-
orthogonal configurations exist. The choice of two 1nterfer-
ence wavelengths per symbol-time for the depicted cases
may provide improved SNR and easier demodulation for
low-complexity recervers that have minimal communication
requirements. The principles disclosed may apply to any
number of interference wavelengths per symbol-time,
including fractional wavelength numbers, since orthogonal-
ity 1s irrelevant when the two subcarrier signals are pro-
cessed together, as a vector sum signal.

[0375] In each chart, the interference pattern includes two
“peaks” or maximum amplitude regions separated by
mimma or ‘“valleys”. The two peaks correspond to times
when the two subcarrier signals interfere constructively, and
the valleys correspond to times when they interfere destruc-
tively, for the present case i which the symbol-time
includes two wavelength diflerences between the two sub-
carrier frequencies. As 1s apparent, the positions of the peaks
and valleys depend on the 1mitial phase difference between
the two subcarrier signals, and hence on the bit content D of
the message element.

[0376] In a first column of traces, the amplitude 2001 of
the recerved sum-signal 1s shown for one symbol-time of a
message. The depicted traces correspond to the sum-signal
received by a low-complexity recerver of the type that does
not separate the two subcarrier signals, but instead receives
them both added together, resulting in the interference
pattern shown for each value of D.

[0377] In the second column, the recerver has determined
a magnitude 2002 of the amplitudes 2001. For example, a
diode bridge may be used to obtain the magnitude signals
2002. The two peaks in the magnitude traces correspond to
the two amplitude enhancements in the corresponding
amplitude trace.

[0378] Inthe third column, the magnitude signals 2002 are
smoothed 2003 or low-pass filtered, to suppress the RF
structure, leaving just a smoothed envelope pattern with a
frequency 1n the audio range such a 15 kHz signal. Depend-
ing on how the smoothing 1s done, the smoothed signals
2003 may be positive-only as shown, or they may be
zero-centered.

[0379] A low-cost reduced-capability receiver may
receive the sum-signal on two adjacent subcarriers as an
interference amplitude 2001 as shown, and may rectity the
signal producing the magnitude 2002 as shown, and may
smooth the magnitude to obtain the smoothed signals 2003
as shown. The receiver may then determine the bit content
of the message element (that 1s, demodulate the message
clement) according to the timing of the peaks and valleys of
the smoothed signals 2003. Alternatively, the receiver may
determine the phase of the audio-range signal and determine
the bit content accordingly. Such a phase/timing determina-
tion may be simpler and cheaper to implement 1n the audio
range than i1n the full RF range where expensive signal
processing technology 1s required to demodulate 3GPP
signals, for example.

[0380] In some embodiments, the receiver may determine
the sign of the interference as well as the magnitude. In that
case, the receiver may demodulate the message element by
determining a zero-cross time of the interference signal
instead of determining a mimmum-amplitude point. Greater
time precision may be obtained thereby.

[0381] In some embodiments, the receiver may use a
multiplication circuit for the rectification instead of a diode
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bridge. For example, the received signal may be converted
to a rectified signal using a squaring circuit that outputs a
square of the analog input signal, or a product circuit that
outputs a product of two analog mput signals 1n which the
two 1puts are tied together, among other ways to rectity the
interference signal.

[0382] In some embodiments, the transmitter may addi-
tionally leave two other subcarriers blank, immediately
above and below the two signal-carrying subcarriers, to
turther 1solate the interfering signals and avoid unnecessary
crosstalk with other messages.

[0383] In some embodiments, an Al model may be used to
analyze the smoothed audio-frequency signal to discern the
most likely bits of the original message. Since the sub-
network 1s generally limited to low power transmission, and
may be 1n an electromagnetically noisy environment, the
SNR of the received signals may be marginal. Repeated
NACKSs may indicate a noise or reception problem. In that
case, the Al model may be configured to take the smoothed
audio-frequency interference signal of each message ele-
ment, process each signal using a trained Al pattern-recog-
nition model, and provide as output the most likely bit
sequence 1nvolved, or alternatively a likelihood for each of
the possible bit sequences of the modulation scheme. In this
way, the Al model may account for a myriad of subtle
distortions and still provide an optimal, or at least superior
to humans, demodulation of the message.

[0384] Many applications of LC-IoT subnetworks involve
basic end devices with severe cost constraints and very
minimal communication requirements. In such applications,
encoding the message data as a phase difference between
two interfering subcarrier signals may enable very inexpen-
sive demodulation, thereby making the overall application
economically viable which may not be feasible otherwise.

CONCLUSIONS

[0385] The wireless embodiments of this disclosure may
be aptly suited for cloud backup protection, according to
some embodiments. Furthermore, the cloud backup can be
provided cyber-security, such as blockchain, to lock or
protect data, thereby preventing malevolent actors from
making changes. The cyber-security may thereby avoid
changes that, 1n some applications, could result 1n hazards
including lethal hazards, such as in applications related to
tratlic safety, electric grid management, law enforcement, or
national security. Artificial intelligence models and/or
machine learning may be used to adjust parameters of the
systems and methods disclosed herein, for example by
finding correlations among those parameters that may be
impossible for a human to comprehend due to their com-
plexity, but which may enable substantial improvements in
performance of the systems and methods.

[0386] In some embodiments, non-transitory computer-
readable media may include instructions that, when
executed by a computing environment, cause a method to be
performed, the method according to the principles disclosed
heremn. In some embodiments, the instructions (such as
soltware or firmware) may be upgradable or updatable, to
provide additional capabilities and/or to {ix errors and/or to
remove security vulnerabilities, among many other reasons
for updating software. In some embodiments, the updates
may be provided monthly, quarterly, annually, every 2 or 3
or 4 years, or upon other interval, or at the convenience of
the owner, for example. In some embodiments, the updates
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(especially updates providing added capabilities) may be
provided on a fee basis. The intent of the updates may be to
cause the updated software to perform better than previ-
ously, and to thereby provide additional user satistaction.

[0387] The systems and methods may be fully imple-
mented 1 any number of computing devices. Typically,
instructions are laid out on computer readable media, gen-
erally non-transitory, and these instructions are suflicient to
allow a processor 1n the computing device to implement the
method of the invention. The computer readable medium
may be a hard drive or solid state storage having instructions
that, when run, or sooner, are loaded into random access
memory. Inputs to the application, e.g., from the plurality of
users or irom any one user, may be by any number of
appropriate computer input devices. For example, users may
employ vehicular controls, as well as a keyboard, mouse,
touchscreen, joystick, trackpad, other pointing device, or
any other such computer input device to mput data relevant
to the calculations. Data may also be input by way of one or
more sensors on the robot, an mserted memory chip, hard
drive, tlash drives, flash memory, optical media, magnetic
media, or any other type of file-storing medium. The outputs
may be delivered to a user by way of signals transmitted to
robot steering and throttle controls, a video graphics card or
integrated graphics chipset coupled to a display that maybe
seen by a user. Given this teaching, any number of other
tangible outputs will also be understood to be contemplated
by the invention. For example, outputs may be stored on a
memory chip, hard drive, flash drives, flash memory, optical
media, magnetic media, or any other type of output. It
should also be noted that the invention may be implemented
on any number of different types of computing devices, e.g.,
embedded systems and processors, personal computers, lap-
top computers, notebook computers, net book computers,
handheld computers, personal digital assistants, mobile
phones, smart phones, tablet computers, and also on devices
specifically designed for these purpose. In one implemen-
tation, a user of a smart phone or Wi-Fi-connected device
downloads a copy of the application to their device from a
server using a wireless Internet connection. An appropriate
authentication procedure and secure transaction process may
provide for payment to be made to the seller. The application
may download over the mobile connection, or over the
Wi-F1 or other wireless network connection. The application
may then be run by the user. Such a networked system may
provide a suitable computing environment for an implemen-
tation 1n which a plurality of users provide separate 1inputs to
the system and method.

[0388] It 1s to be understood that the foregoing description
1s not a definition of the invention but i1s a description of one
or more preferred exemplary embodiments of the invention.
The mvention 1s not limited to the particular embodiments(s)
disclosed herein, but rather 1s defined solely by the claims
below. Furthermore, the statements contained in the forego-
ing description relate to particular embodiments and are not
to be construed as limitations on the scope of the invention
or on the definition of terms used 1n the claims, except where
a term or phrase 1s expressly defined above. Various other
embodiments and various changes and modifications to the
disclosed embodiment(s) will become apparent to those
skilled 1n the art. For example, the specific combination and
order of steps 1s just one possibility, as the present method
may include a combination of steps that has fewer, greater,
or different steps than that shown here. All such other
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embodiments, changes, and modifications are intended to
come within the scope of the appended claims.

[0389] As used 1n this specification and claims, the terms
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“for example”, “e.g.”, “for mstance”, “such as”, and “like”
and the terms “comprising’”’, “having”, “including”, and their
other verb forms, when used 1n conjunction with a listing of
one or more components or other items, are each to be
construed as open-ended, meaning that the listing 1s not to
be considered as excluding other additional components or
items. Other terms are to be construed using their broadest
reasonable meaning unless they are used in a context that

requires a different interpretation.

1. A wireless network comprising a base station 1n signal
communication with a plurality of user devices, wherein:

a) a particular user device of the plurality comprises a hub
device of a sub-network, the sub-network comprising a
plurality of end devices, each end device comprising a
sensor or actuator, and the hub device comprising a
gateway device between the end devices and the base
station;

b) wherein each end device 1s configured to communicate
wirelessly with the hub device and to avoid commu-
nicating with the base station;

c¢) wherein each end device comprises a read-only
memory (“ROM™) containing a boot sequence and an
operating system, the operating system comprising
istructions enabling the end device to perform sensor
measurements or actuator actuations, and the boot
sequence comprising instructions for restoring the end
device to a predetermined state;

d) wherein each end device 1s configured to execute the
boot sequence upon receiving a re-boot instruction
from the hub device; and

¢) wherein each end device 1s further configured to
transmit a message to the hub device, during or after
executing the boot sequence, indicating that the end
device 1s executing or has executed the boot sequence.

2. The wireless network of claim 1, wherein the user
devices are configured to communicate with the base station
according to 5G or 6G technologies.

3. The wireless network of claim 1, wherein each end
device 1s further configured to periodically execute the boot
sequence, according to a predetermined periodicity.

4. The wireless network of claim 1, wherein each end
device 1s further configured to execute the boot sequence
according to random or pseudorandom intervals.

5. The wireless network of claim 1, wherein each end
device 1s further configured to execute the boot sequence
alter completing each sensor measurement or actuator actua-
tion, or upon attempting and failing to complete each sensor
measurement or actuator actuation.

6. The wireless network of claim 1, wherein each end
device 1s further configured to execute the boot sequence
alter transmitting data to the hub device, unless previously
instructed by the hub device to withhold executing the boot
sequence after transmitting data to the hub device.

7. The wireless network of claim 1, wherein each end
device 1s further configured to execute the boot sequence
alter detecting evidence of a cyber attack.

8. The wireless network of claim 7, wherein the evidence
of a cyber attack comprises unusual or unexpected data
acquired by the end device, as determined by a processor of
the end device.
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9. The wireless network of claim 7, wherein the evidence
ol a cyber attack comprises receiving, by the end device, an
unusual or unexpected message, as determined by a proces-
sor of the end device.

10. A wireless network comprising a base station in signal
communication with a plurality of user devices, wherein:

a) a particular user device of the plurality of user devices
comprises a hub device of a sub-network, the sub-
network comprising a plurality of end devices, each
end device comprising a sensor or actuator, and the hub
device comprising a gateway device between the end
devices and the base station;

b) wherein a particular end device of the plurality of end
devices 1s configured to set an actuator to a particular
state, of a plurality of predetermined states, and to
record the particular state 1n a “state” memory of the
end device;

¢) wherein the particular end device 1s further configured
to determine, at a later time, whether the actuator 1s still
set to the particular state;

d) wherein, upon determining that the actuator 1s still set
to the particular state at the later time, the particular end
device 1s configured to do nothing until nstructed by
the hub device to set the actuator to a diflerent state;
and

¢) wherein, upon determining that the actuator 1s set to
any state diflerent from the particular state at the later
time, the particular end device 1s configured to transmit
a message to the hub device indicating that the actuator
has spontaneously changed.

11. The wireless network of claim 10, wherein the par-
ticular end device 1s further configured to determine whether
the actuator 1s still set to the particular state, before setting,
the actuator to another state different from the particular
state.

12. The wireless network of claim 10, wherein the par-
ticular end device 1s further configured to compare a current
state of the actuator to the “state” memory at a later time, and
thereby determine whether the actuator 1s still set to the
particular state at the later time.

13. The wireless network of claim 12, wherein the par-
ticular end device 1s further configured to leave the “state”
memory unchanged when the boot sequence 1s executed.

14. The wireless network of claim 10, wherein the par-
ticular end device 1s further configured to, upon determining,
that the actuator 1s set to a state different from the particular
state:

a) sequentially set, or attempt to set, the actuator to each
state of the plurality of predetermined states, and then
determine whether the actuator was thereby set to the
attempted state; and

b) then transmit a message to the hub device indicating
whether the actuator was or was not set sequentially to
cach of the predetermined states.

15. A wireless network comprising a base station in signal

communication with a plurality of user devices, wherein:

a) a particular user device of the plurality of user devices
comprises a hub device of a sub-network, the sub-

Sep. 19, 2024

network comprising a plurality of end devices, each
end device comprising a sensor or actuator, the hub
device comprising a gateway device between the end
devices and the base station;

b) wherein the particular hub device 1s configured to
instruct a particular end device to perform a self-test
and then transmit a report message to the hub device
indicating a result of the self-test;

¢) wherein the hub device 1s further configured to com-
pare the result of the self-test to a predetermined value,
thereby determining whether the result of the self-test
1S correct;

d) wherein the hub device 1s further configured to measure
an elapsed time between instructing the particular end
device to perform the seli-test and receiving the report
message, and to compare the elapsed time to a prede-
termined time, thereby determining whether the
clapsed time 1s consistent or inconsistent with the
predetermined time; and

¢) wherein the hub device 1s further configured, upon
determining that the elapsed time 1s 1mnconsistent with
the predetermined time, to transmit an alarm message
to the base station, the alarm message indicating that
the particular end device 1s experiencing either a mal-
function or a cyber attack.

16. The wireless network of claim 15, wherein the hub
device 1s configured to transmit the alarm message, upon
determining that the elapsed time i1s inconsistent with the
predetermined time, regardless of whether the self-test result
agrees with the predetermined value or not.

17. The wireless network of claim 135, wherein the pre-
determined time 1s a time interval previously measured by
the particular hub device while the particular end device
performs the self-test and transmits the report message.

18. The wireless network of claim 15, wherein the pre-
determined time 1s a time 1nterval previously calculated to
be suflicient for the particular end device to perform the
seli-test and transmit the report message.

19. The wireless network of claim 135, wherein the par-
ticular end device 1s configured to transmit the report
message asynchronously, as soon as the seli-test 1s finished.

20. The wireless network of claim 15, wherein the self-
test comprises determining an error-detection code compris-
ing a hash or parity construct or cyclic redundancy code of
at least one of:

a) a read-only memory (“ROM”) of the particular end

device;

b) a boot sequence of the particular end device;

¢) an operating system of the particular end device;

d) registers contained 1n a processor of the particular end
device;

¢) current contents of a random-access (“RAM”) of the
particular end device;

1) contents of a random-access (“RAM”) of the particular
end device after the RAM has been erased by the
particular end device; or

g) combinations of these.
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